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ABSTRAK

Tesis ini memaparkan kerangka kerja bagi pelan pemulihan bencana rangkaian untuk
pusat komputer universiti. Universiti Utara Malaysia dijadikan sebagai kajian kes.
Cadangan kerangka kerja pelan pemulihan bencana ini mengandungi tujuh fasa yang
telah ditambah baik dan diperkayakan oleh pengkaji berdasarkan kajian-kajian yang
lepas. Fasa-fasa di dalam kerangka kerja in adalah penilaian risiko, pencegahan,
penyediaan, tindakan, pemulihan segera, pengembalian, dan pemeriksaan semula. Jenis
bencana yang difokus di dalam kajian ini ialah ancaman virus. Tambahan lagi, kerangka
kerja ini menggambarkan proses pengurusan virus bagi setiap fasa yang merangkumi
sebelum, semasa dan selepas serangan virus. Kerangka kerja bagi pelan pemulihan
bencana rangkaian yang dipaparkan sewajarnya menyediakan hala tuju perancangan

untuk mana-mana pusat komputer universiti.
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ABSTRACT

This thesis presents a network disaster recovery plan (DRP) framework for academic
computing centre. Universiti Utara Malaysia Computer Centre is taken as a case study.
The proposed framework consists of seven phases of disaster recovery plan which has
been enhanced and improved by researcher based on past studies. The phases of the
framework are risk assessment, prevention, preparedness, reaction, immediate recovery,
restoration and review. The type of disaster in this study focuses on virus threats. In
addition, the framework describes the virus management processes in each phases which
is before, during and after virus occurs. The framework of network disaster recovery
plan outlined here should provide the direction necessary for planning at any academic

computing centre.
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CHAPTER 1

INTRODUCTION

Disaster recovery planning is a topic, which has received increasing attention in recent
issues of computer-related publications. Growing numbers of organizations are
becoming aware of the need for such planning. Disaster recovery plan is crucial
components used to ensure systems that are critical to the operation of the organization,
are available when needed (Tipton and Krause, 2000). After all, the main purpose of a
disaster recovery plan (DRP) is to allow an organization to recover in case of an

unexpected event.

Disaster can strike anytime, and the best way to handle it to be prepared. Many do not
realize the importance of DRP. Too often, it takes catastrophic event to propel
organizations to consider more rigorous disaster recovery plans (Ferrarini, 2001). This
statement also supported by Hawkins es al,, (2001) that claimed most organization
hesitates to develop a DRP until a disaster occurs. As claimed by Adshead (2003), only
sixty percent of firms in United Kingdom have disaster recovery plans. As examples, the
recent major power outage that paralyzed the north-east of the United States and Canada
on late evening of August 14, 2003 (Zahri and Ahmad, 2003). It has created uncertain

and challenging environment especially for most organizations there. In addition, the
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