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ABSTRAK

Pada masa sekarang, penggunaan media digital yang semakin meluas telah
menyebabkan bertambahnya aktiviti peniruan digital dan pemusnahan data terutama
sekali kepada sistem biometrik. Penyelidikan ini akan mempersembahkan sébuah
konsep iaitu teknik penyembunyian maklumat dan di mana salah satu daripada sub
kawasannya dikenali sebagai “fragile image watermarking”. Sementara teknik di
dalam sistem biometrik menawarkan kaedah yang boleh dipercayai untuk mengenali
identiti seseorang individu, penyelidikan terhadap keselamatan dan kejituan data
biometrik telah dikaji. Penyelidikan ini telah menyarankan sebuah rangka kerja yang
akan mangaplikasikan teknik penyembunyian maklumat ke dalam sistem biometrik.
Sebuah teknik penanaman maklumat ke dalam data cap jari telah digunakan untuk
menyembunyikan data maklumat tambahan ke dalam imej cap jari. Maklumat yang
telah disembunyikan tersebut boleh diekstrak semula tanpa merujuk kepada imej yang
asal. Carta dan jadual telah dipgrsembahkan di dalam penyelidikan ini dimana ia
menunjukkan perbezaan kualiti imej yang telah ditanam dengan maklumat tambahan
berbanding dengan imej cap jari asal. Perbandiﬁgan keputusan prestasi sistem
biometrik menggunakan kedua-dua jenis imej juga dipersembahkan. Penyelidikan ini
boleh digunakan untuk proses pengenalpastian imej terutama sekali untuk mengesan
sama ada imej telah diubah dengan manggunakan pelbagai jenis pemprosesan imej

seperti penambahan ‘noise’ dan juga pengkaburan ime;j.



ABSTRACT

The wide use of digital media in these recent days has led to an increase of digital
piracy and tampering especially for biometric identification system. This research
presents the concept of information hiding and one of its sub areas is called ffagile
image watermarking. While the biometrics techniques offer a reliable method for
personal identification, the problem of security and integrity of the biometrics data is
studied. This research had proposed an architectural framework that will apply
information hiding method into biometric identification system. A fingerprint
watermarking method has been used to hide additional information into fingerprint
images by changing the least significant bit valué of a random chosen pixel of the
image. The embedded information can be extracted without referencing to the original
image. Table and charts are presented to show the image quality of the watermarked
fingerprint images comparing to the unwatermarked (original) images. The
performance of the biometric identification system when using both kinds of images
is also presented. The watermark payload that can be embedded into one image 1s then
analyzed. This study can be use for image authentication especially to detect whether
the image has been tampered by image processing intention such as noise addition

and blurring.



ACKNOWLEDGEMENTS

In the name of ALLAH, the most merciful and grateful,
My fullest gratitude goes to:

Ministry of Science, Technology and Innovation (MOSTYI), for the financial support

given to carry out the research.
Universiti Utara Malaysia for all the resources and facilities provided.

My supervisors, Dr. Azman Bin Yasin and Mr. Roshidi Bin Din for their support and

guidance.

My beloved parents, Mr. Abd. Halim Bin Othman and Pn. Siti Hawa Binti Sarman for
their love and support since the beginning of my studies and all of my siblings for

their encouragement.

My dearly and lovely wife, Norita Binti Romli, for her love, patience, and

understanding.
My beautiful little daughter, Nur Hawani Haifa.

My research colleagues who gave me all the support in one-way to another during the

research process.

Finally to the people who are keen to knowledge, perhaps this thesis contributes to the

body of knowledge and enriches the information hereto.



LIST OF CONTENTS

PERMISSION TO USE ...ttt e,
ABSTRACT (BAHASA MALAYSIA). ..o eeeeeee oo
ABSTRACT (ENGLISH). ...ttt
ACKNOWLEDGEMENT.......0oteeoe e
LIST OF CONTENT ...ttt e

LISTOF TABLES. ..ottt e, :

CHAPTER 1 INTRODUCTION

O Y 015 1T F PP
1.2 Problem Statement..........ccuviviriiniiiiieiie et eee e
1.3 Research QUESHIONS. ... ....ovvuitiieiitiiiet i reaae s
1.4 Research ObjeCtiVeS. ..uuuuuineiiiit i vt
1.5 RESEArCh SCOPE.. vttt e
1.6 Research Methodology.........cc.vviuvininiiiniiniiniiiiie e
1.7 Research Contribution...........cvuiiiiiiiriiiirin e
1.8 Thesis Organization..........eevuererveiritinenin et eeteeereeeeeareeneneanenenenns
JRS I 01 0¥ o3 1 s

CHAPTER 2 LITERATURE REVIEW

2.1 INtrodUCHION. . ettt e
2.2 Information Hiding..........ccoovviiiiiiiiiiiineenn, e
2.2.1 History of Information Hiding...........c.coooeiiiiiiiiiiiniiiiii
2.2.2 Applications of Information Hiding.............cccoeviviiiviiiiiiiininienenee
2.2.3 Information Hiding Techniques for Still Images.............cccoveiiiniiinnn
2.2.4 Selecting Image File Type for Information Hiding......................ooce
2.3 Digital Image Watermarking..............cooeviiiiiiiiiiiniiiiiiiii
2.3.1 General Framework of Digital Watermarking...............cccovveveviinininn
2.3.2 Fragile Image Watermarking...........cccovvviirieiiniiiiiiiiiiiini
2.3.3 Fragile Image Watermarking Features.............c..cocooiiiiiiii
2.3.4 Applications of Fragile Image Watermarks...............c.ooovii,
PN S 10 1 oot o o BN 4] 1) 1 - T PPN
2.4.1 Grand Challenges In Biometric System..........cccovvviiiiiirininnnininan.
2.4.2 Fingerprint Biometric System............c.ciiiiiiiiiiiiiiiiiiii e
2.4.3 Attacks on Fingerprint Biometric System...........coovviiiniiniiin,
2.5 Current Approach of Fingerprint Image Watermarking........................
2.6 Summary...........c...... N



CHAPTER 3 RESEARCH METHODOLOGY

3.1  Research Definition...........oceeiviiiriiniii e
3.2 Design Definition........cooevuiiiiniinii i,
3.3 Acceptance of Design Research Methodology ....................................
3.4 Design Research Methodology............ovviiiniriniiiiniiiiieieiiiniieeni,
3.4.1 Awareness 0f Problem........ccooviiririiriiiiiiiiiiee e,
3.4.2 Suggestion and Requirement Gathering...............cccovveviiiniviniennininnn,
3.4.3 Development of Proposed Framework................ccvviiiviiiiniiiniiinnnns
3.4.4 Evaluation. ....ouiueeitit e e

3045 COnCIUSION. ..ttt e e et e e et ————— :

3.5 SUMMATIY. ..ttt e et

CHAPTER 4 DESIGN AND IMPLEMENTATION

4.1  Design of the Proposed Framework..............coceviveiininiaiiininnininiia..
4.1.1 Fingerprint Enrollment Process..........cocuvveeiiiniiiniiniiiiiiiieienneennen,
4.1.2 Watermark Encoding Process.........ccovviiiiiiiiiiiiiiiiiiiieiiiininiiiininnn,
4.1.3 Watermark Decoding ProCess.........v.viviiiiriniiiiiiiieeiiiieneerananns,
4.1.4 Fingerprint Verification Process........c.c.ooviviiiiiiiiiniiiiiiiiiiie e,
4.2 Implementation of the Proposed Framework..............cccoevviiiinininnnnnns
4.2.1 Fingerprint Enrollment Process .........ccouviuviiiininiiniiiiiieniininiinieins
4.2.2 Watermark Encoding Process..........coeviiviiiiiiiiniinniniiiinineneneaine
4.2.3 Watermark Decoding Process. .......ccooeviiviiiiiiiiiiniiiiiniiiiienieaneeens
4.2.4 Fingerprint Verification Process.........c.covvvviiiiiiiiiniiiiniiiini v,
ORI 111 0100t 1 2 P PP

CHAPTER 5 TEST, RESULTS AND ANALYSIS
5.1 IMtroduCtion. .. ..oeiieinii i e
52 Testing the Data.......cvveieiiiiii i e nen
5.2.1 Image Quality Testing......ovvvuiriirreineiiriet it enr et enieeeeees
5.2.2 Performance Testing of Watermarked Fingerprint Templates with
Fingerprint Verification SYSteIm........cccovverirnirnienienieenreiiereeneeeersneeereenienne
5.3 Results and Analysis of the Fingerprint Image Quality Testing...............
5.4  Results and Analysis Performance of Watermarked Data in Fingerprint
VerifIcation SYStemM. ... uieiti it et e e ee e e e e ea e
5.5 Results and Analysis of the Capacity Limit for the Embedded Watermark..
ST O TN 1 o o o |y 20

CHAPTER 6 CONCLUSIONS AND RECOMMENDATIONS

6.1  INtrOdUCHION. ...ttt et et nenaes
6.2 CONCIUSIONS. .. \tutitietit et etetee e etener e eeeeeetaeeeenteesentenenesneanenenass
6.2.1 Observing the Image Quality of Watermarked Fingerprint Templates.......
6.2.2 Proposed Framework of Applied Watermarking Technique in Fingerprint
Biometric System........... N
6.3 Benefits and Drawbacks of the Research.............ococvvviiiiiiinnnnnn,
5.3.1 Benefits of the Research..........coovviiiiiriiiiiiiiiica,

5.3.2 Drawbacks 0f the ResearCh.......vvvvreiietreurinrrivinrirriiassseeeens



5.4 Recommended FUture WorK.....oooiiiiiniiie oo e eeee e vaaeens 97

REFERENCES. ... .ot e e a e e e enes 98

APPENDICES

Appendix A: Fingerprint Image Templates...........cocvvvevivnviininineiieninienen. 102

Appendix B: Fingerprint Verification Using Verifinger 4.2 Algorithm Software
(Between Original and Watermarked Images)..........c.cocevevuennene 103

Appendix C: Fingerprint Verification Using Verifinger 4.2 Algorithm Software
(Between Two Original Images).......coovvviviieniniiiiniiiiniinenn, - 104

Appendix D: PSNR vs Watermark Payload ...............ccooeviiiiinninn, 112

Appendix E: Published and Submitted Papers ...........ccooeviiiiiiiniiiiinineennns 116



Table 2.1

Table 2.2

Table 2.3

Table 3.1

Table 5.1

Table 5.2

Table 5.3

Tables 6.1

LIST OF TABLES

Comparison table of image file formats and data hiding technique -

based on hidden message capacity..........ccecvveriviniviiniriininininnnn 32

Comparison table of image file formats and data hiding technique

based on undetectability............c.covviiiiiiinini e 33

Comparison table of image file formats and data hiding technique

baSEd ON TODUSENESS. .. vttt ittt et e e e erreerenreneeeeseenesernenns 33

VeriFinger 4.2 algoritm's technical specifications..................c.c.e.... 58

The MSE and PSNR of watermarked images compared to original

080T 1oL NS 84

Fingerprint verification output process between original and

watermarked IMages........vvveereiriiiieiiiieiet e eeeennnes 86

Fingerprint verification output process between two original

IMAZES. . o. ittt 87

Research questions and answers in the research.................oooovvenen. 94



Figure 1.1
Figure 2.1
Figure 2.2
Figure 2.3
Figure 2.4
Figure 2.5

Figure 2.6

Figure 2.7

Figure 2.8

Figure 2.9

Figure 2.10
Figure 2.11
Figure 2.12
Figure 2.13

Figure 2.14

Figure 2.15

Figure 2.16

LIST OF FIGURES

Scope of the Research ...........ccocoviiviiiiiiinininnnnnn, e

Information hiding domain .............c.ooviiiii i '

The General Scenario for Information Hiding........................
Data Masking Process..........ocoovviviviiiiiiiiiiniiiceee,
DCT Encoding ProCess..........oveivuiiiinriiineieiiniinenennennn,
DCT Decoding Process. .. ...cuvueeeneiiriiinirennieeiiiiinennneenennns
Basic encoding systems of data hiding using spread spectrum
techniques........ooviiii
Decoding process of data hiding using spread spectrum
EECHMIQUES . ..ot
Typical orientation of the pixel storage within a TIFF image......
Schematic observations of three parameters in data hiding
TECHIIQUES. ..ovveeniiii e
Watermark Encoder...........ccooiviiiiiiiiiiiiiiiini
Watermark Decoder........co.ovvviiiiiiiiiiiiiiiii
Watermark embedding process.......covvevvrieeereiineiiereininnenn
Watermark detection ProCess........cvvvvvevniinivniiiiiiiiinnieinn.
Block diagram of enrollment, verification and identification
process in biometric SYSteIm. ....cuvuvrirrnerereeiiriniineniiiiiniann
Challenges in Biometric System............ccovviiiniiiiiniiiinnn.

General framework of fingerprint biometric system.................



Figure 2.17
Figure 3.1
Figure 3.2
Figure 3.3
Figure 4.1

Figure 4.2

Figure 4.3
Figure 4.4
Figure 4.5
Figure 4.6
Figure 4.7
Figure 4.8
Figure 4.9
Figure 4.10
Figure 4.11
Figure 5.1

Figure 5.2

Figure 5.3

Figure 5.4

Figure 5.5

Eight possible attacks on fingerprint biometric system............. 47
The General Methodology of Design Research...................... 53
Verifinger 4.2 Software..........covvvvieeiviiiiiiieii e 56
Imark System Tool.........cooviiiiiiiiiiiii e, 59
General Model of Fingerprint Verification System.................. 63

Proposed Framework of Applying Information Hiding into

Fingerprint Verification System...............coooeiiviiinininennnn, 64
Fingerprint enrollment process..........cocoevvviviieiininirinenennnne 65
The watermark ehcoding PTOCESS. 1 eveventrtrniteeereenerreneenennennn 66
Watermark Decoding Process.......c..ovviviviviniiriieiinieninnenen. 67
The Fingerprint Verification process..........coovoevreviriieiinineenes 68
Verifinger 4.2 Fingerprint Enrollment interface..................... 71
Watermark process using IMark system.................cooeoeenin. 72
Watermark embedding process...........ovcvevieriiiniinininiinnin 73
Watermark decoding process using Imark System.................. 75
Fingerprint verification with Verifinger4.2.......................... 76
Original fingerprint image and the watermarked data............... 79
Watermarked image and the extracted watermark data............. 80

The matching output of Fingerprint Verification System

(Verifingerd.2)......cccoviiiiniiiiiniiinnenencnsnieenens 82

Comparison of image similarity between original and

watermarked fingerprint images.........c.coevevevieeeiiiiienaneeninn 88

PSNR vs. Watermark Payload of 22351.bmp........................ 89



Figure 5.6
Figure 5.7
Figure 5.8

Figure 5.9

PSNR vs. Watermark Payload of 2751 1.bmp...........cccoveiniis 90
PSNR vs. Watermark Payload of 29481.bmp..........covvvnvnenen. 90
PSNR vs. Watermark Payload of 21951.bmp..........c.ccceeeeinn. 91

PSNR vs. Watermark Payload of 29911.bmp........c..ccceovvvennnis 91



LIST OF ABBREVIATIONS

* BMP - File Extension for Bitmap Images

* GIF - File Extension For Graphic Interchange Format
* JPEG - File Extension for Joint Photographic Expert Group
* TIFF - File Extension For Tagged Image File Format
dB - Decibels

DCT - Discrete-Cosine Transform

dpi - Dot Per Inch

ID - Identification Card

LSB - Least Significant Bit

MRI - Magnetic Resonance Imaging

MSE - Mean Squared Error

NRD - National Registration Department of Malaysia
PSNR - Peak Signal to Noise Ratio

RGB - Red, Green and Blue Pixels

WSQ - Wavelet Scalar Quantization



CHAPTER 1

INTRODUCTION

The digital information revolution has brought about great changes in our society and
our lives. The development of digital information has also generated new challenges
and new opportunities for innovation. These come along with powerful software,
new devices, such as digital camera and camcorder, high quality scanners and

printers, and biometric recognition devices.

The era has reached the limit where consumers worldwide are able to create,
manipulate and enjoy the multimedia data without any restriction. Internet and
wireless network offer universal channels to deliver and to exchange various types of
digital information. The gap between the information and the users nowadays are

ranged for only about one click.

Despite the rapid growth of the digital information domain, the security and fair use
of the multimedia data, as well as the fast delivery of multimedia content to a variety

of end users or devices are important and yet challenging topics.
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4. Conclusions

A fragile image watermarking method for fingerprint images, in which we entered additional
information into fingerprints, is described. The watermark data, which consist of the identification
number, can be used in authenticating the host fingerprint image. The results show that the image
quality if the fingerprint images are not being affected when proposed watermarking method is
implemented. The performance on the recognition or retrieval accuracy of a personal identification
system is also not affected when watermarked fingerprint images are used in the system. This proposed
method hopefully can be used for image authentication to identify whether the image has been
tampered by various image processing attacks such as noise addition and cropping.
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