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ABSTRAK

Agen ditakrifkan terbaik sebagai perisian yang berkeupayaan menyelesaikan
masalah tanpa memerlukan sokongan dan tanpa melibatkan kawalan
pengguna. Agen-agen yang bekecerdasan seharusnya berupaya
menyesuaikan diri mereka terhadap persekitaran, berupaya mempelajari,
rasional dan berkomunikasi antara satu sama lain. Perisian bernama Trend
Virus Control System (TVCS) yang dihasilkan oleh syarikat Trend Micro telah
dikenalpasti dan dipilih sebagai model yang mencontohi agen pintar. Analisa
Strengths Weaknesses Opportunities dan Threats (SWOT) serta rangka
kerja Five Domains Security Model, digunakan di dalam mengkaji perisian
TVCS. Diagram Fish Bone pula digunakan untuk memberi gambaran
keseluruhan tentang riskio-risiko keselamatan rangkaian bank yang dikaji.
Kajian ini mengemukakan dua penyataan cadangan, pertama, TVCS
menggunakan pendekatan yang digunakan oleh agen pintar, kedua, agen
TVCS mendedahkan risiko-risiko keselamatan terhadap rangkaian Bank
XYZ. Akhir sekali, saranan-saranan turut dibuat berdasarkan
pengenalpastian terhadap risiko-risiko keselamatan tersebut untuk
memperkukuhkan tahap keselamatan rangkaian Bank XYZ. Walau
bagaimanapun, masih tiada jawapan yang muktamat dan yang benar-benar
sah untuk menyokong pernyataan-pernyataan cadangan yang dikemukakan
di dalam kajian ini. Oleh kerana itu, kajian-kajian susulan sepatutnya dibuat
oleh penyelidik-penyelidik untuk meneruskan penerokaan di dalam bidang

ini.



ABSTRACT

Agents are best defined as software with the ability to solve problems
independently without any intervention or assistance from the user. Agents
with intelligence characters would be able to adapt themselves to
environment, be able to learn, rationalize and also communicate to with one
another. A software named Trend Virus Control System (TVCS) produced by
Trend Micro, has been identified and selected as a model to emulate as an
intelligent agent. The Five Domains of Security Model is used as a framework
to analyze the security aspects of the bank’s network. The study uses
Strengths Weaknesses Opportunities and Threats (SWOT) analysis to
examine TVCS. A Fish Bone diagram is also illustrated to give an overview of
the security risks posed by intelligent agents. The study offers two
propositions. Firstly, TVCS uses an intelligent agent approach. Secondly,
TVCS agents pose security risks to Bank XYZ network. Finally,
recommendations are made based on identification of the security risks to
strengthen level of security of Bank XYZ network. However, in this study,
there are still no definite and confirmed answers to the stated propositions.
Therefore, follow-up studies should be made by other researchers to further

investigate the area.
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INTRODUCTION

Computer security is an important issue. Attacks on computer systems
and networks are on the rise and the sophistication of these attacks
continues to escalate to alarming levels. The proliferation of personal
computers, local area networks (LAN) and distributed processing has
drastically changed the way we manage and control information
resources (Louw & Duffy, 1992; Gottschalk, 1995; Geiger, 2000).
Experts estimated that the true cost of computer crime amounts to
billions of dollar annually. This amount includes costs associated with
clean-up, loss of data, liability, and lost of customer confidence. These
losses show how security is important to all aspects of information

technology including intelligent agents.

Intelligent agents are very active research topic these days. Agents
are smart due to programming codes that tell them actions, ways to do
them and time to do them (Muller, 1997). According to Franklin and
Graesser (1996), agents differ from programs because output from
agents would normally affect what they sense later. An agent need not
be a program at all but software agents are, by definition, programs,
but a program must match up to several marks to be an agent. They
also classified agents according to their characters. For example,
mobile agents are intelligent agents that are able to transport
themselves from one machine to another. During the migration
process the information associated with mobile agents moves with
them. This enables a mobile agent to gather information on different
computers and learn in real time, as it progresses. Multi-agent
systems (MAS) is another type of intelligent agent, in which there are
a number of agents, having specific roles within some system or
organization, and being capable of interacting with each other and with

their environment.
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