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Abstract 

 

Linear feedback shift register ( LFSR-based) stream cipher an improved design 

for a random key generator in a stream cipher algorithm. The proposed random 

key generator is simply designed to produce a very quick algorithm to be used for 

securing GSM communication as mobiles or in satellite communications 

channels, and it use to avoid attack that happen on cryptography in general and on 

stream cipher in specific. The simplicity of the design derived from using of four 

small LFSR and three Xored gates and a single (3 to 1) multiplexer on the content 

of 8-stages LFSR. 

 

 



 

III 

 

ACKNOWLEDGEMENTS 

 

 

I would like to offer my sincere thanks to my supervisor Associate Professor Hatim 

Mohamad Tahir, for his excellent guidance and moral support, his time and for his 

patience and commitment in helping me complete this research.  

 

I would also like to offer my deepest gratitude to my family, for helping me, and for 

encouraging me to do my master, which enabled me to successfully accomplish my 

tasks.  

 

I am deeply indebted to my dear friends and staff in UUM especially from the Faculty 

of Information Technology for taking so much of interest in my work, always being 

there for me through my difficult situations and spending their time in guiding me 

despite their busy schedule. 

 

Last but not least, thanks to all those who have been directly and indirectly involved 

in helping me completing this research. 

 
 

 

 

 

 



 V

CONTENT  

 
Abstract…………………………………………………………………I 

Contents………………………………………………………………...V 

List of Figures………………………………………………………VIII 

List of Abbreviation…………………………………………………..IX  

1.  Introduction………………………………………………………………………1 

     1.1    Overview ………...…………………………………………………………1   

     1.2    Research Question  ………………………………………………………....4  

     1.3    Problem Statement………………………………………………………......4 

     1.4    Objective of Study ……………………………………………………….....5 

     1.5    Scope of Study ………………………………………………………….......6 

     1.6    Significance Study…………………………………….………………….....6 

     1.7    Organization of the Study……..………………………………………….....6 

     1.8    Conclusion …….………………..……………………………. ………….....7 

2.  Literature Review………………………………………………………………...8 

     2.1  Introduction……….……. ……………………………….…………………...8                                          

     2.2  Cryptographic Algorithm Functionality ……………………………………...8 

             2.2.1  Hash Function………..…………………...………….………………...8 

             2.2.2  Algorithms used for Encryption and Decryption ………………….......9 

                       2.2.2.1  Advanced Encryption Standard (AES) ……………………...10 

                       2.2.2.2  Triple DES (TDES)…………………………………………..10 

                       2.2.2.3  Modes of Operation ……………………………………….....11 

             2.2.3  Message Authentication Codes(MACs)      …………………………..12 

                       2.2.3.1  MACs Using Block Cipher Algorithms……………………...13                                                          

                       2.2.3.2  MACs Using Hash Function………………………………....14                                                                                             

             2.2.4  Digital Signature Algorithm……………………………………….....14 

                       2.2.4.1  DSA..      …………………… ………………………………14 

                       2.2.4.2  RSA …………………………………………………………15 

                       2.2.4.3  ECDSA …..……………….....................................................15 

             2.2.5  Key Establishment Algorithms  ……………………………………...15 

              2.2.5.1  Discrete Log Key Agreement Schemes  ……………………..16 

              2.2.5.2   RSA Key Transport  ………………………………………....17                         

              2.2.5.3   Elliptic Curve Key Agreement and Key Transport  …………17 



 VI

                      2.2.5.4  Key Wrapping ………………………………………………..17 

              2.2.6   Random Number Generation  ………………………………………17 

        2.3  Cryptographic Keys and Other Keying Material  …………………………18  

              2.3.1  Classes of Keys and Protection Requirements   …………………… 18 

              2.3.2  Other Keying Material and its Protection  …………………………. 24 

        2.4   A Stream Cipher  ………………………………………………………....26 

              2.4.1   Operation of Key Stream Cipher Generator ………………………..26 

              2.4.2   Type of Stream Cipher  ……………………………………………..27 

                       2.4.2.1   Synchronous Stream Ciphers  ……………………………....28 

                       2.4.2.2   Self-synchronizing Stream Ciphers …………………………29 

                       2.4.2.3   Linear Feedback Shift Register-Based Stream cipher ………30 

                       2.4.2.4   Non-Linear Combining Functions …………………………..30 

                       2.4.2.5   Clock-Controlled Generators ………………………………..31 

                       2.4.2.6   Other Designs ……………………………………………….32  

        2.5    Conclusion ………………………………………………………………..33                       

   3.  Methodology …………………………………………………………………...34  

          

3.1 Introduction  ……………………………………………………………...34                       

3.2 Process Steps of the Study ……………………………………………….35 

3.2.1 Planning …………………………………………………………36   

3.2.2 Requirement ……………………………………………………..36  

3.2.3 Design …………………………………………………………...36  

3.2.4 Creation ………………………………………………………….39 

3.2.5 Testing …………………………………………………………...39 

3.2.5.1   Frequency test (monobit test)……………………………..40   

3.2.5.2   Serial test (two-bit test)  ………………………………….41 

3.2.5.3   Poker test …………………………………………………42 

3.2.5.4    Runs test …………………………………………………44 

3.2.5.5    Autocorrelation test ……………………………………...45                                             

        3.3  Justification of the test..…………………………………………………....47                        

        3.4  Conclusion………………………………………………………………….50 



 VII 

    4.  Result…………………………………………………………………………...51                       

4.1 Introduction ………………………………………..….…….….……….51 

4.2 The  Step Of Result …………………………...………...........................52 

4.2.1   Step1 (System Interface) …………………………………………...52  

4.2.2   Step2 (Enter Initial  Secret Key) …………………………………...53 

4.2.3   Step3 (Generator Work) ……………………………………………55 

4.2.4   Step4 (The Test Process) …………………………………………...56 

4.2.5    Step5 (Enter Plain Text)  …………………………………………..57        

4.2.6    Step6 (Encryption Process) ………………………………………..58 

4.2.7     Step7 (Decryption Process) ……………………………………….59 

         4.3  Conclusion ………………………………………………………………..60      

       5.  Future work & Conclusion………..……………………………....................61 

5.1 Introduction ………………………………………..….………………....61 

5.2 Future work ………………….…………………………………………..61 

5.3 Limitation …………………………………………………………….….62 

5.4 Time Schedule …………………………………………………………...62 

5.5   Conclusions ……………………………………………………………...63 

………………………………….……………………………………  REF     REFRENCES…………………………………………………………………….65

 

       

 

 

  

 

 

 

 

 

 

 

 

 

 



 VIII

LIST OF FIGURE 

 

1.1   The Main Component Of the Proposed ……………………………………5 

 

2.1   Triple DES …………………………………………………………………11 

 

2.2   Message Authentication Codes ……………………………………………13 

 

2.3   The Operation Of The Key Stream Generator In A5/1 …………………… 27 

2.4   Electronic Codebook (ECB) Encryption Mode ……………………………29 

2.5   Linear Feedback Shift Register …………………………………………… 30 

2.6   Sample Of a combining Function ………………………………………… .31 

2.7   RC4 Random Generator ……………………………………………………33 

3.1   Methodology’s (SDLC) Steps………………………………………………35 

3.2   The Proposed Random Key Generator …………………………………….37 

3.3   Show Frequency Test  ……………………………………………………...41 

3.4   Show The Serial Test ……………………………………………………….42 

3.5   Show The Poker Test ……………………………………………………….43 

3.6   Show The Runs Test ………………………………………………………..45 

3.7   Show The Autocorrelation Test …………………………………………….46 

4.1   System Interface ............................................................................................53 

4.2   Enter Initial  Secret Key Interface ………………………………………….54 

4.3   Generator Work Interface …………………………………………………..55 

4.4   The Test Process Interface ………………………………………………….56 

4.5   Enter Plain Text Interface …………………………………………………..57 

4.6   Encryption Process Interface ……………………………………………….58 

4.7   Decryption Process Interface ……………………………………………….59  

5.1   Research Time Schedule …………………………………………………....63  

 



 IX

LIST OF ABBREVIATIONS 

 

LFSR                         Linear Feedback Sift Register 

RSA                            Rivest, Shamir, and Adleman                                                

DES                            Data Encryption Standard                                                

HMAC                       Hash Message Authentication Code  

FIPC                           Federal Information Processing Standards 

SHA                           Secure Hash Algorithm 

AES                           Advanced Encryption Standard  

TDES                         Triple DES 

NIST                          National Institute of Standards and Technology 

MACs                        Message Authentication Codes 

CBC-MAC                Cipher Block Chaining-Message Authentication Code  

DSA                           Digital Signature Algorithms  

ECDSA                     Elliptic Curve Digital Signature Algorithm  

RNGs                        Random Number Generation  

PRNG                       Pseudorandom Random Number Generation  

XOR                         Eexclusive-Or  

SSL                           Secure Sockets Layer  

ASCII                       American Standard Code of Information Interchange  

SDLC                       System Development Life Cycle      

CTAK                       Cipher Text Auto key  

              

 

 

  

 

 

 



1 

 

 

 

 

 

CHAPTER 1 

 

 INTRODUCTION  

 

This chapter briefly explains the background of this study that mainly involves the 

cryptosystems in general and linear feedback shift register Based Stream Cipher Generator in 

specific. The majority of this chapter includes overview, problem statements, research 

questions, objectives of study, scope of study, and significance of research.  

 

1.1  Overview   

 

Cryptosystems are divided between those that are secret-key or symmetric, and those 

that are public-key or asymmetric. With the latter, the sender uses publicly known 

information to send a message to the receiver. The receiver then uses secret 

information to recover the message. In secret-key cryptography, the sender and 

receiver have previously agreed on some private information that they use for both 

encryption and decryption. This information must be kept secret from potential 

eavesdroppers. 



The contents of 

the thesis is for 
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