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W bpeden en

ABSTRAK

Revolusi ekonomi berasaskan rangkaian telah mengubahkan cara manusia menjalankan aktiviti-
aktiviti  pemiagaan Di daam hal ini, keperluan-keperluan komunikasi terkini diperlukan untuk
menjadikan pemiagaan lebih berdaya saing. Sebagal contoh, sesetengah staf kini mungkin
bekerja di daam bangunan yang berlainan atau malahan negeri yang berlainan dengan pengurus
mereka. Jadi satu jaringan meliputi kawasan luas diperlukan bagi memudahkan kedua-dua pihak
pengurus dan staf-staf tersebut untuk berkomunikas walaupun pada jarak yang berjauhan.
Contoh seterusnya, menjalankan kerjasama atau perkongsian pintar di antara syarikat-syarikat
adalah merupakan satu strategi perniagaan yang sangat penting, terutamanya dalam menghadapi
tekanan saingan pemiagaan. Oleh yang demikian, satu rangkaian komunikas yang selamat
diperlukan bagi menghubungkan syarikat-syarikat yang terlibat di dalam proses kerjasama atau
perkongsian pintar pemiagaan itu. Salah satu penyelesai untuk Rangkaian Kawasan Luas (WAN)
yang digunakan bagi memenuhi keperluan-keperluan komunikasi yang kompleks tertera di atas,
dikendi sebagai Virtual Private Network (VPN). VPN addah satu teknologi terkini yang
menggunakan Internet sebagai tulang belakang rangkaian yang utama.

Secara amnya, VPN telah dikatakan lebih fleksibel, efektif, dan efisien dalam menjanakan
pemiagaan berbanding dengan teknologi-teknologi WAN yang lain. Terdapat dua fungsi utama
yang membuatkan VPN menjadi salah satu penyelesai alternatif WAN pada masa kini:
Penekanan privacy di dalam melakukan pertukaran data yang sensitif melalui cara yang lebih
murah berbanding dengan penyelesai-penyelesai WAN tradisional, dan juga perlindungan
keselamatan yang sangat baik terhadap aset-aset maklumat yang dihantar melalui infrastruktur

Internet.

Adalah menjadi satu kebaikan untuk memahami teknologi VPN secara terperinci sebelum ianya
digunakan. Di dalam projek ini, terdapat kajian mengenai VPN dari segi latarbelakang
pembangunan, konfiguras, jenisjenis aplikasi, ciri-cini penyelesai  (keselamatan), kerangka
rekabentuk, kebaikan dan keburukan jika dibandingkan dengan teknologi-teknologi saingan,
Quality of Service (QoS) dan Service Level of Agreements (SLAs), 10-langkah berguna untuk
membina infrastruktur VPN, dan penggunaan VPN di dunia nyata. Diharapkan, laporan projek
11 dapat menjadi sebagai satu rujukan atau petunjuk yang berguna terutamanya kepada mereka
yang berminat di dalam merekabentuk, membangun, dan mengimplementasikan teknologi VPN.



Pada kenyataannya, VPN adadah merupakan satu teknologi baru dan boleh diperkemaskan lagi.
Terdapat beberapa kelemahan di dalam senibinanya dan ciri-ciri penyelesainya, di mana ianya
perlu dikembangkan lagi. Projek ini memfokuskan teknologi VPN berbanding dengan teknologi-

teknologi saingannnya di dalam menyediakan penyelesaian terbaik di dalam rangkaian Fnterprise
sesebuah organisasi.
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ABSTRACT

The revolution of the networked-centric economy has transformed the way of people carrying out
business activities. In this case, the business needs new kind of communication requirements in
order to be more competitive. For instance, some corporate staffs are no longer work in the same
building or even in the same country with their managers. Therefore a wide area link is needed to
communicate with these staffs working in the remote branches or in the fields. Another example,
aliances and partnerships among enterprises have become as crucia strategies that need to be
regulated by many industries to cater the pressures from business competitors. Therefore, a
secure communication solution is needed to link al the joined enterprises. One of the latest
emerged Wide Area Network (WAN) solutions used to fulfill al the complex communication
requirements is known as Virtual Private Network (VPN), which use the Internet as the main

backbone.

In genera, VPN has been claimed to be more flexible, effective and efficient compared to other
WAN technologies. Two essentia functions that make VPN as one of the best alternative WAN
solutions currently: Privacy for interchange of sensitive data in a cheaper way compared to
traditiona WAN solutions, and Remarkable security protection of information assets transmitted

over the Internet infrastructure.

It is good to understand the VPN technology in details before starting to implement it. In this
thesis, there will be a study on VPN in terms of its progression backgrounds? configurations,
application types, solution (security) features, design framework, pros and cons with respect to
other competitor technologies, Quality of Service (QoS) and Service Level Agreements (SLAs),
useful lo-point plan infrastructure building, real world implementation. Hopefully this thesis can
be as a useful reference or guidance for those who are really interested in designing, developing,

and implementing the VPN technology.

In redity. VPN is an immature and upgradable technology. There are certain loopholes in its
architectures and solution features that can be enhanced. This project will focus on VPN’s
technology compared to other WAN solutions in providing the best solution for the

organization’s enterprise network.
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CHAPTER 1

Introduction
1.1 Today's Corporate Requirements for High-Performance and Secure
Wide Area Network (WAN) Solutions

The emergence of digital communication systems particularly computer networks has
changed significantly the way people practice businesses during this information age.
Formerly, computer networks were considered merely a convenient method of sharing
resources or sending simple messages {38]. Today, computer networks have become a
key component of a corporation’s strategic assets, and a driving force in transformation
of Information Technology (IT) from a back-office tool to a marketplace weapon, where
there should be a continuous evaluation of information network’s ability to fully support

corporate goals and missions [38].

Two important things have to be emphasized simultaneously by businesses in evaluating
information network’s ability. Firstly, the network should have the capability to support
a broader variety of communications among a wider range of sites. This is due to current
employees extensive demand to access the resources of their corporate intranets as they
take to the road, telecommute, or dial in from customer sites. Furthermore, business
partners, outside consultants and vendors sometimes are required to join together in the
extranets to share or exchange business information so that a joint project can

successfully be done for long-term strategic benefits [40].

Secondly, the infrastructure of the networks should be designed, built and managed at a
low cost. In this case, the characteristics demanded by current business environment in
the development of “virtual offices” and “virtual project teams” are more typically found
in public, rather than private data networks [38]. Thus, it is no doubt to say that the
exponential growth of the Internet and the emergence of Web-based intranets have
encouraged corporations to evaluate the low cost, ubiquitous and highly scalable Internet
as a potential replacement for private networks as the primary medium for corporate data

communications [38].
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