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ABSTRACT

Perkembangan Internet yang pesat terutamanya dalam aplikasi web pada tahun 1989,
telah mendorong kepada penggunaan rangkalan secara berleluasa. Organisasi tidak
mengira kerajaan atau swasta bergantung kepada rangkaian dalam menguruskan
perniagaan harian. Ancaman komputer seperti virus, worms dan serangan seperti DDOS,
penggodam, berkembang selari dengan perkembangan rangkaian. Banyak organisasi
yang menghadapt masalah rangkaian sama ada rangkaian dalaman ataupun rangkaian
luaran. Pemasangan peralatan rangkaian untuk melindungi rangkaian dari serangan
adalah tidak memadai sekiranya organisasi tidak dapat mencari punca utama masalah
keselamatan pada rangkaian. Ini boleh dilakukan dengan melaksanakan audit
keselamatan rangkaian. la adalah satu cara terbaik untuk memahami kedudukan semasa
sesebuah organisasi dan masalah yang dihadapi berkaitan dengan rangkaian. Untuk
melaksanakan audit ini bergantung kepada organisasi itu sendiri sama ada untuk
menggunakan rangka kerja audit sedia ada atau mereka bentuk rangka kerja audit sendiri

mengikut keperluan organisasi.

ABSTRACT

The tremendous growth of the Internet, and particularly the World Wide Web (The
Web) on 1989, has led to mass usage of networking. Organization regardless of
government or private sector depends on their network to run the business. Computer
threats such as virus, worms and attack like DDOS, hackers emerge align with the
improvement of network. Many organization face problems on their network regardless
of Local or Wide area network. Deployment of security equipments to protect the
network is useless if the organization cannot track the root of the security problems. This
can actually be done by conducting a network security audit. It is the best way to
understand the organization security stand and the problem involve with the network. It
depends on the organization weather to use the framework design by other researcher or
customize their own framework in order to conduct network security audit in the

organization.
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1.0 INTRODUCTION

Sccuring a system always means considering vulnerabilitics, threats, countermeasurcs
and acccptable risk. If the system is connccted to the network, it automatically becomes
vulnerable to threat. Simply shutting down a system when attack occurs, particularly in

the casc of network, is not a practical approach.

Computcrs arc portable devices that connect from network to network. Most computer
uscrs usually use at Icast two or more networks to aceess data services on a consistent
basis [Michacl, 2005]. Organization must dcal with the threats by tighten the sccurity
aspect of the system as well as the nctwork. There are three concurrent trends that are
placing nctwork sccurity as an increasingly strategic imperative for organization. They
arc:

1. Enterprisc nctworks arc becoming morce open.
1. Sccurity threats arc advancing in specd, sophistication, and potency, and

. The penalties for inadequate network protection arc rising.

The scope of, and urgency for, sccurity management is on the incrcase. It 1s important to
know where is our organization currently stands on sccurity practice because it can be
our first step in proactive sccurity management, and the best way to identified it is by
conducting a full sccurity audit. A sccurity audit is the best and systematic way of
testing for vulnerabilitics or weaknessces in the [T system, policics and procedures in the
organization. When completed, an audit will provide a comprchensive picture of the

organization sccurity status and stands.

Most common audit failurc points arc not grounded in poor technology. Most fatlure. in
fact, can be attributed to poor compliance with practice and procedures. The purpose of
this project is to conduct a network sccurity audit in the Ministry of Domestic Trade and
Consumer Affairs (MDTCA). The aim is to identify how well the network sccurity in
the organization and to point out the problem that might Iead to the poor network

scecurity.
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