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Abstract

Routing is the process of forwarding data across an inter-network from a designated
source to a final destination. Along the way from source to destination, at least one
intermediate node is considered. Due to the major role that routing protocols play in
computer network infrastructures, special cares have been given to routing protocols
with built-in security constraints. In this thesis, we evaluate the impact of MDS5
Authentication on routing traffic for the case of EIGRP, RIPv2 and OSPF routing
protocols in case of secured and non-secured routing traffic. A network model of four
Cisco routers has been employed and a traffic generation and analysis tools have been
developed and used to generate traffic data and measure delay time, jitter and overhead.
The results show that the average delay time and jitter in the secured MD5 case can
become significantly larger when compared to the unsecured case even in steady state
conditions. Also, the EIGRP protocol shows the minimum overhead even when the

system is extremely overloaded.
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Chapter 1

Introduction

1.1 Overview

The past few years have witnessed an ever-growing reliance on computer networks
for business transactions where routing plays an extensive role in these network
communications. Routing is then an essential part in keeping networking
infrastructures running. It is the method by which a router decides where to send a
datagram. Routers are devices that direct traffic between hosts by collecting
information about all the paths between a source and a destination. Based on this
information, a router builds a routing table. A router may be able to send the
datagram directly to the destination, if it is on one of the networks that are directly
connected to the router. However, the interesting case is when the destination is not
reachable directly. In this case, the router attempts to send the datagram to another
router which is nearer to the destination. Thus, the goal of a routing protocol is to

supply the information needed to do routing. [1], [3].

As our economy and massive infrastructure increasingly rely on the Internet, such
routing protocols become of critical importance. Routing protocols, however, are
difficult to efficiently secure; since an attacker attempt to inject forged routing
messages into the system or may modify legitimate routing messages sent by other
sources. Routing protocols are, thus, subject to threats and attacks that can harm
individual users or the network operations as a whole. For instance, an attacker
may attack messages that carry control information in a routing protocol to break a
routers' neighboring relationship. This type of attack can impact the network
routing behavior in the affected routers and likely the surrounding neighborhood as
well. An attacker may also attack messages that carry data information in order to
break a database exchange between two routers or to affect the database
maintenance functionality where the information in the database must be authentic
and authorized. Attackers can also send forged protocol packets to a router with the
intent of changing or corrupting the contents of its routing table or other databases,

which in turn could degrade the functionality of the router. [2], [4], [5].
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