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ABSTRACT

A network tracking tool, is a programme that helps a network
administrator to keep track of moves, additions, and changes (known
as MACs) to the hardware infrastructure of a network. Some network
tracking tools keep track of cabling MACs only. It has become
necessary to enhance the current tracking for eliminating spoofing for
local area network. However, this study has come up with appropriate
tracking for eliminating spoofing by using Java language for
developing networking tracking. Others can keep track of all the
devices connected to the network, and provide visual diagrams of the
network configuration showing all the configurations, the network has
had since it was first put into use. This study used MYSQL and
JCreator for developing the tracking tools for spoofing over local area
network. Furthermore, the proposed system has been tested by using

use case test for the system pages.
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CHAPTER ONE

INTRODUCTION

This chapter briefly elaborates the main idea of this work, providing answers to
the question as to why the study was conducted and what is the main element
involved in the study. The first sub-topic describes the overall idea in this study as
well as the scenario and motivation that led to the implementation of the whole
project. This is followed by the problem statement, objectives of the study,
significance of the study and scope of the study. The last sub-topic elaborates the

way this project is organised.

1. Introduction

According to Sanjay G. (2006), spoofing means the computer on a network
pretends to have identity of another computer, usually one with special access
privileges, so as to obtain access to the other computers on the network.
Furthermore the spoofing computer often does not have access to user-level
commands; so attempts to use automation-level services, such as email or
message handlers, are employed. Automation services designed for network
interoperability are especially vulnerable, especially those adhering to open
standards. The networks are computer networks, both public and private, that are
used every day to conduct transactions and communications among businesses,

government agencies and individuals. The main types of spoofing are:

(a) IP Spoofing: this type allows the user to send packets with spoofed IP
addresses to machines to fool the machine into processing the packets, that is

generated by the trackers (Sanjay G., 2006). In other words, in IP spoofing, an
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