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ABSTRACT

The current IP-network management systems normally utilize the centralized (client—'
server) architecture. Researchers have stated that, those systems may cause serious
efficiency defects, when the complexity and size of the network increases. Automated
network monitoring systems have some limitation. They are known of making a huge
overload on the network bandwidth due to their unnecessary message transaction
between the server and the monitored hosts. Moreover, the lack of getting appropriate
information that describes the malfunction makes it hard for the administrational team to
identify the source of reported error. An innovative distributed intelligent agent based
fault detection system that operates on Windows platform was presented, to capture
abnormal and faulty behaviors on both application and system levels. The design process
of the intelligent agent utilized the ability of reactive operating and independent decision
taking. The system has a web based graphical user interface to facilitate the accessibility
to such vital information. Several evaluation scenarios were conducted to evaluate the

trustworthiness and performance criterion of the proposed system.
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CHAPTER ONE

INTRODUCTION

The development and growth of computer networks concepts and technology have paved
the way for developing new applications in this field of study. Considering the high
demand of business organizations for improvements in network management, the wave of
development was directed towards creating more advanced network management systems
this is to simplify and speed up administrational responsibilities as well as observing
network hosts in a real-time basis in order to protect the network from faults. Generally,
network management system can handle problems concerning network configuration,
tune reliability and efficiency issues, even more increase security standards (Cisco
Systems, 2004). In other words, network management system is concerned with
monitoring, analyzing and controlling a network, serving the purpose of smoother

operation.

Network monitoring is the portion of network management, which is concerned with
detecting symptoms of failure and analyzing the status and behavior of the managed
network devices. It is getting vital for computer networks to perform in the best manner
(Boutaba and Xiao, 2002). A typical network management system consists of two parts

as shown in Figurel.1.
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