VISUAL CRYPTOGRAPHY FOR E-VOTING
BY USING FINGERPRINT TECHNIQUE

HADI RATHAM GHAYAB

UNIVERSITI UTARA MALAYSIA
September 2010



VISUAL CRYPTOGRAPHY FOR E-VOTING
BY USING FINGERPRINT TECHNIQUE

A project submitted to Dean of Postgraduate Studies and Research
In partial fulfillment of the requirements for the degree
Master of Sciences of (Information Technology)
University Utara Malaysia

By
HADI RATHAM GHAYAB

Copyright © Hadi R., April 2010.All Rights Reserved



KOLEJ SASTERA DAN SAINS
(College of Arts and Sciences)
Universiti Utara Malaysia

PERAKUAN KERJA KERTAS PROJEK
(Certificate of Project Paper)

Saya, yang bertandatangan, memperakukan bahawa
(I, the undersigned, certifies that)

HADI RATHAM GHAYAB
(802823)

calon untuk Jjazah
(candidate for the degree of) MSc. {Information Technology)

telah mengemukakan kertas projek yang bertajuk
(has presented his/her project of the following title)

VISUAL CRYPTOGRAPHY FOR E-VOTING
BY USING FINGERPRINT TECHNIQUE

seperti yang tercatat di muka surat tajuk dan kulit kertas projek
(as it appears on the title page and front cover of project)

bahawa kertas projek tersebut boleh diterima dari segi bentuk serta kandungan
dan meliputi bidang ilmu dengan memuaskan.
(that this project is in acceptable form and content, and that a satisfactory
knowledge of the field is covered by the project).

Nama Penyelia
(Name of Supervisor) : ASSOC. PROF. HATIM MOHAMAD TAHIR

Tandatangan — /J
(Signature) ‘@ (Date) : [ lo, 23) N

Nama Penilai
(Name of Evaluator)

: MR. ALI YUSNY DAUD

Tandatangan

(Signature) Tarikh (Date) : ™ / 1o / 2010




PERMISSION TO USE

In presenting this project in partial fulfillment of the requirements for a
postgraduate degree from the University Utara Malaysia, 1 agree that the
University Library may make it freely available for inspection. I further agree
that permission for copying of this thesis in any manner, in whole or in part, for
scholarly purposes may be granted by my supervisor, in his absence, by the dean
of the Faculty of Information Technology. It is understood that any copying or
publication or use of this project or parts thereof for financial gain should not be
allowed without my written permission. It is also understood that due
recognition shall be given to me and to University Utafa Malaysia for any

scholarly use which may be made of any material from my project.

Requests for permission to copy or to make use of materials in this

project, in whole or in part should be addressed to:

Dean of Research & Postgraduate Studies
College of Arts & Sciences
Universiti Utara Malaysia

06010 UUM Sintok
Kedah Darul Aman

Malaysia



ABSTRACT

Democracy and elections have more than 2,500 years of tradition.
Technology has always influenced the form of elections and the
complexity of ways. Performing a good security analysis in the design of
the system is a necessary step in order to ensure a reasonable level of
protection. In this paper, we decided to use the fingerprint on the
electronic voting system to increase the speed and accuracy in the
proceedings of the electoral process, with the construction of a high-
protection system based on fingerprint voters to give most reliable

results, and tries to automation of the electoral system in Iraq, and gains

the advantage of an e-voting system.
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1.1

CHAPTER ONE
INTRODUCTION

INTRODUCTION

E-voting (electronic voting) is a relatively new concept, based on your
application, which aims to reduce errors and increase the comfort and
integrity of the electoral process. The use of electronic voting systems led to
a split, as some countries use these systems, and others do not (Abu, Knight,
& Refai (2010)).

E-voting is an election method in which the votes are cast or collected by
electronic means. The computer system in which the main component is a
software component that displays the electronic voting procedure, called the
electronic voting system. Direct recording electronic machine is a special
case of this system, because it implements all phases of the voting process,

from registration and ballot counting ( Ondrisek 2009).

E-voting also increasingly gains interest in e-democracy and e-government
movements. Not only the security and availability of electronic voting
systems are of paramount importance, and scalability is of great interest.
Especially the fact that in political elections the system has to scale nation-

wide, thus having several millions of users (Rossler, Leitold, & Posch

2005).
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