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ABSTRACT

Mobile technology had been accepted to be a vital and important and advancing application to
be made use of in facilitating our way of doing business, because of its mobility nature. This
research focus on securing mobile computing devices using layered security approach in order
to safeguard wireless network against any possible threat from unauthorized users from
coming into the network. Five layered security levels was discussed in the literature review as

an effective means of securing any wireless network from cyber terrorists attacks.

The main objective of this research is to deploy Authentication and Access
Control security measures under the Network layer security approach, which
happens to be one of the steps involved in securing mobile computing devices
using layered security approach. The methodology for the research was adopted
from SDLC which include Planning, Analysis, Design, Implementation and

Evaluation.

Consequently, the findings of the research was hoped to motivate and encourage
organizations to incorporate and deploy layered security approach in improving
and enhancing their network security against any possible attacks from external

mobile users.
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CHAPTER ONE
BACKGROUND OF THE STUDY

1 Introduction

Today wireless networks have gained increasing popularity, providing users with both
mobility and flexibility in accessing information. However, existing trends have shown that
wireless LAN networks have been exposed to security vulnerabilities, such as risk, threats and

attacks (Baghaei, & Hunt, 2004).

To mitigate these risks, agencies need to adopt security measures and practices
that help bring their risks to a manageable level (Karygiannis & Owens, 2002).
There is a need for a well secured wireless network system, despite its numerous
advantages such as strong return on investment, lower installation cost, higher
availability and mobile connectivity. The risks to users of wireless mobile
computing technology have increased exponentially as the service has become
more popular. There were relatively few dangers when wireless technology was
first introduced. Crackers had not yet had time to latch on to the new technology

and wireless was not commonly found in the working place.

Karygiannis & Owens, (2002) founded that there are various numbers of security
risks associated with wireless technology. At corporate level, it is the
responsibility of the IT department to keep up to date with the types of threats
including appropriate counter measures to deploy. Security threats are growing

in the wireless area. Crackers have learned that there is much vulnerability in the

1
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