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ABSTRACT

The growing numbers of Internet threats increasingly inspire the need of
applying a defence in depth concepts to protect worldwide computer systems from
being intruded for grabbing information. Crucially, the defence in depth includes
multiple pieces of software and hardware working together to provide the desired
protection. Purposefully, one component of this approach is names as Network
Intrusion Detection System (NIDS) and its affiliation tool of the Snort IDS.
However, to ensure that such an implementation is taking the row into reliable
succession, the systems have to be examined to provide the decision makers with
assurance about the way of reducing risks. Therefore, the criteria in achieving an
effective NIDS, this system should not degrade overall network performance.
Fruitfully, some experiments are designed and implemented using the simulation
test-bed methodology with the interference of the Snort which measured by end-
to-end delay-time. Introducing this software through the engine is going to be
highlighted and discussed as a method of Intrusion Detection Systems testing
performance at a basic level in order to ensure unaffected network traffic.
Moreover, this will play a role to provide some information as if the IDS is

efficiently capable to detect intrusions while maintaining network performance.
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Chapter 5: Conclusions

traffic containing known attacks and malicious traffic, which is quite difficult to
obtain and verify prior to use.

This study allowed Snort to use the basic logging system to track the alerts and
detection reports. Such logs are quite difficult to read carefully and analyze and can
be time consuming. Snort provides several more user friendly options for logging of
the engine alerts. However, when using these advanced options, how will they affect
the processing performance as well as the detection abilities of the Snort system?

These are some topics to be considered in future research projects. Each
provides specific questions that could be answered following a similar methodology

used for this study.
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