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Abstract

Network intruders usually use a series of hosts (stepping stones) to conceal
the tracks of their intrusion in the network. This type of intrusion can be detected
through an approach called Stepping Stone Detection (SSD). In the past years, SSD
was confined to the detection of only this type of intrusion. In this dissertation, we
consider the use of SSD concepts in the field of backdoor attack detection. The
application of SSD in this field results in many advantages. First, the use of SSD
makes the backdoor attack detection and the scan process time faster. Second, this
technique detects all types of backdoor attack, both known and unknown, even if the
backdoor attack is encrypted. Third, this technique reduces the large storage
resources used by traditional antivirus tools in detecting backdoor attacks. This study
contributes to the field by extending the application of SSD-based techniques, which
are usually used in SSD-based environments only, into backdoor attack detection
environments. Through an experiment, the accuracy of SSD-based backdoor attack

detection is shown as very high.
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

Network applications are an important part of our daily lives. We cannot
dispense with the use of these networks. At the same time, security attacks have been
dramatically increasing. Security attacks come from users who do not have
authorization to access the network and use the software. Most of the time, an
unauthorized access is run by using a special malicious software called “malware.”

In the last ten years, malware attacks have become a common crime story
online. Nowadays, well-known threats, including viruses, worms, trojans, backdoors,
exploits, password stealers, and spyware, have reached millions, and among these
threats, the backdoor attack has a high rate of intrusion across global networks
around the world (Microsoft, 2012).

The backdoor attack is a hidden technique used to gain remote access to a
machine or another system without authentication. It was a major threat in recent
years and is one of the threats that cause serious concerns because the outbound it
generates consists of several types of packages and exerts dangerous control over a
range of hosts (B. Choi & Cho, 2012). As such, detecting backdoors has become an

urgent demand today.



1.2 Research Background

Several techniques are used to detect backdoor attacks. All these techniques
can be classified into two types, namely, signature-based and behavior-based
techniques (Sonawane, Prasad, & Pardeshi, 2012). In signature-based detectors, a
sequence of features unique to the backdoor attack is used to detect the backdoor
attack. Most intrusion detection systems (IDS) are signature-based (Kang, Kim, Kim,
Kwon, & Im, 2011). Behavior-based methods focus on analyzing malicious
behavior. Such behavior includes addresses of the backdoor destination and source,
the types of attachment in which they are embedded, and the statistical anomalies in

backdoor-infected systems (Modi et al., 2012).

Signature-based techniques have less scanning time and few false positives.
However, unknown backdoors can easily evade detection. In addition, signature-
based techniques do not have the ability to deal with obfuscation. In the same way,
behavior-based techniques cannot detect a lot of polymorphic backdoors in the
present environment (Maarof & Osman, 2012). Moreover, behavior-based
techniques suffer from two limitations, namely, the high false alarm rate and the
complexity involved in determining which features should be learned in the training
phase (Idika & Mathur, 2007).

Given these limitations, several researchers began looking for a new
technique that can detect backdoor attacks. One of the successful techniques
discovered in recent years and has yielded great outcomes in the field of security is

the stepping stone detection (SSD).



In the past years, SSD was confined only in the detection of intrusions run by
intruders through a chain of hosts in the network (stepping stone chain intrusion), as
shown in Figure 1.1. This method is usually used by intruders to conceal their

intrusion track in the network.

Stepping Stone

Figure 1.1: Stepping Stones Chain Intrusion

In fact, the SSD approach is quite flexible and dependable in detecting
interactive connections (Ping, Wanlei, & Yini, 2010). Thus, given that the
connections of backdoor attacks consist of interactive connections, the SSD theory
can be extended to the detection of backdoor attacks by using concepts taken from

SSD based-research (Omar, Amphawan, & Din, 2012).



1.3 Problem Statement

In the last decade, backdoor attacks have emerged as one of the most serious
threats and major intrusion into global networks around the world (Microsoft, 2012).
Undoubtedly, all computer viruses are undesirable, but backdoor viruses are
especially dangerous because they can bypass normal authentication systems and use
a hidden technique that allows a remote attacker to access and forward a user’s
personal information (B. Choi & Cho, 2012).

Antivirus utilities have an important function in overcoming backdoor
problems. However, pattern-based signatures are the most common technique
employed for backdoor detection. This technique requires the right signature to be
embedded into the antivirus and detection (Prasad, Babu, & Rao, 2013). Moreover,
to address a novel attack intrusion or an encrypted attack intrusion, antivirus tools
apply more complex techniques that exhaust the resources of the system. In addition,
daily zero-attacks and false positives have become the most challenging problems in
the backdoor detection field (Maarof & Osman, 2012). While, the advantage of any
detector lies in their simplicity, speed and accuracy (Sathyanarayan, Kohli, &
Bruhadeshwar, 2008). For all above, the present study proposes the detection of
backdoor attacks through the use of the simple concepts of SSD-based research to
enhance the speed and accuracy and reduce the storage resources used by traditional

antivirus tools.



1.4 Research Question

This research intends to solve detecting backdoor attack by using the SSD
approach. The main question is “How the backdoor problem can be detected by
using the SSD approach?”. Subsequent questions of the main research question are

as follows:

1)  Which SDD technique is the suitable solution to solve detecting the backdoor
attack problem?

i1) How SSD approach can be developed to overcome the backdoor attack
problem?

iil) How the proposed SSD approach will be evaluated?

1.5 Research Objectives

The objectives of this research are:

1) To identify the requirements of the suitable SSD-based technique.

i1) To develop approach that can detect the backdoor attack problem by using
SSD-based approach.

ii1) To evaluate the capability of the proposed approach by conducting a well-

planned experiment.



1.6  Scope

The scope of this research is as follows:

1- To detect the backdoor attack problem in host-based environment.

2- To use a technique that based on SSD techniques.

Due to the fact, the Local Area Network (LAN) architecture easy to control (Omar,
2011), LAN i1s chosen as suitable network architecture to run the experiment of this

research.

1.7 Significance of the Research
Many advantages can be gained from the application of the SSD approach in
the detection of backdoor attacks. The significance of this research consists of the
following:
1- Reduction of the scanning process time: The SSD approach increases the
speed of the detection of backdoor attacks. Therefore, it also reduces the

time gap between detection and response (Omar, 2005).

2- Enhancement of the accuracy of backdoor attack detection: The SSD-based
technique employed in this study is based on the use of interactive
connections. As such, it can detect all backdoor types that cannot be detected
by traditional antivirus tools, including known and unknown types, even if

the backdoor is encrypted.



3- Reduction of the storage space occupied: This technique can reduce the large

storage space used by traditional antivirus tools.

4- This research study contributes to the body of knowledge in the domain of
research. It is done by extending the application of SSD-based techniques,

which are usually used only in SSD-based environments.

1.8 Summary

This chapter described the background of the research. It outlines the
problem, questions, and objectives of the research and also points out its scope and
significance. The chapter states the problems related to backdoor attack detection
that have prompted researchers to look for a new approach to enhance the accuracy
and speed of the detection and reduce the large storage resources used by traditional
antivirus tools. This study intends to solve these problems by using concepts related
to SSD, one of the most successful techniques developed in recent years, which has
yielded great outcomes in the field of security. Many advantages can be gained from
the application of SSD concepts in the detection of backdoor attacks, such as the
enhancement of the accuracy and speed of the detection and the reduction in the

storage space used for backdoor attack detection.



CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction
This chapter aims to provide background information required in
understanding the subsequent chapters. It provides a review of the existing literatures
on the SSD approach and backdoor attacks. Furthermore, it also discusses works

related to such issues.
Section 2.1 lists the basic terminology related to backdoor attacks and the
SSD approach. Section 2.2 outlines the basic characteristics, typology, history, and
new developments of backdoor attacks. It ends with an overview and discussion of
the techniques and methods used in detecting backdoor attacks, with a special focus
on the current and future developments of these techniques. Section 2.3 introduces
the main concepts, evolution, and related works of the SSD approach and discusses
the SSD techniques that have been used. Section 2.4 concentrates on the techniques
that can be used by the SSD approach to detect backdoor attacks. Section 2.5
illustrates the relationship between backdoor attacks and the SSD approach and
justifies the application of SSD in detecting backdoor attacks. Finally, Section 2.6

summarizes the entire chapter.



2.2 Terminology
Firstly, we have to present some definitions that will be used in this research.

In this section, there are two parts, the backdoor terms and SSD terms.

2.2.1 Network Security Terminology

In order to understand the literature review on detection of the backdoor
attack it is necessary to understand the general network security concepts with a
focus on the Transmissions Control Protocol/Internet Protocol (TCP/IP) that is used

by most of networks.

Malware: Malware word comes from two words, malicious and software. It is a
program that is designed to be harmful.

Backdoor: A hidden technique is used for getting remote access to a machine or
other system that without authentication.

Intrusion: An illegal act of entering to a computer, network or any system.

TCP/ IP packet: A simple unit of the network transmission over TCP/ IP protocol,
these packets fit into the network layer of TCP/ IP model at the source. The TCP/IP
model was created after the Open System Interconnection OSI, model which defines
a networking framework to implement protocols in seven layers.

Figure 2.1 illustrates the layer in the TCP/IP model and OSI models. After being
modeled at the network layer, packets are encoded into bits, and then pass to the data
link layer. From the data link layer, the packets are inserted into frames, and then
passed to the physical layer. At the destination, the process is reversed respectively.
All the TCP/ 1P packets are included two major pieces to transfer over the Internet

switching: the packet header and the data.



251 Model TCPAP Moded
T Application
L& Frasantation 5 Application
5 Seassion
4 Transpont 1 R R
3 Metwork 3 Internet Protocol (IF)
2 Data Link 2 Data Link
1 Physical 1 Physical

Figure 2.1: The Layer in the TCP/IP model and OSI model

The TCP/ IP packet header includes several pieces of information about the packet
itself. For example, the IP addresses for both sender and destination are included in

each packet to determine the packet path (Kurose & Ross, 2012). Figure 2.2 shows

TCP packet structure

Field

Explanation

Source port

TCP por of sending host

Destination port

TCP port of destination host

Sequence number

Ensures all bytes have been
received

Ack number

The sequence number of the next
byte

Data length

Length of the TCF segment

Reserved

Reserved

Flags “What content is in the segment

W ind oo Howe rmiuch space is in the TCP
wi 11 0] O s

Checksum Ensures validity of the header

Lrgent Pointer

If urgent data is being sent, this
specifies the end of that data in the
sedment

Figure 2.2 : TCP packet structure
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Source Port (16) Destination Port (16)

Sequence Number (32)

Acknowledgement Number (32)

Data Feserved | Flags (6) Window (16}
offset (6)
Checksum (16) Urgent (16}

Options and Padding

Data (Varies)

Figure 2.3: IP header structure

The packet header of IPv4 as shown in Figure 2.3 consists of 14 fields.
However, the 14th is optional. The most significant bits are considered to come first.
For example, the version field in IP address header is actually found in the four most
significant bits of the first byte because it’s length only 4 bits. The following
information is available for IPv4 packet header.

Source IP address: It specifies; the sender of the packet.

Destination IP address: It indicates the receiver of the packet.

Total length (16-31 bits): This 16-bit field defines the entire datagram size,
including header and data, in bytes.

Flags: it is used to control or identify fragments.

Versions (0-3 bits): the four-bit version in IP header.

IHL (4-7 bits): it is use to determine the header length.

11



Type of service (TOS) 8-13 bits: The original definition of the TOS was for a
sending host to specify the datagram preference as it made way through an Internet.
For instance, one host could set TOS to prefer low delay and high reliable in high
throughput. It is not used widely in practice implementation.

Identification: it is used for uniquely identifying fragments of an original IP
datagram.

Fragment offset: it specifies the offset of a particular fragment relative to the
beginning of the original un-fragmented IP datagram.

Time to live (TTL): it helps to prevent datagram from persistent or going in circling
on the Internet.

Protocol: this field is used to define the protocol in datagram.

Header Checksum: this field is used for error-checking of the header. It is used to
re-check the transferred bits that reach to destination in a correct sending order. .
Options: an optional field that may be not used within the packet life cycle in the

Internet.
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2.2.2 SSD Terminology

Also, we have to present definitions which are related to SSD approach.

Assume attacker logs in from host 1 and ultimately connects to host n, which is the

goal host to the attacker, through host 2 until host n-1, as illustrated in Figure 2.4.

Hosti-1 Host i Hosti+1

mcnmmg uutgmng

Host 1 Hostn

Figure 2.4: Stepping Stone Connection Chain

Connection: The connection of user logging from host to next host is called

connection session between the two hosts.

Chain: Given n hosts Hi to Hn, a series (chain) of connections is defined as a chain C

= <Cl1, C2, to, Cn-1> where Ci is a chain of connection between host Hi and host

Hi+1 fora series 7 = 7 to n-7-
13



Stepping-Stone: The intermediary host of a connection chain which is invaded by
the attacker.

Downstream and upstream: If a direction is along a user’s login direction from
attacker to victim as shown in the arrows in Figure 2.3, it is called downstream.

Otherwise, it is called upstream.

False positive: False positive means when the detector detects a backdoor in a file

does not have backdoor.

False negative: False negative means when the detector does not detect the backdoor

in a file has infected by backdoor.
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2.3 Backdoor Attack

Sub7 is the first backdoor code was created in 1990 which enabled any user
backdoor (hacker) to get access to a victim’s computer (Decloedt & Van Heerden,
2010). According to the mentioned study above, the backdoors have been used as
tools by programmers for many years to check and debug applications, this is
generally preferred when a programmer (developer) is programming or improving a
software application that needs using authentication in order to test and run the
application. This software (backdoor) becomes a big threat once dishonest software
discovers and using them to gain illegal access to the victim’s applications.

Backdoor's intrusion could be via instillation code (software), such as ‘Back
Orifice’ or through related backdoors that were done and left by the program’s
developers. Popular backdoor programs from the 90°s that used for mischief were
Netbus Back, Orifice and Sub7. Examples to the latest popular backdoors are:
Aimot, DsBot, Egg Drop, Hupigon, VanBot and Mo Sucker (Decloedt & Van

Heerden, 2010).

2.3.1 Types of Backdoors

According to the study (Idika & Mathur, 2007), there are two types of
backdoor attacks. The first type of backdoor in an Operating System (OS) or a
complicated application is a technique to pass normal authentication and get access.
Over the development period of application or the OS, the hackers add back doors
for various purposes. The second type of backdoor can be installed program or could

be updating (insert code) to existing software. The setup code in the victim's

15



computer may allow a hacker log on to the computer without authentication. A
backdoor’s task usually begins by facilitating the operation of illegal access and
using a password and software application or any action to illegal users.

According to (Decloedt & Van Heerden, 2010), there are many techniques
are used by the backdoor to hunt his victim. The first, by combining the backdoor’s
code with legal software such as combine the backdoor with Microsoft word
application or any operating system. The second method is, when the backdoor uses
the harmful software such as worms, viruses or any malware in order to reach his
victim. The third method, by exploiting security holes in computer application or OS
such as XP operating system holes. The fourth method, by change the compiler’s
code so as to insert backdoor code inside the compiler’s segment code. The last
method, when the hacker tricks the user in order to setup the backdoor. However,
usually the attackers setup the backdoor by using an automated method.

According to the study (Dittmann, Karpuschewski, Fruth, Petzel, & Munder,
2010), there are two types of communication are used by the backdoor in order to
connect with his attacker. First type is direct connection or client server connection,
the attacker in this situation is the client, and the victim host is the server. Usually,
the client’s software has a graphic user interface (GUI) that makes the attacker
remotely control the victim. Second type is indirect connection, this type is very
similar to the direct connection, but the client generates the backdoor in the

intermediate hosts. The data exchange is same as in the direct communication.
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2.3.2 Authors and Users of Backdoors

Different names are used for naming the makers (writers) and users of the
backdoors. Hackers, black hats and crackers are the most famous names. These
names are called on all organizations and persons that using the backdoors or create
them; these names could be an internal or external threat such as the threat of spying
by a foreign government (Idika & Mathur, 2007).

According to the above mentioned study, the installation of the backdoor in
the victim’s machine is going through two stages. The first stage is setting phase and
the second stage is post release, it is coming when the victim becomes ready to
intend backdoor instillation. However, all hackers install the backdoor during post
release stage due to the instillation of the backdoor during the first stage is needed to
install it manual.

Generally, when the hackers intended to make a new backdoor, usually they
use one or two methods, obfuscation and behavior add/modify in order to avoid the
antivirus. The obfuscation is used in order to hide the real intentions of the
backdoors. Behavior add/modify, effectively creates a new application, although the

core of the backdoor may not have changed (Decloedt & Van Heerden, 2010).
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2.3.3 Backdoor Detectors

There are many ways that make the computer gets infected by the backdoor
attack. Backdoors attack can be bundled with shareware or other download software.
It is not difficult for many types of the backdoor to pass the firewall of the system
(Mudzingwa & Agrawal, 2012; Salimi & Arastouie, 2011). Therefore, most of these
systems are provided with the second defense wall that is the backdoor detector, it is
any technique or method that uses to protect the computer. The backdoor detector
may or may not combine with the operating system.

According to Decloedt (2010), the backdoor’s detectors have two inputs.
First, the database (signature) or the knowledge of the backdoor’s behavior. Second,
the software which is under test. Generally, these detectors compare the backdoor’s
signature with the known patterns (database). This type called signature technique.
However, this technique cannot face a new backdoor’s code (Mudzingwa &
Agrawal, 2012; Salimi & Arastouie, 2011). Anomaly based detection uses its
knowledge to check the normal behavior and detect the backdoor. This type includes
a special rules set in order to decide, is it backdoor or not. However, this method
cannot detect a lot of polymorphic viruses (Modi et al.,, 2012; Mudzingwa &
Agrawal, 2012). Figure 2.5 shows the organization of backdoor detection, each

technique can use one of three methods: dynamic, static, or hybrid.
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In general, the backdoor detection techniques classify as follows:

a) Anomaly based Detection :
1) Dynamic Anomaly
11) Static Anomaly

ii1)) Hybrid Anomaly

b) Signature-based detection
1) Dynamic Signature
i1) Static Signature

iii) Hybrid Signature

¢) Specification-based Detection
1) Dynamic Specification
11) Static Specification

ii1) Hybrid Specification

19



Backdoordetection

‘ Signature-based l Behavior-based
Y L l L ¥
Static | Dynamic Hybrid Static ‘ Dvnamic Hvbrid

le
‘ Specification-based |“'

Lo

Hybrid

‘ Static Dynamic

Figure 2.5: Organization of backdoor detection

Mudzingwa and Agrawal, (2012), and Modi, (2012), illustrated the
advantages and disadvantages for both two types of the backdoor detectors as
follows: For Signature-based technique can easily evade it by unknown backdoor
and cannot face any obfuscation. All that make overall rate of the accuracy is low.
While, for Anomaly-based technique, the overall false positive (FPR) and overall
false negative (FNR) are high. Certainly, the accuracy is a crucial term in intrusion
detection system efficiency. Therefore, they are (signature-based approach and
anomaly-based approach) not powerful enough when facing the backdoors attack.

Table 2.1 illustrates the main characteristics for both types.
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Table 2.1: Signature-based and Anomaly-based Characteristics

Advantages Disadvantages
Signature-based Approach
1) Identifies intrusion by 1) Unknown backdoors can easily

matching captured patterns with
preconfigured knowledge base.

1) High detection accuracy for
previously known attacks.

1i1) Low computational cost.

evade detection and cannot deal with
simple obfuscation

il)  Accuracy Rate / overall rate is
lower

iii)  Need to be updated

Anomaly-based Technique

1) Uses statistical test on
collected behavior to identify
intrusion.

1) Can lower the false alarm rate
for unknown attacks.

1) Not able to detect a lot of
polymorphic viruses present (Packers).
i) Low / Maintenance

111)  Scalability: the least scalable
methodology due the time it requires to

learn and build its baseline profiles

iv)  Require more time to configure,
learn, and tune the environment.

v)  Requires more resources to manage
the high volumes of alerts it produces

vi)  Overall False Positives / High

vil)  Overall-False Negatives / High
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2.3.4 Recent Backdoor's Detection Approaches and Related Works

Several types of detection technique are supposed to detect the backdoor
attack problem, which are however not always possible. One of these techniques
based on the backdoor’s signature that used in the most of the Antivirus utilities. The
process of this technique in the infected machine by matching the features of the
backdoor (signature) with a pre-existing database affiliated to Antivirus. However,
this technique fails when the signature of the backdoor attack is not existed in the
database of the antivirus (Balzarotti et al., 2010; Radmand, 2009). Furthermore, the
backdoor can be modified in order to change the backdoor’s signature to a new one.

Network communication monitor is one of the methods which have been
used to detect the backdoor attacks. For example, running the (nestat-a) code will
listen on TCP port 113. This type of connection can be found using the NIDS model
(Radmand, 2009). However, the common method to detect the backdoor with the
NIDS is to check each packet that is linked to backdoor activities. One way is to look
for the string in the network stream which has more effectively than antivirus tools.
However, the processing in this method will exhaust the resources and is not
feasible.

The data mining techniques have been used also in order to detect the
malware in general (Siddiqui, Wang, & Lee, 2008). Most of these techniques
appeared a high accuracy, but all these works are complex and exhaust the resources
such as the memory and the performance of the host. In the same way, some of the
studies have used Artificial Intelligence strategies such as (Salimi & Arastouie,

2011), it is a novel approach for backdoor attack detection. Genetic algorithms (GA)
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and Artificial Neural Network (ANN) are used in this approach. ANN is designated
for classifying system features and forecasting the percentage of the backdoor
existing probability. And Genetic Algorithm (GA) in order to give a deterministic
answers to the issue. However, it has the same disadvantages of the complex
techniques.

Another way to detect the backdoor proposed by Kabiri and Ghorbani (2005),
they proposed using Machine Learning (ML) techniques. However, in this method
some of an unknown file can be classified as malicious or benign. Some of these
studies are applying machine learning methods on the content-based feature
(Menahem, Shabtai, Rokach, & Elovici, 2009).

Some studies have gone over deferent trends such as the study (Waksman &
Sethumadhavan, 2011), it discussed the possibility of hardware components that can
contain hidden backdoors, which can be enabled with catastrophic effects or for ill-
gotten profit. According to the mentioned study above, these backdoors can be
inserted by a malicious insider on the design team or a third-party IP provider. They
proposed the techniques that allow us to build trustworthy hardware systems from
components designed by un-trusted designers or procured from un-trusted third-party
IP providers.

In generally speaking, all above studies consider the issue of detecting the
backdoor attacks problem. As well, this research considers the same issue, but in a so

different way.
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2.4 Stepping Stone
There are two main concepts are involved by the name of stepping stone,

stepping stones attack (chain), and stepping stone detection SSD approach.

2.4.1 Stepping Stone Chain

In order to hide the track of intrusion in the network, the intruders use a series
of hosts on the network which are called (stepping stones chain). This kind of
intrusion can be detected through use an approach called, SSD (Kampasi, Zhang, Di

Crescenzo, Ghosh, & Talpade, 2007).

2.4.2 SSD Approach

Since a stepping stone is just forwarding attack traffic through all stepping-
stone connection chain, the connection’s traffic in the same connection chain must
have similar characteristics. Therefore, the problem of detecting stepping stones
comes down to find correlated connections with the same characteristics. A new
method has emerged in order to solve this problem would be make comparisons
between the content of the incoming packets and the content of outgoing packets
within a network to detect packets which, have the same value (content). This

method is called SSD approach.

SSD approach is a system to analyze the traffic of the connection and
identify which connections are stepping stone connections or identify which
connection pair are correlated connections. Correlated connections are a pair of
connections, which are in the same way of connection chain. On the chain

connection, the connection which is closest to the attacker is called the upstream
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connection. While the connection which is closest to the victim is called the
downstream (Shullich, Chu, Ji, & Chen, 2011).

As well as the evolution of computer technology, the researchers have
suggested new techniques for detecting a stepping stone intrusion like Content-Based
Thumbprint (Staniford and Heberlein, 1995), Time-Based Approach (Zhang and
Paxson, 2000), Deviation-Based Approach (Yoda and Etoh, 2000), Round-Trip Time
Approach (Yung 2002, Yang and Huang, 2005), and Packet Number Difference-
Base Approach (Donoho et al., 2002, Blum, Song, and Venkataraman, 2004). The

next section will show all these related approaches in more details.
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2.4.3 SSD Evolution and Related Work

To understand on how SSD works in details, we have to start with the
historical evolution of this theory. The SSD evolution includes three phases: The
first phase is the past of SSD, second phase is present and the third phase is the
expectation of what will be SSD in the future. Based on historical reviews that done
by Omar, (2012) and Shullich, Chu, Ji, and Chen, (2011). The evolution steps of

SSD are reviewed in the next four sections.

2.4.3.1 The Past of SSD

According to (Omar et al., 2012; Shullich et al., 2011), in SSD research,
Staniford in 1995 proposed the concept of ‘thumbprint’ that summarized the packet’s
content by providing it with a unique identity which differentiated it from other
packets. However, the thumbprint method was not suitable for encrypted connections
(Shullich et al.,; 2011). After that, in 2000 (Yoda & Etoh) and (Zhang & Paxson) are
proposed on/off and deviation methods respectively. But, these two methods were
prone to high false positive and active perturbation problems (Omar et al., 2012).

In 2006 (Yang & Huang), proposed the ‘reply-echo’ technique to minimize
the false positive problem and Donoho, Flesia, Shankar, Paxson, Coit, and Staniford
(2002), proposed solving the perturbation problem using Active Perturbation Attack
(APA), APA is a technique created by the intruder to influence the SSD process. In
the same year, Wang, Reeves and Wu (2002), applied the Inter Packet Delay (IPD)
technique to overcome the stepping stone problem by a new use proposed of data

that is more effective in detecting stepping stones.
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After Yang, and Huang (2006), first introduced a new technique, Round Trip Time
(RTT), which is for reducing the false positive rate, past SSD researches began
conducting experiments related to Yang and Huang (2006)’s research.

In 2004, Jianhua & Huang introduced the “Step-Function” and “Conservative
& Heuristic” Jianhua, Hai, Hao and Zong which were methods enhanced from Yang,
and Huang (2006) methods. Meanwhile, in 2003 Strayer, Jones, Castineyra, Levin
and Hain were focused on the wireless environment in detecting stepping stones.

In conclusion, the past SSD research focused on the right data type to be used
in the SSD approach. The differences lie only in different types of data (e.g. Data,
time, inter-packet delay) and their concentration on RTT at the end of the past SSD

period.

2.4.3.2 Current SSD

According to (Omar et al., 2012; Shullich et al., 2011). Blum, Song, and
Benkataraman (2004), Almulhem (2006), Venkateshaiah (2006) and Wu and Huang
(2002) have shown that SSD researchers have changed their focus from enhancing
the SSD approach to how make SSD more power in face perturbation problem. This
can be seen in research by Blum, et al., (2004) that re-directed SSD research towards
gaiting less false positive and false negative rates.

In 2007, Venkateshaiah and Wright created a method to influence SSD and
Jiangiang (2006) provided a testbed through which the SSD approach can be
examined. In 2007, Almulhem and Traore on the other hand, provided SSD

taxonomy to expose those outside the field to SSD.
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The researches on the present SSD have become more widespread with the
introduction of Artificial Intelligence (Al) techniques. Research which applies Al
techniques are referred to as RTT-based research. This effort was started by Yang
(2009) who proposed the using of data mining technique to mine for TCP/IP packets
in the effort of finding RTT. AI application was continued by Wu & Huang who
introduced the Neural Network technique that focuses on finding RTT. From the
discussion on Al techniques that have been used, it seems that their technique had
the potential of solving SSD problems.

The present SSD researches are focused on issues beyond past SSD research, and
introduce new discoveries to the SSD researches. The introduction of different Al
techniques used to detect RTT and later to detect stepping stones, shows that the
present SSD is evolving. Furthermore, the present SSD shows that the extensive
buffering method used as perturb to the present SSD approach exists. There are also
studies, which focus on confidence bound, false positive and false negative rates.
Attached testbed, which is much needed in SSD research, has also been proposed by
Jianqiang (2006). Eventually, this study concluded the most of previous related work

in Table 2.2.
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Table 2.2:

Prior Works for Stepping Stone Detection Approach

System Characteristic Function Authors Year
Thumbprint Content Identify cor.‘related Staniford E}nd 1995
connections Herberlein
ON/OFF Timing Identify cor.‘related Zhang and. Paxson 2000
connections
Deviation Timing Identify cmjrelated Yoda and Etoh 2000
connections
IPD Timing dentify correlated Wang, et al. 2002
connections
Multiscale Character Identify cor.related Donoho, et al. 2002
Count connections
Send-ack/Send-echo RTT Identify abpormal Yung 2002
connections
Watermark Timing Identify coqelated Wang, D. Reeves 2003
connections
State-Space Pacl;e;tsz\(;ents Correlation algorithm Strayer, et al. 2003
Detect-Attacks Packet Identify cor-related Blum, et al. 2004
Count connections
RTT-Thumbprints RTT Identify correlated Yang, and 2005
connections Huang
(Delay + Chaff) o Identify correlated
S-I, S-1I, S-T1T and S-TV Timing connections Zhang, et al 2006
DMV Packet Identify cor.related He and Tong 2006
Count connections
S{pRlht4on RTT 1esRRfy abnogly N e 2006
connections Huang
DM Timing Identify coqelated He and Tong 2006
connections
L& N\ S — Trace-Back Peng, et al. 2006
Count
Anomaly Other igantiy abpormal Kampasi et al. 2007
connections
Request-Response Packet Identify cor.related Huang et al. 2007
Count connections
Dropped packet Packet Other (Optimization) Omar et al. 2008
Count
Sketching Timing Identify coqelated Coskun and 2009
connections Memon
Step-Function RTT Identify abponnal Ping ,Waplel, and 2010
connections Yin
chaff packets Timing quick-response Kuo et al. 2010
real-time
Other Identify abnormal
watermark (BACKLIT) connections Luo etal 2011
Step-Function RTT Identify abnormal Li 2011
connections
watermark Other. Trace-Back Houman_sadr and 2012
collaboratively Borisov
Watermark inter-packet Trace-Back Gong, Rodrigues, 2013

delays

and Kiyavash
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2.4.3.3 Future SSD

According to (Omar et al., 2012), future SSD would focus on the
development of SSD testbed. The standard testbed is necessary to the SSD-based
research to execute the standard experiment or testing. In the testbed, the
requirements, the tools and the topology that will be used are well defined. So far,
SSD research has only depended on the testbed developed by Jiangiang et al.,
(2006). Unfortunately, this testbed has still to be made known to the public.
Moreover, from the readings it was found that a standard SSD testbed does not exist
to date and most researchers use their own testbed. Because of the use of Al
techniques in the SSD environment, future SSD should focus on the developing of
testbed that will enhance AI SSD.

The concept of hybrid SSD is also another possibility that could become the
research focus for future SSD. More often than not, the past and present SSD
research have only depended on network-based SSD (NSSD) to Robert et al., (2001),
Staniford (1995), Yoda and Etoh (2000). Although these studies did not clearly
define their SSD as NSSD, the use of network packets as main source of the SSD
process shows that it is NSSD. Studies by Almulhem and Traore (2007) and Wang
and Reeves (2003) have divided the SSD approach into network-based and host-
based SSD (HSSD).

From the discussion on past, current and future SSD, it is concluded that all
of the researchers focus to the main usage of SSD to detect stepping stone either in
host or network-based environment. No such a research that realized the other usage

of the SSD in other fields of research.
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2.4.3.4 Emerging Fields for Application of SSD

As discussed in previous sections, SSD-based research was mostly limited to
only field of detection stepping stones without looking to the full capabilities of
stepping stone detection in other fields of research. Only the study (Omar et al.,

2012), that suggested using the potential applications of SSD in other fields.

2.4.4 SSD Issues

In addition to study the evolution of SSD, certainly, some issues associated

SSD and our proposed research should as well be discussed.

2.4.4.1 Interactive and Non interactive Connection

The connection that should be set up before commands can given and the
intrusion can interactively occur is called remote login or an interactive connection
(Omar, 2011). An interactive connection is used by many applications; such as SSH,
talent religion and so forth. The non interactive connections are the connections that
do not need to continue connecting. For example e-mail, FTP and so forth.

SSD research was starting with using an interactive connection method
(Staniford-Chen and Herberlein, 1995), (Zhang and Paxson, 2000) and (Yoda and
Etoth, 2000). Till today the most of the researchers are focusing on interactive
connections. The latest studies, such as those done by Wu and Huang (2010),
Almuhlem and Traore (2010), Omar (2011) and Li (2011), have used interactive
connections as fields for SSD. There are many reasons behind why the researchers

focus on interactive connections, these reasons are listed below.
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i) Most frequently used by attackers
Most of SSD studies are using interactive connections as a result to most
attackers use interactive connections as their medium to run the attacks or intrusion

actions.

ii) Provides active information to be captured
Broadly, interactive connections will depart updated information for each connection
that has been created this information makes SSD possible. However, according to
Carver, (2010) several times an intruder is left undetected there is a higher likely that
the intruder would undetected forever. As such, an intruder should be captured as

soon as he is detected.

iii) The possibility of doing On-line Process
Because of the interactive connections provide live network streams, it is
potential for researchers to improve a system that can repel attacks and capture the
intruder online. With this feature SSD can be used support Intrusion Detection

System (IDS) to check whether the connection is used for intrusion or otherwise

(Omar, 2011).
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2.4.4.2 Positive and Negative False

The accuracy of IDS is also one of the important factors in network security
but as network traffic is so complicated it is impossible to meet the perfect level of
accuracy. There are two types of error results in IDS, false positive and false
negative. False positive occur when IDS erroneously detect the right traffic. While
false negative occur when IDS undetected the unwanted traffic. Both are the
problems for security administrators. The greater number of false positive may be
acceptable but they can create a huge burden for security administrator, as it has to
deal with cumbersome amount of data. On the other hand, false negative do not give

any opportunity to the administrator because it is undetected.

2.4.4.3 Passive and Active Detection

When SSD-based approach needs to monitor the traffic of the network or
process all the time to detect stepping stones, the detection will be passive approach.
While for active approach, it monitors only the necessary data in a well defined
period of time (Omar, 2011). In the passive SSD approach, all the resources in
detecting stepping stone are employed. This involves the using of CPU, memory and
network to get the detection. It is different from an active SSD approach where the
process for detecting the stepping stones is only executed when stepping stone is

detected, this will reduce the using of resources such as CPU, memory and network.
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2.4.4.4 SDD Matching Concepts
According to (Ni, Yang, Zhang, & Song, 2008) and (Sobh, 2008), the
relationship between the Send and Echo packets, should takes one of the following
cases:
1) One-to-one relationship: In this case, there are one incoming packet and one
outgoing packet. The detection happens only when the incoming packet
matches the outgoing packet through the intermediate host as shown in

Figure 2.6.

INCOMING OUTCGOING

ﬁ M

Figure 2.6: One-to-one relationship

ii) One-to-many relationship: In this case, there is one incoming packet and
many outgoing packets. The detection happens only when the incoming
packet matches one of the outgoing packets through the intermediate host

as shown in Figure 2.7.
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Figure 2.7: One-to-many relationship

iil) Many-to-many relationship: In this case, there are many incoming packets
and many outgoing packets. The detection happens only when one of the
mcoming packets is matched to one of the outgoing packets through the

intermediate host as shown in Figure 2.8.
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Figure 2.8: Many-to-many relationship



As conclusion, the main concept of SSD approach is the matching between
the incoming and outgoing streams. However, in the backdoor situation, the
backdoor repeats the connection for many times for the same specific port (Omar,
Amphawan, & Din, 2013; Paxson & Zhang, 2000). In other words, the activity of the
backdoor is repeated several times and each conversation contains the same amount
of data that occurs for the same amount of time, and the outgoing packets for the
backdoor should be matched. Therefore, in order to detect the backdoor attack, we
need only to compare between two outgoing repeated sessions, if they are matched
that means the source of the packets is backdoor attack otherwise, the source is

clean.

2.4.5 SSD Techniques

Many techniques have been proposed in order to detect the matched packets,
and to solve the stepping stones problem. However, there are four main techniques
are used widely, there are: RTT based, Timing based, Deviation based and Packet
number based. Table 2.3 illustrates the main characteristics for each technique.

For the Timing-based, there are more than six concern reasons make it not
suitable to detect the backdoor attack. For the Packet number based is a weak in
terms of resisting intruders when use it alone, therefore, must be use it with another
matching metric to avoid the FPR (Yang & Lee, 2008). For Deviation-based
technique, in addition to it has all disadvantages of Timing based technique, it is a
network-based correlation scheme (Yang & Lee, 2008). Therefore, it is out of this

study scope (Host-based).
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For RTT technique, it is one of the main techniques that used by SSD and
provides accurate of SSD. It is a simple but effective SSD which can be used in a
real network environment. (Li, 2011; Ping et al., 2010). The time that taken for a
packet to travel between the departure source and the final destination host and
return again is called, Round Trip Time (RTT). In this concept, the (exporter)
departure source is the host that sending the packet and the destination is the host or
the system that receiving the packet and retransmits it again. However, RTT is one of
several factors affecting latency in the network. The RTT can range from a few
milliseconds of time (thousandths of a second) under perfect conditions between
very closely spaced two nodes to several seconds under negative conditions between
two nodes separated by a long distance.

In fact, several methods have been used in order to match two packets based
on the time stamp or RTT, such as (Kuo & Huang, 2008), (Li, Zhou, & Wang,
2010), and (Ni et al., 2008). However, all these studies explained that, the matching
is happened if, there are two kinds of connections are closely. In other words, the

machining between two packets does not require to be identical hundred percent.
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Table 2.3: Characteristics of SSD Techniques

Timing based Technique Characteristics

1) Large latency and its variation (Zhang & Paxson, 2000)

ii) Sensitive to the use of countermeasures by the attacker (Wang &
Reeves, 2011)
iil) It can be easily manipulated by intruders (Yang & Lee, 2008).

iv) In many cases, the timing-based algorithm missed a stepping stone
simply because the connections were exceedingly short (Zhang &
Paxson, 2000)

v) It requires that the packets of connections have precise and synchronized
timestamps in order to correlate them properly. This makes it difficult or

impractical to correlate the measurements taken at different points in the

network(Yang & Lee, 2008)

vi) Only use Send or Echo packets (Ping et al., 2010)

vii) It is observed that a large number of legitimate stepping-stone users
routinely traverse a network for a variety of purposes (Yang & Lee,
2008).

Packet number based Technique Characteristics

1) Use Send or Echo packets only (L1, 2011)

ii) Due to the fact that the upper bound of the number of packets required to
monitor is large, while the lower bound of the amount of chaff

needed to evade this detection is small (Yang & Lee, 2008).
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Round Trip Time Technique Characteristics

i) Use Send and Echo packets together in order to detect stepping stones
(Ping et al., 2010).

i1) Can filter unsymmetrical Internet packets and chaff packets (Ping et al.,
2010).

iii) Can also be more resistant to network imperfections and intruder
evasion than any other type of approach (Ping et al., 2010).

Deviation-Based Technique Characteristics

i) It hasall the problems of the Time-Based Approach (Ping et al., 2010).
i1) A network-based correlation scheme (Yang & Lee, 2008)
ii1)) Computing deviation is not efficient (Yang & Lee, 2008)

iv) It is not applicable for a compressed session because it depends on the
size of a packet (Yang & Lee, 2008)

v) It cannot correlate connections where padding is added to the payload
because it can correlate only the TCP connections that have one-to-one
correspondences in their TCP sequence numbers (Yang & Lee, 2008)
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2.4.6 SSD Models
Based on the location where the analysis takes place, SSD is divided into two types,
which are:

1- Network based SSD, (NSSD)

2- Host based SSD, (HSSD).
Figure 2.9 shows the general classification of SSD. Each type has a special technique
for securing information and monitoring, and each type involved special pros and

cons.
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Figure 2.9: General Classification of SSD
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2.4.6.1 HSSD Model
HSSD: is called on SSD when the management unit on each host. HSSD monitors
the traffic on its workstation by utilizing the host resources to find any intrusion

attack. (Sonawane et al., 2012). Figure 2.10 shows the design of HSSD.

HS5 5D System

| HSSD |

Mail = Web
S-amlnr tT_nJ Server

|
! i ! |
SEEEEEEE

HSSD H3SD HSSD H55D

Figure 2.10: SSD Host-based model design
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Properties of HSSD:

i) In HSSD, so long as the backdoor sends a log message, backdoor traffic that

is directed at a system will not be missed.

i1) The HSSD can detect if the backdoor has been successful by testing log

messages or other indications on the system

ii1) The HSSD can be used to identify unauthorized

2.4.6.2 NSSD Model:
In this model the management unit as stand-alone devices on all components
of network. NSSD checks the traffic on the network to detect intrusion attacks

(Sonawane et al., 2012). Figure2.11 shows the architecture of this model.

NS 5[} system : Firewall

Email Server File Sarver

Figure 2.11: SSD Network-based model design
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Properties of NSSD:
1) We can hide NSSD unit among the network components, so we can monitor
the attacker without knowing that.
ii) NSSD is less costly; by using a single unit in a network we can monitor all
traffic.
iii) The NSSD can detect the contents of all packets that travel to a target
system

Sometime, combine both NSSD and HSSD to identify the attacks. In this
type both kinds of SSD can be used simultaneously. Hybrid SSD based is called to
this type. Table 2.4, illustrates the main reasons for why the host-based have been
chosen, and why we did not choose the network-based or Hybrid SSD based.

For the network-based, it helps only to detect the external intrusions;
furthermore, it is not easy to detect the intrusion from the encrypted traffic in
addition to that, it is not easy to detect the network intrusion in a virtual network. So,
what is the result if the backdoor is external has encrypted traffic in the virtual
network? In short, it is not suitable for detecting the backdoor attack. While for
Hybrid SSD based, in addition to, it has the disadvantages of the NSSD design; it is
difficult to understand, in other words; it is complex. Therefore, it is not suitable

method for this research also.
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Table 2.4: Characteristics of SSD Models

Type Limitations/Challenges Characteristics/strengths  Position
1) Need to install on each 1) Detect intrusion by
host monitoring host’s file
On each
HSSD system, network events or host
ii) Itactive (monitor system calls.
intrusion) only on the host.
i1)  Itdoes not need to
extra hardware
1) Not easy to detect 1) Detect intrusions by
intrusions from encrypted monitoring network
traffic. traffic.

NSSD 11) Not easy to detect i1))  Use to monitor In external
network intrusion in a virtual multiple systems at same  network
networks. time.

iii). - It uses only to detect ii1)  Need to place only
the external intrusion. on underlying network.
1)  New and very difficult 1) The user able to
Hybrid o understand. monitor and analyze In
Eizd communications hypervisor.
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2.5 SSD and Backdoor

Nowadays, backdoors are one of the most challenges of network growth,
because they involve opening a security hole (or backdoor) on the computer, and
then use it by the attacker to gain remote access and to download more viruses
(Shabtai, Kanonov, Elovici, Glezer, & Weiss, 2012). Figure 2.12, shows a backdoor

working method.

Remote attacker

Access through bhacdoor
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=
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Artacker-specified target

Figure 2.12: Backdoor Attack Traffic

The problem of backdoor attack detection has been appeared when the types
of viruses, (including the backdoor) increased dramatically. The problem was on, to
find the connection of the backdoors among a stream of authorized network traffic
initially appears very difficult. However, the interactive traffic has specific features
quite different from most machines driven traffics (longer idle periods, smaller

packet sizes). Therefore, it is possible to find efficiently for such traffic.
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In 2000, a general algorithm was proposed by Zhang and Paxson, for
detecting the interactive of the backdoor. The main concept of this theory is
developed a group of algorithms to detect several kinds of interactive connections.

According to Zhang and Paxson (2000), these algorithms are possible to
implement to a connection flows and whenever they are detecting interactive
connections that using a port that is not a standard. The main idea was firstly, by
looking for small packets (because most backdoors commands are short, the size
packet, they used “20 bytes” to define “small” packets) which have large interval
time (fall between 10 mSec and 2 Sec). Then by looking for frequent for small size
packets. For directionality key, they only consider the traffic that sent by the starter
of a connection. In other words, this algorithm reflects; the risk of attack is coming
with any flows consists of less than 8 packets or less than 2 seconds where a flow
has one direction. This tool of the detection algorithms is clear and convincing
(Paxson & Zhang, 2000).

As conclusion, the study of Paxson and Zhang used the signature of the
interactive traffic. Our research considers the same issue, using the interactive traffic
in order to detect the backdoor. But, by using deferent technique based on the simple
concepts that taken from SSD based-research, and does not use the traffic signature

method that used by Paxson and Zhang.
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2.6 Summary

This chapter illustrated a background and other related works to this research
(Backdoor Attack Detection Based on Stepping Stone Detection Approach). The
chapter identified the requirements of the SSD approach techniques that can be used
in detecting the backdoor attack, and justified why choosing Round Trip Time based
and packets number based as suitable techniques.

This chapter described the concepts of SSD detecting method, and explained
how SSD can be used for detecting the backdoor attack. Moreover, this chapter also
illustrated why choosing a host-based architecture remains the best option.
Furthermore, it justified why a new approach has to be proposed when various other
approaches exist, such as eht signature-based and anomaly-based detection

approaches.
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1 Introduction

Section 3.2 begins with a discussion of the operational framework. Section
3.3 presents the research design. Section 3.4 shows the sources of the data for this
research. Section 3.5 concentrates on the techniques that can be used to gather data.
Section 3.6 explains the method of data analysis. Section 3.7 explains the method of
evaluation. Finally, Section 3.8 describes the tools used in this study. The purpose of
this research is to solve the problem of backdoor attacks through the use of concepts

related to the SSD approach.

3.2 Operational Framework

The operational framework of this research is illustrated in Figure 3.1. In
general, the framework is divided into three sections. The first section (preliminary
framework) includes the search for a suitable technique that can be used in the SSD
approach to detect the backdoor attack based on a review of the literature and related
works.

The second section of the framework illustrates how we can use SSD
techniques in the new approach in real environments. In the third section, an actual
test is conducted to produce the required results. Afterward, the analysis and results
are evaluated. This study adopts methodologies similar to those in previous studies,

such as those of (Prasad et al., 2013) and (Omar, 2011).
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Figure 3.1: Operational Framework
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3.3 Research Design

As mentioned in the second chapter, SSD is a flexible system that is not
difficult to develop. Figure 3.2 shows all the independent and dependent variables
and other attributes of the proposed research. The evaluation of the proposed
approach depends on three variables: True Positive Rates (TPR), False Positive Rate
(FPR) and Scan Process Time.

All the attributes and variables in this proposed research are illustrated in Table 3.1.

Table 3.1: The relation between attributes and variables

Attributes Variables
Inp Input
TPR True Positive Rates
FPR False Positive Rate
O Output
Scan Process Time Scan Process Time

Adopted from (Omar, 2011)

Figure 3.2 also shows how the proposed approach is measured based on the variables
(FPR, TFR and Scan Process Time) and the same variables to other related
approaches (antivirus and IDS). The result of O (Output) will be analyzed in

percentages and compared with those other related approaches.
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Figure 3.2: The relationship between variables and attributes

3.4 Subject and Information Sources

This study involves research on both SSD and backdoor detection. It uses
documented sources, such as journals, books, and conferences. A crucial part of this
research depends on an experiment designed to prove the results. The sources of the
data include books, magazines, and so on. The Internet is also used to obtain actual

information.
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3.5 Experimental Process and Data Gathering
Most of the research results are based on the experiment. Therefore, in
gathering the data, this study employs the following steps:
1- A real backdoor attack is used by manually injecting ten different types of
backdoor attack into clean machines installed individually.
2- The SSD approach is used to detect all ten backdoor attacks one by one.
3- The detection rates (TPR) and miss-detection rate (FPR) are captured.

4- Steps (1) and (2) are repeated using the antivirus and IDS

Notably, this method is similar to that of Borders, Zhao, & Prakash (2006).

3.6 Data Analysis

According to (Tahan, Rokach, & Shahar, 2012), TRP, FPR, and scan process
time are the main parameters in analyzing the data. TPR is the detection rate and
FPR is the miss-detection rate. A high TPR and low scan process time (speed) prove
the success of the proposed approach. Therefore, we compared the TRP, FRP, and
scan process time of the proposed approach with those of the antivirus and IDS for

evaluation.
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3.7 Evaluation

To evaluate the results of SSD-based backdoor attack detection, the output of
this technique and the output of the antivirus and IDS were compared. Therefore, the
comparison hinges on the three variables of TRP, FPR, and scan process time for
both the proposed approach and the antivirus and IDS. The study of (Tahan et al.,

2012) lists the performance measurements as follows:

1) TP : True Positive

2) FP : False Positive

3) TN : True Negative

4) FN : False Negative

5) N= (FP+TN)

6) P= (TP+FN)

7) FPR =FP/ (FP + TN) : (False Positive Rate)

8) TPR =TP /(TP + FN) : (True Positive Rate)

9) ACC=(TP+TN)/(P+N) : (Accuracy)

10) PPV=TP/(TP+ FP) : ( Positive Predictive Value)
11)  NPV=TN/ (TN + FN) : (Negative Predictive Value)

12)  BER =0.5 (FN/P + FP/N) : (Balanced Error Rate)
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3.8 Tools

The tools for this proposed research are:

i) Hardware: LAN network includes the hosts (computers), cables and hub
switches.

ii) Software: Windows operating system as the operating system and Wireshark
tool (W. Foundation, 2013), which can be used to detect intruder packets
across any network (Agrawal et al., 2010).

iii) Ten different types of backdoor files. Backdoor files will be gathered from
the Internet source.

iv) Antivirus and IDS.

The Wireshark tool is the world’s most popular and the best network protocol
analyzer, which can be used to monitor malicious packets across any network. This
tool has been proven by an experimental setup in several studies (Banerjee,
Vashishtha, & Saxena, 2010). Furthermore, this tool has been used by many studies
similar to ours, such as those by (W. S. Choi & Choi, 2013), (Soni, 2013) and

(Mohan, 2013).
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CHAPTER FOUR
SAMPLING AND EXPERIMENTAL SETUP

This chapter describes how the backdoor samples were gathered and how the
experiment process was conducted in relation to the research objectives. Section 4.1
illustrates how the samples were gathered. Section 4.2 describes the materials,
method, and network architectures used in the test bed. Section 4.3 outlines the steps

of experimental method. Section 4.4 concludes the chapter.

4.1 Sampling

Gathering different types of backdoor files (servers) from Internet sources,
such as (G. T. I. S. Center, n.d.), (NETRESEC, 2010) and (Mila, 2013). However,
obtaining the client’s software tools used by the attacker in obtaining remote access
is not easy because all the hackers are distributed across the servers throughout the
Internet. But, they keep the client’s software tools to themselves. In fact, the client’s
software tool is a software written by the hacker to obtain remote access and edit the
backdoor server(s) or generate new server(s). Therefore, the client’s software is a
basic tool needed to determine the source host, the destination host, the port number,
and the period of time between the sent packets. In the same way, to evade the
antivirus, hackers use different tools to make the backdoor server unique or to

encrypt it. This research uses two types of backdoor attack samples.
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1. Known backdoor samples
First, we started with a study of how hackers use client’s software tools to
generate a new backdoor attack and how they obtain remote access. The backdoor
attacks generated by these tools are used as the first type of sample, most of which
can be detected by one or more antivirus tools. Table 4.1 illustrates the client’s
software tools that can be used to create the backdoor servers and Figures 4.1 and 4.2

show examples to the interfaces of the client’s software.
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Figure 4.1: The interface of Spy Net Client’s software
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Table 4.1: Client’s software tools that were used to create backdoor server

Client’s software

Backdoor type

Source of tool

Bifrost Coffin Of Evil 1.2.1d
Bifrost un pack
SpY-NeT v2.6 ArA
Njrat041afixed
XtremeRATv2.9 2
Sub7Gold 3
DarkCometRAT33FWB
Bozok 1.1
PI2.3.2
Poison Ivy 2.3.2.AR
njRAT-v0.6.4

Executable file
Executable file
Executable file
Executable file
Executable file
Executable file
Executable file
Executable file
Executable file
Executable file
Executable file

www.dev-point.com
www.dev-point.com
www.dev-point.com
www.dev-point.com
www.dev-point.com
http://www.law-uni.net
www.dev-point.com
http://ss-rat.blogspot.com
http://www.poisonivy-rat.com

www.dev-point.com

http://garabezy.blogspot.com
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2. Unique and an encrypted backdoor samples
In addition to the client’s software, we used extra tools to encrypt or to make
the server a unique backdoor attack to test the SSD techniques with the encrypted
and the unique backdoor attack. Figure 4.3 shows the tools that can be used to
encrypt and make new samples and Figure 4.4 shows the interface to one of these

software tools.

Hackers programs 1.0 [By MDE] e ee |

Figure 4.3: The tools that can be used to encrypt and make new samples
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To prove that the samples are backdoors, we tested them through the
Virustotal website service (Virustotal, 2013), which uses more than 45 antivirus
programs in the scanning process. Furthermore, we ran an extra test by using Avira,
Avast, and Esetl antivirus tools, which were individually installed in the victim host.
Figure 4.5 shows the test results for the sample UUM Backdor before the
encryption. The resultant detection ratio is 11/48. Figure 4.6 shows the test result for
the same sample after the encryption by the same tool, the resultant detection ratio is
0/48. Figure 4.7 shows the test result for the same sample by Eset Smart Security 6
antivirus, the result of detection ratio is 0/1. The sample (UUM_Backdor) is

generated by Njrat v.05 tool
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Figure 4.5: Test result for the sample UUM_Backdoor before the encryption
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Figure 4.6: Test result for the sample (UUM_Backdoor) after the encryption
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Figure 4.7: Eset Smart Security 6 test result for the sample after the encryption.

The three steps above prove in a practical manner our research problem, “All

iew
ble.

antivirus tools are not enough to face the backdoor attack.” Therefore, the zero-

attacks daily and false positives are the most challenging problems in the field of

backdoor detection. Furthermore, the three previous steps illustrate how we can

obtain new known or unique backdoor attack samples. In addition to these samples,

we gathered some dataset (Wiresharke Pcap files) from Internet sources, such as

(Mila, 2013). Table 4.2 shows the samples and dataset (Wiresharke Pcap files), that

used in this research.
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Table 4.2: Some of samples and dataset that used in this research

Sample name Sample name
1 Njrat v.604 server 13 BIN 8202 /dataset
2 Coffin Of Evil-Server 14 PlugX/dataset
3 Cyper-GAT server 15 Taidoor/dataset
4 Bozokl.1 server 16 Enfal Lurid/datset
5 Backdoor.Win32.Agent.rb 17 LURK/dataset
6 SpY-NeT v2.6 server 18 DNSWatch protux/dataset
7 Bifrost un_pack server 19 Mediana/dataset
8 XtremeRAT server 20 TrojaPage/dataset
9 Njrat v.401 server 21 LetsGo_yahoosb/dataset
10 Poison server 22 RTF Mongall Dropper Cve/dataset
11 SubSeven v2.1R server 23 TrojanCookies/dataset
12 IXESHE/dataset 24 GhOst-gif/dataset

4.2 Materials and Experiment Setup

As described in the Chapter Three (Methodology), the experiment has been
run with four steps in (LAN) as a controlled environment. For example, the first
testbed was done by using LAN without Internet (Offline Design) as shown in
Figure 4.8, by setup the backdoor client’s software (attacker) in the host (B),
(192.168.5.45) and the backdoor server (UUM Bacdoor.exe) on the host (A),

(192.168.5.46). The Source Port: (1177), Destination Port: (52361).
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Figure 4.9, shows the backdoor client’s software (attacker) that used in this
architecture. To capture the packets between the attacker and the victim host, we run

Wireshark tool in both sides.

192.168.5.46
Host A

- -8

. Wireshark Tool ]

192.168.5.45
Host B

Figure 4.8: Network Topology used for Offline Design testbed
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Host 192.168.5.45:1177
Dir Yo TEMPY

Exe backdoor_uum.exe

Figure 4.9: Backdoor’s client (attacker) software that used offline design
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The second design is used because some of the backdoors are not connecting
directly to the attacker, and they use an intermediate online server between them,
therefore we used the online design testbed as shown in Figure 4.10 for this specific
case. For example, the experiment, that run with (Xtreem) backdoor sample. To
study this case from both sides, we run the Wireshark tool in the both sides.
However, there is no activity between the attacker and the intermediate online server,
because the information was sent to the email that related to the online server. In
fact, this design is quite similar to the environment of the backdoor activity over the
Internet environment. Usually in the Internet network situation is not possible to

capture the packets on the attacker side.

Internet

Wireshark Tool

Figure 4.10: Network Topology used for Online Design testbed



4.3 Challenges and Solutions

A real environment was used in the experiment: two computers, a hub switch,

and cables to make a connection between the hosts. However, many challenges beset
this method. To remove the backdoor files and to ensure the host is cleaned, we had
to reformat the victim host after each experiment. As a result, the method took a long
time for each experiment. Therefore, we used the virtual machine software
(VMware. Inc, 2013), as the environment in which we ran our experiments. To
verify this tool, we started by repeating the first experiment conducted in a real

environment for the same sample with the same setting of the network service. The

results are similar for both types as shown in Figures 4.11 and 4.12.

v e R (R 2 S N N N -

File Edt |View Go Capture Analyze Statistics Telephony Tools Internals Help ; .
©® 4 B 1 |BEK Elhasls 972 Qaa B WL T %8 e e

= 1= I || expresionu @iesr gty e syns -~ "w—

No. Time o5 Protocol __Length RTT -

ger [PSH, ACK] Seg:
dkmessenger > 51276 [ACK] Seq=53 Ack=3404 wi
dkmessenger > 51276 [PSH; ACK] Seq=53 Al
PSH, JACK] Seq=3404
[ack] Seq=79 Ack=9436
[PSH, ACK] se

21.134425000
. 220753000

51276 dkmessenger
51276 = of

dkmessenger > 51276
dkmessenger
51276 > dk

. 140875000 0.193957000 1177 51276
56000

21 58.928894000 192.168.1.5 TP 60 0.202393000 1177 51276  dkmessenger > 51276 Ack=9452 Wi
22 63.382984000 Vmware_92:89:45 Vmware_cO:0! ARP 2 who has 192.168.1.3? Tell 192.168.1.5
23 63.383907000 vmware_c0:00:01 vmware_92:89:45 ARP 60 192.168.1.3 is at 00:50:56:c0:00:01
168.1.5 dkmessenger > 51276 [PSH, ACK] Segq
51276 > dk 2SH, AC

24 69. 499809000 192.168.1.3 192.

192. 5 1 698
192.168.1.3 192.168.1.5 TCP 60
192.168.1.3 192.168.1.5 TCP
192. 5 1 51276

192.168.1.3 192.168.1.5 TCP 60 0.001301000 1177 51276
192.168.1.3 192.168.1.5 TCP 80 1177 51276

dkmessenger
dkmessenger > 51276
51276 > dk g
dkmessenger > 51276
dkmessenger > 51276
51276 > dk

51276  dkmessenger ACK] Seq=
who has 192.168.1.5? Tell 192.168.1.3 -

26 69. 650686000 0.000678000

27 70. 862157000

29 70.927662000
30 73.904091000

8097000 .3
_€0:00:01

33 74.430922000

Frame 1: 64 bytes on wire (512 bits), 64 byres captured (512 bits) on interface 0
ethernet II, Src: vmware_c0:00:01 (00:50:56:c0:00:01), DST: vmware_92:89:45 (00:0c:29:92:89:45)

Internet Protocol Version 4, Src: 102.168.1.3 (192.168.1.2), Dst: 192.168.1.5 (192.168.1.5)

Transmission control Protocol, src Port: dkmessenger (1177), Dst Port: 51276 (51276), Seq: 1, Ack: 1, Len: 10
pata (10 bytes)

0000 00 Oc 29 92 89 45 00 50 56 cO 00 01 08 00 45 00
0010 00 32 02 2c 40 00 80 06 75 41 c0 a8 01 03 O a8
0020 Ol 05 04 99 8 4C 42 45 52 1b 26 27 ae 82 50 18
0030 f9 cd fc a6 00 00 69 6e 66 5b 65 6e 64 6f 66 5d

Figure 4.11:UUM__ Backdoor sample in virtual machine sofiware environment
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Ml UUM Bacdoor real eniirenment pcapng Wieshark 1103 (SVN Rev 53022 from Aun L. ool iEhi

Fle Edit View Go Capture Analyze Statistics Te\ephonx Tools Internals  Help
codli g BERRE AaesoTL B acan @B % B

Filter: Bhpressmnm Clear Apply Save syns

No. Time Source Destination Protocol RTT Source Port  Destination Port  Info
192.168, 52328 dkmessenger > 52328 [PSH,

192.168. 0.159182000 52328 1177 52328 > dkmessenger [PSH,

Length

192.168. 5. 0.163892000 52328 > dkmessenger
0.142357000 52328 > dkmessenger

657597000 - -5 192.168 0.155578000 52328 > kmesser’\ger‘ ACK Seq=3820 Ack=97 Win=t
. 740222000 .168.5. 192,168, echo (ping) request 0001, seq=318/13873, ttl

T er > .
0.166069000 52328 > dkmessenger [PSH,

705732000 - -5 192.168. 5. 0.203616000 52328 > dkmessenger [ACK]
752037000 192,168, 52328 > dkmessenger [PSH,
- - - A 1 8 [Ack]

3.168293000 0.165977000

Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0

Ethernet II, Src: Dell_cb:3a:5d (f0:4d:a2:cb:3a:5d), Dst: Hewlett-_d4:85:53 (18:a9:05:¢4:85:53)

@ Transmission control Protocol, src Port: dkmessenger (1177), DSt Port: 52328 (52328), seq: 1, Ack: 1, Len: 24
Data (24 bytes)

0000 18 a9 05 d4 85 53 f0 4d a2 cb 3a 5d 08 00 45 00
0010 00 40 06 42 40 00 80 06 00 00 c0 a8 05 2d c0 a8 .
0020 05 2e 04 99 cc 68 6d e6 &7 ef 8b 8c e4 19 50 18 .. P
0030 f5 f7 8b de 00 00 43 41 50 7c 27 7c 27 7c 36 30 . .CAP|"|"|60
0040 7c 27 7c 27 7c.34 30 5b 65 6e 64 6f 66 5d 11401 endof]

Figure 4.12: UUM  Backdoor sample in real environment

Furthermore, the virtual machine software environment (VMware) was also
used in similar works, such as those by (Borders et al., 2006), (Crawford & Peterson,
2013) and (Gribble, Levy, Moshchuk, & Bragin, 2013). Figure 4.13 shows the

Virtual Machine software environment.
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[-]
Fle Edi View VM Tabs Help

-2l bod|n=mm|o
{1 Home:

lows XP Professional - ¥Mware Workstation 18] x|

(3} Windows XP Professional } (1 Windows %P Professional (2) }

2 official Portal of Universiti Utara Malaysia (UUM) - Microsoft Internet E M=l < Capturing from Local Arca Connection  [Wireshark 102 {5V _[of x|

Fle Edt View Fovories Toos Help | A || G edt vew Go Captre Anabze Siatistics Telephony Took Inernak Help

Back - () - x| |A] | [ Dssarch 5 o Favortes &<
o | e g2 e

& jut

=S oM m | BEEIRB LD DT E| -
Adress [ 2] heep: o, ey nc EIEERTE E .
i Lemre | o= =
n-0n No Time Source Destination [Frotocol_[Lei « |

3860 167.1859537 192

| I INTERNATIONAL STUDENT ADMISS](J
= (CLICK HERE)

2872 232.505073 162,168, 20,131 102,168,

2

3874 235.004518 192.168.20.131 192.168.20.2  NBNS

3875 236.509936192.168.20.131 192.168.20.2  NBNS

3876 281.314826 192,168, 20,131 152.168.20.255 BROWSEF
3877 353. 515913 192.168.20.131 192.168.20.2  NBNS

3878 355. 003804 152,168, 20,131 162.168.20.2 MNENS

3879 356. 510502 192.168.20.131 192.168.20.2  NEBNS j

[ —— i

Frame 1: 216 bytes on wire (1728 Bits), 216 bytes captured =
Ethernet 11, src: vmware_aa:7d:le (00:0c:29:a3a:7d:le), Dst v
1 1 3

0000 Tf FF ff ff ¥ Tf 00 0c 29 aa 7d le 08 00 45 Q0
0010 00 ca 00 36 00 00 80 11 ad 92 cO a8 05 Oh cO a8
0020 05 ff 00 8a 00 8a 00 b6 f2 11 11 02 80 18 c0 a8
0030 05 Ob 00 8a 00 a0 00 00 20 45 4c 45 49 45 42 45
0040 4d 45 4a 45 45 46 46 46 46 43 4e 45 42 44 41 44
0050 47 44 47 45 46 44 47 41 41 00 20 46 48 45| 50 48

@ 7 [Locsl Ares Connection: <live capture in progress > | | Pac | Profile: Defaul

[&] http: wwaw.uum.edu. myjindex. phpfenjcomponentjcontent/articlef16-prospective-st | | | | | | Internet
—
i#start| | £ Capturing from Local .. | & Officil Portal of Universi... [ol= L. LR RETE =

Ta returm ta your computer, move the mouse painter outside or prass CtrkHAl, SuBRsGCE|

e S @D BOROE A g

Figure 4.13: Virtual Machine sofiware environment
After each experiment in the virtual machine software, we used the snapshot
restoring option to make sure that the host victim reverts to the first statement of the

operating system (clean). This task is very easy and very fast, as shown in Figure

4.14.

1 - VMware Workstation B —iElx]
File  Edit  View WM Tabs  Help
o d| 0= m| (O

() Home. | [ Windows XP Professional (14 Windows 4P Frofessional (2)

Snapshot Manager

S— G
Srapahat 1 Snapshor 2

[~ snapshot details

name: [ Take Snapshat.

s :
Mo screenshot e |

S
e

) T Show AutoProtect snapshots AutoProtect, . close | Help

F¥ou prs Here® seincied

0 W i 0 31| L
EEE LA

To direct input to this WM, move the mouse pointer i

ol @ O Q[0

ar press Ctrl+G,

Figure 4.14: System restore method in Virtual Machine software
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4.4 Experiment Steps
In details, the experiment is involved the following four steps:

1- The backdoor samples (server) generated by the client’s software tools or
gathered from the Internet source.

2- The pre test was done for all samples one by one by using Virustotal service.
For some of these samples, the same sample was encrypted or changed by the
encrypted software tool to make it as a unique or encrypted sample. Then, the
second test was run with the new sample by using the same Virustotal
service.

3- Extra testing was done by antivirus tools (Avg, Avira and Eset smart security

6 tools) that installed individually on the host as shown in Figure 4.15.

@ ESET Smarne Security =@ =%

ESETSMART SECURITY 6 ~ [

Computer scan

A Home a
QY computer scan

el Pictures: 18! KB2859537_Fix @ ueamte

H Videos  ImageEditorSetup

B Celeaner B setp

® Computer L) 2206.min32

a Local Disk () ) aw7r.win32 XK roois

& Locol Disk (D) L] u6.min3z

s Locel Disk (E) L) mss.mwin32 @ e anasuppon

& Local Dk () 0 sea.minzz
() 205.mv2

g Network ) o122
) 20570122

| 253022

G3er

- -~ (o = el S 5 ¢ | %)

Figure 4.15: Eset Smart Security 6 tool process.
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4- The next step was, injecting the backdoor sample individually in the host, and
run Wireshark tool to capture the incoming and outgoing network packets on
the monitored hosts for TCP sessions as shown in Figure 4.16. The
Wireshark tool captured all the information that will be used as to provide

next processes.

T et B 8 B
Ml 4.pcapng [Wireshal ( bilp nk-L1.10)

Eile Edit Yiew Go Capture Analyze 5tatistics Telephonx Tools  [nternals Help
0o AN BERXS A IDT L QaQan #BW% B

Filter: |Z|Expression... Clear Apply S5ave syns

No. Time Source Destination

Protoci + Length

Info

TCP 52361 > akmessenger
TCP dkm er : H
dt

52361 > dkmessenger

d
52361 > dkmessenger

024317 5000 ¢ 5 g 5 >
0.175544000 ~a. z . 7% 52361 > dkmessenger

4 8 dkm > 52361
0:158705000 52361 > dkmessenger

4| T y T

® Frame 126: 1317 bytes on wire (10536 bits), 1317 bytes captured (10536 bits) on interface 0

# Ethernet II, src: Hewlett-_d4:85:53 (18:a9:05:d4:85:53), Dst: Dell_ch:3a:5d (f0:4d:a2:ch:3a:5¢

® Internet Protocol version 4, src: 192.168.5.46 (192.168.5.46), Dst: 192.168.5.45 (192.168.5.4]

[ Transmission Control Protocol, src Port: 52361 (52361), Dst Port: dkmessenger (1177), Seq: 334
Source port: 52361 (52361)

[5tream index: 2]

sequence number: 33404 (relative sequence number)
[Next sequence number: 34667 (relative sequence number)]
Acknowledgment number: 561 (relative ack number)

Header Tength: 20 bytes

Figure 4.16: Using Wireshark tool to capture the network packets
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4.5 Summary

This chapter describes how the samples were gathered and how the
experiment process was conducted in relation to the research objectives. The
network architectures used in the test bed and the steps of experimental method were
also described. All the tools that were used in the sampling and experiment method
were stated. Both two types, real environment and virtual environment have been
used in the experiments implementation. The verification of virtual environment has
done before use it. The Wireshark tool was used to capture the traffic as Pcap files
that contain all the information, which will be used in the succeeding analysis. Most

of the Pcap captures used in this research as samples are attached in appendix A.
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CHAPTER FIVE
RESEARCH FINDINGS AND DISCUSSION

5.1 Introduction

As described at the beginning of this dissertation, false positive and false
negative rates are the most challenging problems confronting the field of backdoor
attack detection. Furthermore, all the techniques of the signature-based and anomaly-
based approaches, which are used to address the backdoor attack problem, are not
powerful enough when faced with unknown backdoor, obfuscation, or polymorphic
viruses. As a result, the overall rate of accuracy of such techniques is low. This study
intends to overcome the backdoor attack problem by using stepping stone detection
(SSD) concepts. The previous chapters described how the backdoor attack problem
can be detected using the concepts related to the SSD approach. The purpose of this

chapter is to evaluate the capability of the proposed approach.

5.2 Data Analysis

The second chapter pointed out that many techniques have been proposed to
solve the stepping stone problem. The four main techniques that are widely used in
detecting the stepping stone problem include the round trip time (RTT)-based
techniques, the timing-based, the deviation-based, and the packet number-based
techniques. All the above four techniques are involved in the SDD approach.

However, as we explained in Chapter Two, for the timing-based technique, more
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than six concern reasons make it unsuitable in detecting backdoor attacks. Moreover,
the deviation-based technique has all the disadvantages of the timing-based
technique and is a network-based correlation scheme (Yang & Lee, 2008). Therefore,
we also cannot use it because it lies beyond the scope of this study (host-based). As a
result, we are left with the RTT-based and packet number-based techniques. The data
analysis will evaluate if the RTT- based and Packet number-based techniques can
detect the backdoor attack based on what has already been conducted in the
experiment by using more than ten backdoor samples.

From the experiment, five scenarios were used by backdoor attacks to
transmit the data from the victim host to the attacker host. We analyzed all five
scenarios one by one to discuss the effectiveness of the two SDD techniques above
in dealing with the scenarios and to determine which technique(s) can be used for all

five scenarios.

1- Scenario (1):

When the victim host and the attacker host are active and there are incoming
and outgoing flows between them. Figure 5.1 shows the traffic between the backdoor
and the attacker in two sessions. Figure 5.2 shows the capture packets by Wireshark
tool in the victim side and Figure 5.3 shows the capture packets by Wireshark tool in
the attacker side. This scenario was shown in the experiment that run by using the

backdoors attack samples NjRatv.0401, RTF _Mongall Dropper and Bifrost.
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L The packets flow in two
The victim

sessions The attacker
host host

———— T — - — -
— ———— ——— - — -
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R R ———

(—n-.—-—-—-—-—-—-—-—

Figure 5.1 : Scenario (1), the flow between the backdoor and the attacker

/_sampli khalid victim free.pcapng [Wireshark 1.10.2 (S¥NRev 51934 from /trunk-1.10)] -1ofx
Ele Edt Vew Go Caturs Analyzs Stetisties Telephony Tools Internals  Help

o0 4 AT R 2 e o T BE[E | @ ok | @ [E

Filter: |ip.addr eq 192,168,5.2 and ip. addr 29 192, 168.5.1

Expression... Clar /gply Save  syns

Mo, [rige, [souree, [Destination [Pratacol ILengthy [Relative: Tire: o

0. 199005000 G0, 007472000 B . L 5. G0, 007472000 messanger > 50467 [ACK]
4. 878770000 108466033000 | P . 109, 466038000 dkmessengar > 50467 [PsH,

546 1 4 El . 109.46 T SH, 4
0.200412000 109, 669956000 1 | pE 5 L 5. 109. 662996000 kmessenger > 50467 [ACK] i I
2. 829344000 128.220418000 i ‘P 5 3K 128, 220418000 dkmessengar > 50467 [PSH,

= ! ] 4 I

128, 41716 dkmessenger > 50467 [ACK]
146,990774000  dkmessenger > 50467 [PSH,
1. 6; ki ger [Ps

128417161
146, 990774000
146

T S A v o

| |
Ethernet IL, Src: Dell_86:57:8F (F0:4diaZi86:57:8F), pst: pell_ch:3a:5d (T0:4diaZichiza:5sd)
Internet Protocal version 4, sSrci 102.16%.5.1 (102.168.5.1), Dst: 102.168.5.2 (192.168.5.2)

= Transmission control Protocoly Src Port: dkmessenger (L177), ‘Dst Port: 50467 (50467), seq: 29, ack: 351, Len: 0
source port: dkmessenger (1177)

Destination port: 50467 (50467)
[stream index: @]
sequence number: 25 (relative seguence number)
acknowledgment number: 351 Crelative ack number)
Header Tength: 32 bytes
Flags: 0x010 (ACKD
window size value: 259
[Calculated window size: 66304]
[window size scaling Factor: 256]
Checksum: 0xe393 [validation disabled]
options: €12 bytes), No-Operation (NOP), No-Operation (NoP), Timestamps
[SEQ/ACK analysis]

[This i5 an Ak to the segment in frame: 927

[The RTT to ACK the segment was: 0.193356000 seconds]
[Timestamps]

az cb 3a 5d T0 4d az 86 47 BF 08 00 45 00
0010 00 34 04 bc 40 00 80 06 6a b4 <0 a® 05 01 cO a8
0020 05 02 04 99 €5 23 59 65 79 86 56 71 fb ce 80 10

23 93 00 00 01 0L 08 0a 0O 04 Oh c5 00 08

Figure 5.2 : Scenario (1), the capture packets in the victim side
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[ samleZnjratb04zaidpcapng [Wireshark 1.10.2 (SYNRey 51934 from ftrunk-1.10)] ng

Fle Edt Vew Go Coptwe Anabze Statistcs Tekphony Took Intemal Hep

eodndBRXR A¢29TL[E5 AaaD|EDB%/E

F\\tev:I\p‘addveq192‘166‘5.2and\p‘addreq192‘166‘5‘1 j[xpressmnm Clear Aoy Save  syns

i Source Destination Proficg L

0 2, 7 H, ACK]
0, 008659000 o 192,168.5.1 , ACK

0,019021000 192.168.5.1
) ] 5.2
0 0 ] 7 , ACK] 5 W
0.007424000  75.430514000 192.168.5.2 187.168.5.1 75.430514000 Se=13375 Ack=51 W
0 1 ) > § 1
54140000 9 0 02. 5.1 92, 2 7 30 dk > 50546 3383
0.008985000 86 509580000 192.168.5.2 192,168.5.1 56, 508580000 50546 > dkmessenger Seq=13383 Ack=39 Win=
i | o
rrgT—TT :

window size value: 65535
[calculated window size: 63535)
[window size scaling factor: -2 (no window scaling used)]
checksum: 0x8h7a [validation disabled]
® options: (12 bytes), no-Operation (NOR), No-Operation (NOR), Timestamps
B [SEQ/ACK analysis]
[This 15 an ACk to the segment in frame: 133
[The RTT to ACK the segment was: 0.199878000 seconds]
3 [Timestamps]
[Time since first frame in this TCP stream: 36.318632000 seconds]
[Time since previous frame in this TCP stream: 0,199878000 seconds)

Figure 5.3: Scenario (1), the capture packets in the attacker side

As shown in the three figures above, it can obtain all the metrics that used in
all SDD techniques such as the time between the segments, the number of packets

and the round trip time (RTT). The important notes from this experiment are:

a) Each session contains the same number of packets.
b) All sessions are matched. For example, they have the same time
period between the segment, the same length of packets and the same

RTT.
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2- Scenario (2):
When the victim host is active, and the attacker (client’s software) is not
active, but his host is online. This scenario was shown in the experiment that run by

using the backdoor attack sample (Poison’s server).

The backdoor
continue send the outgoing & incoming
packets to the L The attacker is
client host not active

Figure 5.4: Scenario (2), the flow between the backdoor and the host of the attacker

In this scenario, the backdoor tries connect with the client’s software which is
not active inside online host. Therefore, the session is canceled every time with RST
flag. Figure 5.4 shows the flow between the backdoor and the host of the attacker in
three sessions. Figure 5.5 shows the capture packets by Wireshark tool in the victim

side and figure 5.6 shows the capture packets by Wireshark tool in the attacker side.
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shark 1.10.2 (SYNRev 51934 from /trunk-1.10)] =]

Fle Edt Vew Go Capws Analyze Stahistcs Telephony Tools Intemals Help

codmslnrxglaceasiEEraan|enn g B

Filter: It(p j Expression... Clear fpply  Save  syns
) [Time [souwrce [Destination protocol [Length [Relative Tine iofo
0.000030000  196.224236000 162.168.5.22 102.168.5.11 P 62 1096.224256000  cma > edm-manal MS5S=1460 SA(

1!

0.008102000  197.195752000 192.168.5.11 192.168.5.22 197.195752000  edm-manager » cma [RST, ACK] Seqg
4.311714000  207.271639000 162.168.5.22 102.168.5.11 207.271659000  optima-vnet » edm-manager [SYN] Seq=0 win=84240 Len=0 Ms3:
7 Ack=1 wi Le

B ECIET TTET L1, 57 &, VIMar E—dd. 70, I (UU.Ue. 27. ad. /0L L8/, UST, VWAl B9, 04, UF (U0 Ue, 27.99 . 0 04
Internet Protocol Version 4, Srec: 192,168,511 (192,168.5.11), Dst: 192,168,522 (192,168.5.22)
= Transmission Control protocol, Src Port: edm-manager (34600, DSt Port: cma (1050), Seq: 1, Ack: 1, Len: 0

[stream index: 1]
Sequence number: 1 (relative sequance numbar)
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes

Flags: 0x014 (RST, ACK)
window size value: 0

[caleulated window size: 0]
[window size scaling factor: -2 (no window scaling used)]
M Cchecksum: Oxddéc [validation disahled]
E [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 47]
[The RTT to ACk the segment was: 0.008L02000 seconds]
[Timestamps]

0000 00 Oc 29 44 8a 04 00 Oc 20 aa 7d le 08 00 45 00 ..JD.
0010 00 28 06 c6 00 00 80 06 a8 98 <0 a8 03 0b 0 a8
0020 05 16 04 1a 00 00 00 00 12 a6 22 ae 50 14
0030 00 00 6C 00 00 00 00 00 0O 0O 00

Figure 5.5: Scenario (2), Poison backdoor in the victim side

£ poison the clien sleep -attacker side.pcapng [ Wireshark 1.10.2 (S¥NRey 51934 from X - [ o [l

Fle Edt Vew Go Captwe| Andlyze Statistics Telephony Tools Irterrals Help

® @ i (B % 22 F &% o F=84|8 B i=QmC=Cy= ===y =
Filter: Ittp j Expression., Clear, Apply ~Sava syns
. T Toowree [estirafion™ = =~ ratocl” ~ fength “frelabiveTime ~ == [info & = = "o §
0.000596000 105.07959400G) ' 192.168.5. 192,168, 5,11 TCP 62 105. 079594000
105 1

1! 5.11 o : 1

1
1
1
1!

1 [
4.311305000 o 116.127052000 win=64240 Len=0 MsS
T 7 G . 5 T & o Ack=l -

n=0

il |

T ETTET e IT, ST VAT Emaa T T T E T T IRy U T VWA B O T B
® Internet Protocol Version 4, Src: 192.168.5.11 (192.168.5.11), Dst: 192.168.5.22 (192.168.5.22)
= Transmission Control Protocol, Sre Port: edm-manager (34600, pst Port: optima-wnet (1051), seq: 1, Ack: 1, Len: O
Source port: edm-manager (34600
pestination port: optima-wnet (1051)
[stream index: 1]
sequence number: 1 (relative sequence number)
Acknowl edgment number: 1 (relative ack number)
Header Tlength: 20 bytes
Flags: 0x014 (RST, ACK)
window size walue: Q
[calculated window size: 0
[window size scaling factor: -2 (no window scaling used)]
hecksum: 0x9d05 [validation disabled]
[SEQ/ACK analysis]
= [Timestamps]
[Time since first frame in this TCP stream: 0.523678000 seconds]
[Time since previous frame in this TCP stream: 0.000058000 seconds]

0010 00 28 06 c8 00 00 B0 06 aB 96 <0 a8 05 0b <0 a8
0020 05 16 0cd 84 04 1b 00 00 00 00 58 00 1d ha 50 14
0030 00 00 9d 05 00 00

0000 00 Oc 2% 44 Ba 04 00 OC 2% aa /d 1e 08 00 45 00 JD.... J.1...E.

Lo

Figure 5.6: Scenario (2), Poison backdoor in the attacker side.

76



The important notes from this experiment are:
a) Each session contains the same number of packets.
b) All sessions are matched. For example, they have the same time

period between the segment, the same length of packets and the same

RTT.

3- Scenario (3):

When the victim host active, and the attacker host are offline.

N —

Whois the attacker L

The attacker

A5

S TERMDE

Figure 5.7: Scenario (3), the victim host active, and the attacker host are offline.

This scenario was shown in the experiments that run by using the backdoor attack
samples Njrat 604 and Bifrost. Figure 5.7 shows the backdoor tries to find the

distention host (the attacker), but the attacker is offline. There is no information or
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flow comes from the attacker. Figure 5.8 shows the capture packets by Wireshark

tool in the victim in this scenario.

/£ Nijrat 604 the attacker closed.prapng [Wireshark 1.10.3 (S¥N Rev 53022 from d -8 x|
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Figure 5.8: Scenario (3), the capture packets in the victim side.

The important notes from this experiment are:

a) There is only outgoing packets without ACKs. Therefore, in this case we

cannot use the RTT metric.

b) Each session contains the same number of packets.
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4- Scenario (4):

When the type of the backdoor attack use outgoing flow only such as the
Advanced Persistent Threat (APTs) backdoors, that
make only outbound connections (Welch, Pearson, Tierney, & Williams, 2012),
there is no incoming flow in this scenario. In fact, this type is very dangerous due to,
the default setting for most firewalls including Windows system firewall do not

monitor the outbound traffic, they only monitor inbound traffic (Sukwong, Kim, &

Hoe, 2011).
—— The attacker
Thewictim host | host

_._._._._._._.-._.-.-._.-)

-l--'—I-i-I-I-.-I---I—.-.-

-l-'-I-'I-I-i---l-l-'_l---

1 -l-'l'_'l'-i-l-'l-i-l-l-I—l---}

Figure 5.9: Scenario (4), the flow between the APT backdoor and the attacker

Figure 5.9 shows the flow between the backdoor and the attacker host. Figure 5.10

shows the capture packets by Wireshark tool in the victim side.
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Figure 5.10: Scenario (4), the backdoor use outgoing flow only

The important notes from this experiment are:

a) FEach session contains the same number of packets, (for this sample the outgoing

segments = 30 and the incoming segments =0).

b) All sessions are matched. For example, they have the same number of packets,

the same time period between the segment and the same length of packets.

c) Each session contains only outgoing packets without backs (ACKs).
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5- Scenario (5):
When, the victim and the attacker use one or more than an intermediate

server, they use indirect connection.

Intermediate server
whanw B09887 . .no-ip.biz

- ‘F.\
. ~
- . o™
.‘* !
“
\‘
— -
=y, The yictim The attacker
haost heist
AW | —~=

Figure 5.11 : Scenario (5), using the intermediate server

This scenario was shown in the experiment that run with the backdoor attack sample
(Xtreem) backdoor. Figure 5.11 shows the flow between the backdoor and the
intermediate server. We used 809887.no-ip.biz with real ip-address (175.144.93.33)
as an intermediate online server as shown in Figure 5.13. Figure 5.12 shows the

capture packets by Wireshark tool in the victim side.
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Figure 5.12 : Scenario (5), the capture packets in the victim side
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Figure 5.13: The information of the intermediate online server
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The important notes from this experiment are:
a) Each session contains the same number of packets.
b) All sessions are matched. For example, they have the same time period between
the segments and the same length of packets.

¢) There is no information about the real attacker.

5.3 Findings

From the analysis of the experimental results and the literature review, we arrived at

the following findings:

1- As mentioned in Chapter Two, specifically in Sections 2.3.5 and 2.3.6, the main
concept of the SSD approach is the match between incoming and outgoing
streams. However, in the backdoor situation, the backdoor repeats the connection
many times for the same specific port (Omar et al.,, 2013). The activity of the
backdoor is repeated several times, and each conversation contains the same
amount of data that occurs within the same period of time. Therefore, the
outgoing packets for the backdoor should be matched as shown in Figure 5.14

and 5.15.
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Activity: [ Netwark activity -

Metwaork activity graph

The activity of the backdoor is repeated several times.

Figure 5.14 : The activity graph of the backdoor

2- Regarding (1), to detect the backdoor attack in all scenarios, we need only to

compare the two outgoing repeated packets, which use the same port and are

headed to the same destination. If they match, then their source is a backdoor

attack. Otherwise, the source is clean. In other words, we have only to match the

outgoing packets to detect the backdoor attack.

incoming (n to i) outgoing(n to i)
G of i Gi O GE
- - R —— -
m—1—1

ni—n:=n

Figure 5.15: The backdoor activity
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First, we used the RTT technique for the outgoing packets to detect the
matched packets as shown in Figure 5.16. The detection result ratio for the first five
samples was 100%. However, after more samples and more experiments, the

detection ratio result decreased to 80% for the ten samples.
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Figure 5.16: Backdoor detection based on the round trip time (RTT) technique

3- For scenario (3), when the host of the attacker is offline and for the scenario (4),
which uses only the outgoing packets, we cannot use the RTT to detect the
backdoor attack. This phenomenon is a result of the lack of acknowledgments
(ACKs) for the outgoing packets and the absence of an echo for the send packet.
In other words, no RTT exists as shown in Figure 5.17. These reasons also

explain why we have two undetected samples when we used the RTT technique.
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Figure 5.17: Backdoor’s scenario without round trip time

4- Usually, the metrics that can be used for the matching include the packet number,

the length of the packets, and RTT. However, we cannot use the RTT metric in all

scenarios as described above. We have to use the packet number and the length of

the packets. However, the study of (Yang & Lee, 2008) found , the lower bound

of the amount needed to evade this detection is small. Therefore, we have to

evade the session which has small number of packets (less than three packets) if it

does not continue repeat itself several times to evade the FPR (Wu & Huang,

2007).

The difference in the time between the time stamp of the first segment of the first

matched session and the time stamp of the last segment of the second matched

session determines the time needed by this technique to detect the backdoor

attack. .
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From the findings above, the final design that can be used to detect the
backdoor attack based on stepping stone approach concepts, where the matching

between two sessions occurs, involves the following concepts:

1. Both sessions use the same port.

2. Both sessions are headed to the same destination.

3. Both sessions have the same number of packets.

4. Each packet in the first session has the same length of the corresponding
packet (the same sequence) in the second session.

5. The session should be repeated several times if the number of packets is less

than three packets to evade the FPR that may be caused by Scenario 2.

For the matching process, the metrics are the following: port number, destination

address, number of packets, and the length for each packet, in addition to “who sent

these packets,” which may be backdoor software.
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Figure 5.18: Detection Backdoor Attack Technique Based on Stepping Stone Approach
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To determine the FNR, we captured the packets many times when the
connection is clean, such as the use of trusted software like Internet Explorer, Yahoo
Messenger, Whitesmoke, Skype, and Smart VoIP software. Furthermore, to evaluate
the capability of the proposed approach, the results of the SSD technique and those

of more than 45 IDS and antivirus programs were compared using Virustotal service

5.4 Results and Evaluation

The proposed method is very fast compared with other antivirus systems and
IDS as shown in Figures 5.20, 5.21 and 5.22. Furthermore, most of the backdoor
attacks detected by the proposed technique were not detected by the said antivirus
systems or IDS as shown in Figures 4.5, 4.6 and 5.19.

In general, this technique has a high accuracy. In this study, the technique
yielded a ratio of 100% in detecting the backdoor samples used. Table 5.1 shows the
detection ratio results of the ten samples while the Table 5.4 shows the detection
ratio results for four unique backdoors and Table 5.3 shows the TPR and FPR rates

for ten known backdoors.
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Figure 5.19: Virustotal detection result for the known samples

Table 5.1: The detection ratio result for the known backdoors

Backdoor samples Virustotal Detection ratio SSD Detection ratio

Bifrost un_pack 10747 11
Bozokl1.1 11/47 /1
Coftfin Of Evil-Server 9/47 /1
Cyper-GAT 11/47 1/1
njrat041 9/47 1/1
Poison 6/47 1/1
SpY-NeT v2.6 7/46 1/1
SubSeven v2.1R 8/47 1/1
Sub7old.exe 12/47 1/1

XtremeRAT server 9/47 1/1

Total Ratio (average = 9.2/47 =19.57%) 100%
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Table 5.2: The initail values for the detection result for 10 samples

METHOD FP FN TP TN P N

Antivirus and IDS
(average) 0 8.042 1.95 5 10 5

SSD 0 0 10 5 10 5

According to the equations in Chapter Three, Section 3.7

Table 5.3: TPR and FPR for the 10 known backdoors

METHOD TPR FPR ACC PPV NPV BER

Antivirus and IDS  %19.57 0% %46.38 100% %38.33 %40.21

SSD 100% 0% 100% 100% 100% 0%

According to the equations in Chapter Three, Section 3.7

Table 5.4: The detection ratio result for the unique samples

Backdoor unique Virustotal Detection ratio SSD Detection ratio

samples NO

4 0% 100%
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For the speed (scan process time), the time used by Avira, Avast, and Eset
Smart Security antivirus tools and that by the SSD technique are compared. For
example, Avira antivirus needs 06:14:07 hours to complete the scan process as
shown in Figure 5.20, and Eset Smart Security needs 05:56:42 hours to complete the
scan process as shown in figure 5.21. By contrast, 20.29 Seconds is required by the

SSD technique in detecting the samples, as described in Section 5.3 No as shown in

Figure 5.22.
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Figure 5.20: Avira Antivirus Scan Process Time
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CHAPTER SIX
CONCLUSION AND FUTURE WORK

6.1 Conclusion

This research considered the using of Stepping Stone Detection (SSD)
approach in detecting backdoor attack to enhance the speed and accuracy of the
detection and to reduce the huge storage resources used by traditional antivirus tools.
The study clearly showed how the backdoor problem can be detected using the SSD
approach and justified which SDD technique is the suitable solution to the backdoor
attack problem. Furthermore, this research illustrated how the SSD approach has
been developed to overcome the backdoor attack problem and displayed how the
capability of the proposed SSD approach can be evaluated by a well-planned
experiment.

Moreover, this study also illustrated why choosing a host-based architecture
remains the best option. Furthermore, it justified why a new approach has to be
proposed when various other approaches exist, such as eht signature-based and
anomaly-based detection approaches. As a result, this research proved that when the
SSD approach is used, one gains a very high true positive with very low false

negative rates.
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6.2 Research Contributions

The contributions for this research include the following: first, the technique
developed reduces the scan process time. The fast detection of the SSD approach
makes backdoor detection faster and, at the same time, reduces the detection time.
Therefore, the time gap between detection and response is reduced. Second, the
technique enhances the accuracy of backdoor attack detection. This research uses an
SSD-based technique that is in turn based on the use of interactive connections. As
such, the technique is capable of detecting all backdoor types, which cannot be
detected by traditional antivirus tools, either known or unknown, even when the
backdoor is encrypted. Third, this technique reduces the huge storage resources used
by traditional antivirus tools. Fourth, this research expands the field by extending the
use of SSD-based techniques, which formerly have been used only in SSD-based
environments, in backdoor environments. Last, this research provides new samples

and collection of dataset that will be available online for researchers in the field.

6.3 Future Work
In future work, we can enhance the performance of this technique by using
more samples. Moreover, the SSD theory remains to be developed alongside an

integrated system to detect most of the threats to network security, such as spam and

proxy.
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