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Abstract

Network intruders usually use a series of hosts (stepping stones) to conceal
the tracks of their intrusion in the network. This type of intrusion can be detected
through an approach called Stepping Stone Detection (SSD). In the past years, SSD
was confined to the detection of only this type of intrusion. In this dissertation, we
consider the use of SSD concepts in the field of backdoor attack detection. The
application of SSD in this field results in many advantages. First, the use of SSD
makes the backdoor attack detection and the scan process time faster. Second, this
technique detects all types of backdoor attack, both known and unknown, even if the
backdoor attack is encrypted. Third, this technique reduces the large storage
resources used by traditional antivirus tools in detecting backdoor attacks. This study
contributes to the field by extending the application of SSD-based techniques, which
are usually used in SSD-based environments only, into backdoor attack detection
environments. Through an experiment, the accuracy of SSD-based backdoor attack

detection is shown as very high.

Keywords: Stepping stone, stepping stone detection, backdoor, hacker, intrusion

il



Acknowledgement

“In the name of Allah the Most Beneficent and Most Merciful”

All praises and thanks to the Almighty, Allah (SWT), who helps me to finish
this dissertation. Allah gives me the opportunity, strength and the ability to complete
my study for Master degree after a long time of continuous work. No volume of
words is enough to express my gratitude towards my supervisor, Dr. Mohd Nizam
Omar, who has been very concerned and gave me many interesting, valuable and
sincere feedbacks throughout his supervision. Indeed, I found in his experience the
main reference of my research, I greatly benefited from his detailed comments and
insights that helped me clarify ideas in “Backdoor Attack Detection Based on
Stepping Stone Detection Approach”.

I sincerely thanks to my evaluators, Dr. Shahrudin bin Awang Nor and Dr.
Ahmad Suki Bin Che Mohamed Arif, and thanks to Dr. Mohd. Hasbullah bin Omar,
Prof. Madya Dr. Faudziah Bt Ahmad, Dr. Nooraini Binti Yusoff, and other
committee members, for graciously reviewing this work and giving valuable
suggestion and comments on my work. [ would also like to say a big thanks to all
UUM lecturers and staff members at the School of Computing who were kind
enough to give me their precious time and assistance, without which I would not
have been able to complete this Master’s dissertation. I am indebted and thankful to
all Malaysian people who are very friendly and make us' feel that we are not
strangers in Malaysia. Last but not least, the words cannot express my gratitude to
my family, especially my mother, my dear brothers Salam, Hamid and Wissam, my
sisters, my faithful wife, my sons Ahmed and Murtdha and my five daughters, Duha,
Saja, Nor, Tbark and Baneen. Words cannot describe their constant love, care,
concern, patience, throughout the two years of my study abroad. I'm forever
thankful, grateful, and indebted to them. I dedicate the accomplishment of this
dissertation to my father, may Allah bless him!, my affectionate mother, and to the
twin of my spirit, my wife.

“Thank you UUM”

il



TABLE OF CONTENTS

PERMISSION TO USE i
ABSTRACT ii
ACKNOWLEDGEMENT iii
TABLE OF CONTENTS iv
CHAPTER ONE INTRODUCTION 1
L1 INEEOAUCLION .ottt st sbe bbb 1
1.2 Research Background ............ooeeviiiiiniiiieniieieeeeecee e 2
1.3 Problem Statement ............ccueviiiiiiiiieieieeeeteeeee e 4
1.4 ReSearch QUESHION. ........cccuiiiuiieiiecieceiie ettt ettt ettt eeaaeeaeeeaeeeaeeneeens 5
1.5 ReSCAICH ODJ@CHIVES .. veivreiieiiieiiesteeeiestiesesteeteeseesssasseseesaessaesseeseenseesaessassessesssessessees 5
1.6 SoUpE... ... ... ... .. B ... BN B . ................ 6
1.7 Significance of the Research ........cc....ccooeriiiiiiiiiiei ettt 6
1.8 Yimimerkldry . /o). ... ... ... . . ... 7
CHAPTER TWO LITERATURE REVIEW 8
2.1 TNEFOAUCHION .ottt ettt sbe bbb aeenes 8
2.2 TeIMINOIOZY ..eevvivieieeeieiieiesie e et ete et e e et este et e sseeseesseessessaessesseenseessensasssesseensesseensas 9
2.2.1 Network Security Terminology ......cccocvevvereeiierieienieieeeeieeee e 9
2.2.2 SSD TermiNOIOZY .....ceverueeuiiiieiienieeierteie ettt ettt st saee s eanens 13

2.3 BackdOoOor AttacCK.......ccueoiiiiiiieieieieeeecc e 15
2.3.1 Types 0f BaCKAOOTS .......c.cccueviieieiieieseeieetee ettt 15
2.3.2 Authors and Users of Backdoors ..........coooueveiirieninienceeeeeeeee 17
2.3.3 BackdOOr DELECIOTS ....c.veviiiiiiirieieieiesieee ettt 18
2.3.4 Recent Backdoor's Detection Approaches and Related Works................... 22

2.4 SEEPPING STONEC.....ueiuienienieieieietete ettt ettt sttt sbe bbb b be b sbe b 24
2.4.1 Stepping Stone Chain .......cccooiiiiiiiiiiiieeeeeeee e 24
2.4.2 SSD APPIOACH ..ottt sttt 24
2.4.3 SSD Evolution and Related WOtk ........ccccooevinininininnnncneeee, 26
2.4.3.1 The Past Of SSD .....couoiiiiiieeeeeeeeee e 26



2.4.3.2 Current SSD ...ooiiiiiiiiiiciecctee e 27

2.4.3.3 FUUIE SSD ..ottt 30

2.4.3.4 Emerging Fields for Application of SSD .......cccoceiinininincnicncnnns 31

2.4.4 SSD ISSUELS....cveteiiieietetetesteete ettt 31
2.4.4.1 Interactive and Non interactive CONNECtion ...........cceeevverereeruennene 31

2.4.4.2 Positive and Negative FalSe ........cccevievievieiienieiicieeceeeeeeeeine 33

2.4.4.3 Passive and Active Detection........cccceuevvererenenenenenenesesesesene 33

2.4.4.4 SDD Matching CONCEPLS......ccvevververierieieierieieeieeieeteete et sreeaens 34

2.4.5 SSD TeChNIQUES....cccuieuieiieiieiieitesie ettt ettt nbeeaeens 36
2.4.6 SSD MOMEIS ..ottt 40
2.4.6.1 HSSD MOdEI......couiieieiiieiieieieieeeeeee e 41

2.4.6.2 NSSD MOdeL: ..ottt 42

2.5 SSD and BackdOor .........cc.coiiiiiiiiiiiciieiecceeceeee e 45
2.0 SUINIMIATY . cutiiieneeeneeeesimensseeeeseen asussn e esssbas s seseensesuaasseessesaasus st entensee saaagensesseensesseens 47
CHAPTER THREE RESEARCH METHODOLOGY 48
3.1 IntfodS DN .|| S ....... B .. NN ... . B W B ... 48
3.2 Operational FrameWOTK .....coceciiiiiiiieieciesterie s beetee e e ssaen et sae s 48
3.3 ROSEATOMMBIBTON. /... ¢ g 8 sty s B B B Bl vag o~ Bl o B g s B s ooveensessannns 50
3.4 Subject and Information SOUICES ........ccecevuiiririiiniiiiccec e 51
3.5 Experimental Process and Data Gathering ...........ccccoeceevevevinineneneneneeeeeeen 52
3.6 Data ANALYSIS .vieveriieieiieieeiieieetee ettt et e e reeaeeneenee 52
3.7 EVATUALION ...ttt ettt 53
3.8 TOOLS ettt 54
CHAPTER FOUR SAMPLING AND EXPERIMENTAL SETUP.........ccucu... 55
A1 SAMPIINE ettt ettt ettt e b e s e et saeeseeneens 55
4.2 Materials and EXperiment SETUP .......ccceoieierieiiesieieeiesieeeesie et seeesnens 62
4.3 Challenges and SOIULIONS........ccueeieruieieriieierteesieeeeste et e e ee e ae e essessaessesssensesseens 65
4.4 EXPEIIMENE STEPS .oeuvieurerrieieirieieniieteetesteetesteesesseesesseesesssesseessesseessessesnsessesssenssens 68
4.5 SUMIMATY ..eoutiiiiieiiieite ettt ettt e st et e et e st e et e e ttesateesbeeseesstesnseenseesssesseenseesasenns 70



CHAPTER FIVE RESEARCH FINDINGS AND DISCUSSION......cccceeuvsueennene 71

5.1 TNETOAUCTION ettt e e e e e ee e eeeaeeeeeeeeeseseaaeeeeesesesannneeeeeeeeeenas 71
5.2 Data ANALYSIS c.veeireriiiieeiieieeiiete ettt ettt te et reenteeneenes 71
5.3 FINAINES «veteiiitiiciietee ettt ettt ettt st b et 83
5.4 Results and EvalUation......coceeeeeeeeeeeeeeeeeeeeeee e e e e e e e eeeeeeeeeeeessesseeaeeeeeeaeeas 89
CHAPTER SIX CONCLUSION AND FUTURE WORK 94
6.1 CONCIUSION .ot e e e e e ee e e e eeeeeeaaa s aeeeeeesesaaaaneeeenaeeeeean 94
6.2 ReSEATCH CONIIIDULIONS .....eeeeeeeeeeee e e e e eeeeeeeeeeeeeeeeeeeeeeeassseeeeaeeseeeas 95
0.3 FULUIE WOTK ..ottt et e e e e e e e e e e eeeesseessssaaaeeeeeseeas 95
REFERENCES 96
PUBLICATIONS 101

Vi



Table 2.1:

Table 2.2:

Table 2.3:

Table 2.4:

Table 3.1:

Table 5.1:

Table 5.2:

Table 5.3:

Table 5.4:

LIST OF TABLES

Signature-based and Anomaly-based Characteristics ..........ccecevererueruennens 21
Prior Works for Stepping Stone Detection Approach...........cccoeevueruennenee. 29
Characteristics 0of SSD TeChniques .......c.cccevueeierieecierieeceeeeee e 38
Characteristics 0f SSD MOdelS......cc.ccuveirerieiniiiincieeeee e 44
The relation between attributes and variables ........c..cccoceveeeveneenineennene. 50
The detection ratio result for the known backdoors.........c.ccceeerinenennne. 90
The initail values for the detection result for 10 samples ............cceeneeeee. 91
TPR and FPR for the 10 known backdoors ..........ccccocevenenincncnncncnene. 91
The detection ratio result for the unique samples..........ccccccocvevveveevennenen. 91

vii



LIST OF FIGURES

Figure 1.1: Stepping Stones Chain INtrusion .........ccceecvereecienieriesienieeieeeieseeeee e 3
Figure 2.1: The Layer in the TCP/IP model and OSI model...........cccceceevvineinenneee. 10
Figure 2.2 : TCP packet StIUCLUIE ......c.cvueieuirieiriiieieienieiceeeeee ettt 10
Figure 2.3: TP header StrUCIUTE .......cc.oiueiieiiiiiieieeee e 11
Figure 2.4: Stepping Stone Connection Chain ..........ccceeeveviiecieniecieniienecieseeeeieeene 13
Figure 2.5: Organization of backdoor detection...........ccceevveiveiveniiineneinccee, 20
Figure 2.6: One-to-one relationship ........ccccoeveveriinenininencnccceneneseneneane 34
Figure 2.7: One-to-many relationShip .......cccceceeiecieniecienieseeeseee e 35
Figure 2.8: Many-to-many relationship .......ccceeeevieeieriisienieeseeieseeee e 35
Figure 2.9: General Classification of SSD ......c.ccccooiiininininecee 40
Figure 2.10: SSD Host-based model design..........ccccoeverereninenininncncncncncncne 41
Figure 2:11: SSD Network-based model design ......c.c......ooviiieinininiiiiiiinceeene 42
Figure 2.12: Backdoor Attack Traffic.......ccoioiiiiiiiiiiesi e 45
Figure 3.1: Operational Framework ..........ccoce.ooiiiininiiniiint e 49
Figure 3.2: The relationship between variables and attributes............c.coeenenenenen. 51
Figure 4.1: The interface of Spy Net Client’s SOftWare .......c.coveueeverieinueincnicneeennene. 56
Figure 4.2 : The interface of Sub7 Gold client’s software.......c..ccccceveerenvcncnencnnee. 57
Figure 4.3: The tools that can be used to encrypt and make new samples................. 58
Figure 4.4: The interface to one of the encryption toolS........c.cccvecvevievienieciencierieenne 59
Figure 4.5: Test result for the sample UUM_Backdoor before the encryption......... 60
Figure 4.6: Test result for the sample (UUM_Backdoor) after the encryption......... 60
Figure 4.7: Eset Smart Security 6 test result for the sample after the encryption. ....61
Figure 4.8: Network Topology used for Offline Design testbed...........ccecvervenennenn. 63
Figure 4.9: Backdoor’s client (attacker) software that used offline design............... 63
Figure 4.10: Network Topology used for Online Design testbed .........ccccocevenenenen. 64
Figure 4.11:UUM __ Backdoor in virtual machine software (VMware) environment 65
Figure 4.12: UUM_ Backdoor in real environment ............cceceeuevuevenenenenenesenennns 66
Figure 4.13: Virtual Machine software environment...........c..coceeeverenenencncncnennens 67
Figure 4.14: System restore method in Virtual Machine software ..........c.ccocceenuencne 67

viii



Figure 4.15: Eset Smart Security 6 t0Ol ProCess. .....cccceverierierierienerierieeereeeeeeie e 68

Figure 4.16: Using Wireshark tool to capture the network packets.......c..ccccocevenenncne 69
Figure 5.1 : Scenario (1), the flow between the backdoor and the attacker ............... 73
Figure 5.2 : Scenario (1), the capture packets in the victim side ..........ceceeererinenene 73
Figure 5.3: Scenario (1), the capture packets in the attacker side.........c.cccceeerennenen. 74

Figure 5.4: Scenario (2), flow between the backdoor and the host of the attacker ... 75
Figure 5.5: Scenario (2), Poison backdoor in the victim side..........ccceververiinveniennenne 76
Figure 5.6: Scenario (2), Poison backdoor in the attacker side. ..........cccoeceverirennenen. 76
Figure 5.7: Scenario (3), the victim host is active and the attacker host is offline ... 77
Figure 5.8: Scenario (3), the capture packets in the victim side. ........c.ccevverveienenne 78
Figure 5.9: Scenario (4), the flow between the APT backdoor and the attacker....... 79

Figure 5.10: Scenario (4), the backdoor use outgoing flow only ........ccccecvevvevveienenn. 80
Figure 5.11 : Scenario (5), using the intermediate SETVer.........ocevevierieriesieneeniennane 81
Figure 5.12 : Scenario (5), the capture packets in the victim side ........ccoveerererernennen. 82
Figure 5.13: The information of the intermediate online SErver ........c.ccocecueeueruennne. 82
Figure 5.14 : The activity graph of the backdoor .......ccc....oovveiiiiiiiiiniciiieeeee 84
Figure 5.15: The backdoor aCtIVILY ..........c..oiirerininiicniccsesit st 84

Figure 5.16: Backdoor detection based on the round trip time (RTT) technique .....85
Figure 5:17: Backdoor’s scenario without round trip time..........co.tveeeverivcncnceneneene. 86

Figure 5.18: Detection Backdoor Technique Based on Stepping Stone Approach ..88

Figure 5.19: The detection result for the known samples..........ccccoceveiininincnnennen. 90
Figure 5.20: Avira Antivirus Scan Process TIMe........ccccocevevenencncncnenencncncnennens 92
Figure 5.21: Eset Smart Security 7 Scan Process TIMe.......c.ccoceeevevenencncnicncnennns 93
Figure 5.22: SSD Detection TIMe .......cceccueruieierieiienieieeiesreeeesie e see e seeesaesseesaessnens 93

1X



LIST OF APPENDICES

Appendix A The Snapshots to SSD ReSUlts........coooeiiiiiiiiiieiiieee e

Appendix B The Snapshots to Antivirus and IDS Results ...........cccoeeiiiiniiiiniieiiiieeee



CHAPTER ONE
INTRODUCTION

1.1 Introduction

Network applications are an important part of our daily lives. We cannot
dispense with the use of these networks. At the same time, security attacks have been
dramatically increasing. Security attacks come from users who do not have
authorization to access the network and use the software. Most of the time, an
unauthorized access is run by using a special malicious software called “malware.”

In the last ten years, malware attacks have become a common crime story
online. Nowadays, well-known threats, including viruses, worms, trojans, backdoors,
exploits, password stealers, and spyware, have reached millions, and among these
threats, the backdoor attack has a high rate of intrusion across global networks
around the world (Microsoft, 2012).

The backdoor attack is a hidden technique used to gain remote access to a
machine or another system without authentication. It was a major threat in recent
years and is one of the threats that cause serious concerns because the outbound it
generates consists of several types of packages and exerts dangerous control over a
range of hosts (B. Choi & Cho, 2012). As such, detecting backdoors has become an

urgent demand today.
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