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Abstrak

Dengan permintaan yang semakin meningkat untuk sistem Pengenalpastian Frequensi
Radio (RFID), terdapat keperluan untuk merekabentuk protokol pengesahan
Pengenalpastian Frequensi Radio Ultra-ringan supaya ianya menjadi lebih serasi
dengan sistem dan juga mampu bertahan terhadap kemungkinan serangan.
Walaubagaimana pun, protokol pengesahan Pengenalpastian Frequensi Radio Ultra-
ringan yang sedia ada amat terdedah kepada pelbagai serangan. Oleh itu, kajian ini
adalah sebagai satu usaha untuk meningkatkan keselamatan protokol Kerahsiaan
Teguh, Integriti, dan Pengesahan (RCIA) terutama yang berkaitan dengan isu-isu
privasi. Dalam protokol RCIA, nilai IDs dihantar melalui pembaca dan tag sebagai nilai
malar. Nilai malar ini membolehkan penyerang untuk mengesan lokasi tag yang
akhirnya menceroboh privasi pengguna. Dalam wusaha untuk meningkatkan
keselamatan protokol RCIA, teknik Penjanaan Nombor Rawak (RNG) telah digunakan.
Teknik ini bergantung kepada penjanaan nombor rawak di bahagian sebelah tag,
menggunakan operasi Bitwise. Idea teknik ini adalah untuk menukar IDs tag pada setiap
sesi pertanyaan supaya ia tidak akan kekal sebagai nilai malar. Pelaksanaan
penambahbaikkan RCIA telah dilaksanakan dengan menggunakan teknik simulasi.
Teknik simulasi ini menyediakan keupayaan untuk membandingkan operasi protokol
RCIA sedia ada dengan inovasi RCIA yang baru. Hasilnya menunjukkan bahawa
inovasi RCIA terbukti mampu mengatasi keupayaan sistem keselamatan yang sedia
ada.

Kata kunci: RFID, ultra-ringan, protocol, nombor rawak, kemungkinan serangan



Abstract

With the growing demand for low-cost Radio Frequency Identification (RFID) system,
there is a necessity to design RFID ultra-lightweight authentication protocols to be
compatible with the system and also resistant against possible attacks. However, the
existing ultra-lightweight authentication protocols are susceptible to wide range of
attacks. This study is an attempt to enhance the security of Robust Confidentiality,
Integrity, and Authentication (RCIA) ultra-lightweight authentication protocols
especially with regard to privacy issue. In the RCIA protocol, IDs value is sent between
reader and tag as a constant value. The constant value will enable attacker to trace the
location of the tag which violates the privacy users. In order to enhance the security of
RCIA protocol, Random Number Generator (RNG) technique has been used. This
technique relies on generating random numbers in the tag side, based on Bitwise
operations. The idea of this technique is to change the IDs of a tag on every query
session so that it will not stay as a constant value. The implementation of Enhanced
RCIA has been conducted by using a simulation. The simulation provided the ability to
show that the operations of RCIA protocol as to compare with the enhanced RCIA. The
outcome shows that the enhanced RCIA outperforms existing one in terms of privacy.

Keywords: RFID, ultra-lightweight, protocol, random number, traceability attack.
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CHAPTER ONE
INTRODUCTION

1.1. Introduction

This chapter will involve studying the background of Radio Frequency
Identification (RFID) technology, additionally, the topics that will be covered are
statement of the problem, research questions, research objectives, significance of

research, and scope of the study.

1.2 Background of RFID. Technology

The evolution of technology has contributed in reducing the gap between the
physical and digital worlds [1]. One manifestation of this convergence is emerging a
new technology that helps to identify objects automatically without the need for human
intervention. This technology, called Automatic Identification and Data Capture
(AIDC) or also known as "Auto-ID." This technology includes RFID, bar codes,
magnetic stripes, Optical Character Recognition (OCR), voice recognition, biometrics,
and smart cards. One of the most important relatively recent additions to Auto-1D
technologies is RFID Technology. RFID is a communications technology that depends

on radio waves to collect data automatically without the need for contact [2].

The origins of RFID technology dating back to the 19" century, which was during
the Second World War when British Royal Air Force deployed "identify friend or foe"
(IFF) system. This system was the first usage of RFID technology, which helped in

distinguishing between the enemy and friendly aircraft [3]. In 1973, Mario Cardullo

1
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5.6. Conclusion

This study aimed to enhance the security of RCIA ultra-lightweight authentication
protocol. This objective has achieved by adopting random number generator (RNG)
technique. The RNG produced based on XOR-Shift* algorithm and used to provide a
variable values for IDs. The RNG technique helped in preventing a traceability attack

and as a result, solves a privacy issue.

The implementation of RNG technique has been conducted by using simulation
technique. In order to provide a comparison between RCIA and enhanced RCIA, the
simulation included simulating the operations of both protocols. Furthermore, the
simulation used to evaluate the enhanced RCIA. The result of simulated enhanced
RCIA, showed that the RNG technique has successfully prevented the traceability

attack.

5.7. Summary

This chapter has presented the overall discussion of the study. Along the
discussion was done, the objectives of the study was also addressed to indicate that all
were successfully carried out. Also included in this chapter was the contribution of this
study. This chapter end with a highlight on future work as well some a brief conclusion

to end the chapter.
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