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Abstrak

Perangkaian Bertumpuan Maklumat (ICN) adalah senibina Internet masa hadapan
yang dominan. Dalam ICN, item kandungan disimpan seketika oleh nod-nod rangka-
ian seperti penghala. Apabila memori penghala penuh dan tiada lagi ruang untuk kan-
dungan yang baharu tiba, kandungan yang disimpan akan dikeluarkan untuk menan-
gani saiz ruang simpanan penghala yang terhad. Oleh yang demikian, adalah pent-
ing untuk membangunkan satu strategi penyimpanan yang berkesan bagi menyimpan
kandungan popular untuk jangka masa yang lebih lama. Kajian ini mencadangkan satu
strategi penyimpanan yang baharu, dinamakan Penyimpanan Lentur Berdasarkan Pop-
ulariti (FlexPop) bagi penyimpanan kandungan popular. FlexPop mengandungi dua
mekanisme iaitu Mekanisme Penempatan Kandungan (CPM) yang bertanggungjawab
untuk penyimpanan kandungan dan Mekanisme Pengusiran Kandungan (CEM) yang
menangani pengusiran kandungan apabila simpanan penghala penuh dan tiada lagi ru-
ang untuk kandungan yang baharu tiba. Kedua-dua mekanisme ini disahkan melalui
Teori Set Kabur, mengikut Kaedah Penyelidikan Reka Bentuk (DRM) yang digu-
nakan dalam penyelidikan ini bagi memastikan kerapian kerja serta keboleh-ulangan
di bawah keadaan setanding. Prestasi FlexPop dinilai menggunakan simulasi dan ke-
mudiannya dibandingkan dengan keputusan bagi strategi-strategi Tinggalan Salinan
Merata (LCE), ProbCache serta strategi Kandungan Paling Popular (MPC). Keputu-
san kajian menunjukkan bahawa strategi FlexPop melebihi jangkuan strategi LCE,
ProbCache dan MPC dari segi kadar sasar simpan, kelewahan, kelengahan perole-
han semula kandungan, penggunaan memori dan regangan, yang merupakan metrik-
metrik penting (dalam kebanyakan kajian) untuk tujuan penilaian penyimpanan ICN.
Hasil yang dipamerkan dalam kajian ini adalah penting untuk membolehkan FlexPop
diterima oleh pengguna kerana dengannya mereka mampu menentusahkan prestasi
ICN sebelum memilih strategi penyimpanan yang sesuai. Justeru, FlexPop berpotensi
dalam penggunaan ICN untuk Internet masa hadapan umpamanya bagi pengerahan
teknologi IoT.

Kata kunci: Perangkaian bertumpuan maklumat, Internet masa hadapan, FlexPop,
Penempatan kandungan, Pengusiran kandungan



Abstract

Information-Centric Networking (ICN) is the dominant architecture for the future In-
ternet. In ICN, the content items are stored temporarily in network nodes such as
routers. When the memory of routers becomes full and there is no room for a new
arriving content, the stored contents are evicted to cope with the limited cache size of
the routers. Therefore, it is crucial to develop an effective caching strategy for keep-
ing popular contents for a longer period of time. This study proposes a new caching
strategy, named Flexible Popularity-based Caching (FlexPop) for storing popular con-
tents. The FlexPop comprises two mechanisms, i.e., Content Placement Mechanism
(CPM), which is responsible for content caching, and Content Eviction Mechanism
(CEM) that deals with content eviction when the router cache is full and there is no
space for the new incoming content. Both mechanisms are validated using Fuzzy Set
Theory, following the Design Research Methodology (DRM) to manifest that the re-
search is rigorous and repeatable under comparable conditions. The performance of
FlexPop is evaluated through simulations and the results are compared with those of
the Leave Copy Everywhere (LCE), ProbCache, and Most Popular Content (MPC)
strategies. The results show that the FlexPop strategy outperforms LCE, ProbCache,
and MPC with respect to cache hit rate, redundancy, content retrieval delay, memory
utilization, and stretch ratio, which are regarded as extremely important metrics (in
various studies) for the evaluation of ICN caching. The outcomes exhibited in this
study are noteworthy in terms of making FlexPop acceptable to users as they can ver-
ify the performance of ICN before selecting the right caching strategy. Thus FlexPop
has potential in the use of ICN for the future Internet such as in deployment of the loT
technology.

Keywords: Information-centric networking, Future Internet, FlexPop, Content place-
ment, Content eviction
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CHAPTER ONE
INTRODUCTION

The existing Internet was intended to address the correspondence demands of a period
when a communication network was required to share expensive and rare resources,
such as long distance communication links, peripherals, and mainframe computers
[1]. The main design rules of the Internet made it possible to connect new systems to
the Internet and allowed a remarkable development in its size. However, the inspiring
growth of the Internet has offered ascend to new requirements from the design, for
example, content dissemination, storage resources, quality of service, mobility, secu-
rity, scalability, and economics [2]. Moreover, due to its particular implementation
and end-to-end approach, the current Internet architecture has many limitations. For
example, a variety of add-on patches, such as Point-to-Point (P2P) overlays, Content
Delivery Networks (CDNs), Mobile IP, and Network Address Translation (NAT), that
were not part of the original design, all violate, in different manners, various features

of the initial Internet architecture 3.

Furthermore, the initial protocols and Internet architecture were designed expecting a
cooperative and acceptable environment, which is far away from practicality, where
lack of privacy and security threats, for example, phishing, Denial of Service (DoS)
attacks, and malware, have turned out to be progressively predominant [4]. It has been
recently perceived that information-centric usage of the Internet has gained popularity
as revealed by the majority being associated with it [S)]. This usage brings up a range
of design challenges, several of which were not successfully handled by the existing
architecture [6]. These challenges include information scarcity, security and liabil-
ity through controlled information distribution, tussle mediation through information

governance, and medium-independent information access.



Here, a question has been raised that whether the Internet needs a new clean-slate de-
sign method or we can keep “patching over patches,” [7]. Therefore, a research group
[8] has been formed to identify the impediments of the existing Internet and discuss
the major objectives and requirements of the future Internet architecture. In this situ-
ation, Information-Centric Networking (ICN) has turned into a favorable nominee for

the future Internet architecture.

1.1 Motivation

Network operators have been waiting for data tsunami since mid-1990s, which luckily
did not come, but due to exponential growth in the number of Internet users and in-
terest for multimedia applications, the alarm of data tsunami is returning [9, [10]. The
Cisco Visual Networking Index [[L1]] exhibits that the delivery of multimedia applica-
tions has become extremely popular on the Internet. Surprisingly by 2017, global 1P
traffic will be 110.3 exabytes per month or 1.3 zettabytes per year. The widespread
Internet multimedia traffic will reach 55 percent of all user Internet traffic, which was
51 percent in 201 1. In addition, digital devices created four zettabytes of data in 2013,
while it is predicted that the number of communicating devices will be three times
more than the world population by 2017. The aggregation of all kinds of videos, i.e.,
video on demand (VoD), Point to Point (P2P), and Television (TV) will be roughly
86 percent of the worldwide user traffic. Currently, 20.8 million messages are shared
every single minute only on WhatsApp which will cross 270 million by 2017 [12].
This evolution is more vividly depicted in Figure [I.1] which represents the number of

data and its type that is transferred in an Internet minute [[13]].

Figure [[.I]demonstrates a strong hold of how the present host-to-host Internet is over-
loaded with levels of popularity of information. As indicated by the most recent data

traffic and information sharing on the Internet in a minute [11} [13, [14], an approx-
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Figure 1.1. Internet in a Minute [13]]

imated more than 34.7 million messages are sent over the Internet. With user di-
versification tending towards multimedia applications, popularity of videos shared on
YouTube has recorded a stunning 138,889 hours of video viewed against an estimated
100 hours of videos uploaded every single minute. This makes up more than half of
the overall Internet traffic when YouTube and NETFLIX videos are collectively calcu-
lated. Furthermore, mobile traffic will reach 13 times more than the current traffic by
2017. With this data calculation, where it is noticeable that maximum shared/accessed
data is multimedia, it is worthy to dissociate host-centrism of data to an information-
centric paradigm. This may be easily manageable by flexibly placing caching nodes

in the network through ICN concepts.

According to the ICN Research Group (ICNRG) at the Internet Research Task Force
(IRTF) [8], data manipulation and distribution have been the business of the current
Internet. Therefore, it is indispensable to diminish the challenges causing threats to
the future Internet. Among the objectives of the ICNRG, the recent drafts [15, 16] in-
clude: the proposal and creation of scalable routing schemes, name resolution, cache

management, and performance evaluation of the ICN paradigm. These along other



challenges make ICN caching noticeable to conform with the recent drafts and recom-
mendations of ICNRG. Moreover, Google being utilized as one of the leading search
engines, received a maximum number of hits, i.e., 4.1 million searches in an Internet
minute [13]. Part of the motivation is that, when queries are served, a local caching
node may have a copy in its content store so that if a new request arrives for that con-
tent, it can be satisfied locally rather than forwarding to the main server. This approach
will increase content hit rate and reduce bandwidth utilization as well as content re-
trieval delay. In this case, ICN has gained such a popularity to be considered a vowing

nominee for the future Internet architecture.

1.1.1 Background of ICN Design

The configuration of ICN is one of the notable aftereffects of various global future
Internet research activities. The current Internet architecture depends on end-to-end
correspondence between hosts, which is called host-centric networking. Instead, the
growing demand for efficient and highly scalable distribution of contents (for ex-
ample, documents, videos, web pages, or other types of information) has motivated
the modification of architectures that concentrate on Named Data Objects (NDOs).
The architectures of ICN can influence multiparty correspondence through replica-
tion, in-network caching, and interaction models such as publish-subscribe to achieve
effective and consistent transmission of contents by providing a common platform
for communication services [[17]. The ICN approach is being investigated by various
research projects, including the US funded projects: Data Oriented Network Architec-
ture (DONA) [18]], Named Data Networking (NDN) [19], MobilityFirst [20], Content-
Centric Networking (CCN) [21]], and the European funded projects: Publish-Subscribe
Internet Routing Paradigm (PSIRP) [22]], 4WARD [23]][24], Publish-Subscribe Inter-
net Technology (PURSUIT) [25], CONVERGENCE [26]], Scalable & Adaptive In-

ternet soLutions (SAIL) [27], and COntent Mediator architecture for content-aware



Figure 1.2. ICN Communication Model: Adapted from [29]

nETworks (COMET) [28]. While the approaches of these projects differ concerning
their specific design, they share some architectural properties, objectives, and suppo-

sitions [[17].

Generally, the purpose is to create system models that are appropriate for content dis-
tribution and that better adapt to flash-crowd impacts, disruptions, and disconnections
in the communication service [29]. Communication is driven by recipients requesting

data objects. Senders publish the objects to make NDOs available to receivers.

In Figure [[.2] the network is divided into autonomous systems (AS), i.e., AS1 and
AS2, respectively. A node in AS2 has a genuine copy of content C, accessed by
a trusted User2 through a trusted connection. Another node in AS1 has a copy of
the same content, accessed through a suspicious connection. The figure has four

servers: S1, S2, S3, and S4. The network can assure the request with information
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from any node having a copy of the item, enabling application-independent and effec-
tive caching as a component of the system administration. This decoupling in time and
space between publisher and subscriber needs that data objects carry security metadata
for confirming the authenticity and integrity of the objects. The ICN research commu-
nity accepts that named data, rather than its physical location, is the key component
of routing in ICN. One of the leading proposals, CCN [30]], has entirely changed in-
formation transmission by sending content requests and receiving through name at the

network layer itself.

1.1.2 The Main Components of ICN

The ICN architecture, as shown in Figure [I.3] [31], is different from that of the IP
architecture. The existing Internet architecture follows a source-driven approach, i.e.,
a connection is established between the source and destination before any data transfer.
The main objective of ICN is to find, transfer, and distribute contents as opposed to the
reachability of end users and the establishment of conversation among them. In ICN,
the customer requests content without knowing the providing host, and the route is
established by the receiver to the customer, i.e., the communication follows a receiver-
driven approach and the data follows the reverse route. The system is then responsible
for mapping the requested data and its location. One of the applicable aspects of ICN
for providing efficiency is naming, i.e., content must be named such that it should be

independent of the node providing the content.

The most popular and leading property of ICN is caching, where the router can store
the content (for a time) passing through it (this storage depends on the cache size and
replacement strategy) and provide them to the requesting clients. In ICN caching, the
content is replicated through a caching strategy, therefore, the possibility of content

delivery to the end user(s) is increased. Generally, the content in ICN is requested by



Figure 1.3. An Information-Centric Network: Adapted from [31]

user(s) without having information of the providing host. This is based on the receiver-
driven approach, i.e., the path is established by the publisher to the subscriber and the
data is forwarded on the reverse path. Mapping between the requested content and its

location is then the responsibility of the network [31].

1.2 Problem Statement

The ICN network is intrinsically classified as a multi-stage caching system, where the
customers generate requests from geographically dispersed nodes and the caches are
physically located across the network. When a content item is requested from an inter-
mediate node, then if a router has a cached copy, the request is satisfied locally. This
leads to the design problems of effective caching strategies such as content placement
and best possible position of caches. In other words, a popularity-based caching strat-

egy is needed to improve the utilization of limited cache space and reduce the latency
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of user content requests. The latency of data request is smaller when more popular
contents are cached at the node which is closer to the requesting user(s). However,
due to the limited cache space, the nearest node is unable to cache all contents, thus
an efficient allocation/placement mechanism is required to cache contents at a suitable
location. Likewise, if the cache of a content store becomes full and a new content
arrives then the new content will replace the old one. Here a question arises that which
content will be evicted from the cache to accommodate the new arrived one. This
process takes some time to replace content from the cache, and hence leads to the
searching overhead during replacement process. Therefore, a content eviction mech-
anism is needed to evict the content and place it at some other location so that the
stretch ratio should be reduced and the content can be accessed (without extra delay)

if a new request arrives for that.

For that, a strategy named Leave Copy Everywhere (LCE) [30} 32] was proposed
which is also called the default-ICN strategy, where every router caches a copy of
content locally. In this strategy, due to redundant copies of the same content, at some
time, the caches of all network nodes become full and no space is left for the new
incoming content. As a result, the cache hit rate, which is one of the prominent metrics

in the evaluation of ICN performance, is drastically reduced.

To overcome the problems in LCE, i.e., to reduce redundancy and increase cache
hit rate, several researchers designed numerous caching strategies, for example,
popularity-based caching [33| 34, 135, 36, [37]], probabilistic caching [38, 39, 40, 41],
caching for bandwidth optimization [42, 43], caching for redundancy elimination
[44], caching for content distribution [45, 46, 47, 48], and some other useful ones
[49, 50, 51}, 152 153 [54, 155], 156, 157]]. However, the most dominant of them is the Most

Popular Content (MPC) [33] because it has performed better than many other strate-



gies [38].

Even though MPC outperforms some of the existing strategies [58]], it has some un-
desirable features, for example, it utilizes maximum memory when it shares its popu-
larity table with all neighbor routers. Actually, the contents are cached in the random
access memory (RAM), however, the available static random access memory (SRAM)
or dynamic random access memory (DRAM) are limited in the size. The DRAM,
which is a volatile memory and needs to be refreshed regularly [S9] is currently avail-
able in 10GB maximum [60, |61]. And the popularity table in MPC consists of all
incoming requests regardless of their popularity value, therefore can occupy maxi-
mum space in the memory. Moreover, if the memory of router becomes full and a
new content arrives, it does not have any policy for that but simply replaces one of the
cached contents by the new arrived one using Least Recently Used (LRU) policy. As
LRU replaces the content based on the access time, the replaced content may be very
popular and therefore the subsequent requests for the same content will be forwarded
to the server. In this way, extra content retrieval delay may occur and thus maximum

bandwidth is utilized.

1.3 Research Questions

In addressing ICN cache management, the following research questions were raised

up:

1. How to cache the requested content items in content store in order to increase
cache hit rate and reduce caching redundancy?

2. How to minimize memory consumption and stretch ratio during content place-
ment and eviction?

3. What is the impact of the proposed strategy on cache hit rate, redundancy, re-
9



trieval delay, memory consumption, and stretch ratio?

1.4 Research Objectives

The purpose of this research is to design a new cache management strategy to achieve
better performance in terms of cache hit rate, content retrieval delay, memory utiliza-
tion, and stretch ratio during content placement and eviction. This ambition can be

further elucidated by the following specific research objectives:

1. To design a popularity content placement mechanism using on-path caching to
improve caching gain and reduce both content delay and redundancy of the net-
work caching.

2. To develop a content eviction mechanism by exploiting request records for ef-
fective memory utilization and stretch ratio.

3. To evaluate performance of the proposed system using cache management
schemes and compare with the existing strategies in simulated network envi-

ronment.

1.5 Research Scope

The intention of this research is to propose a flexible caching strategy for ICN. More
specifically, the focus is on the design of mechanisms appropriate for increasing cache
hit rate and reducing path redundancy during content caching and eviction. In addition,
the proposed strategy, named Flexible Popularity-based caching (FlexPop), efficiently
utilizes memory in terms of convergence and retrieval delay of contents. Moreover, the
FlexPop strategy is designed to take into consideration the most demanding data, i.e.,
multimedia applications. Examples of multimedia applications, which are requested

and/or used by million of users everyday, are video-on-demand (VoD), distance learn-
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Figure 1.4. Scope of the Study

ing, patient monitoring systems, remote robotic agents, interactive games, and so on.
The scope of this research is presented in Figure [I[.4] In the given figure, the ICN
caching is divided into two parts, i.e., off-path caching and on-path caching. The pro-
posed caching strategy is designed for multimedia applications and comes under the

on-path caching.

1.6 Research Steps

In order to accomplish the main objectives of this research, the following fundamental

steps were performed:

1. Survey of the existing content placement and cache management strategies to
find out the ICN challenges and future research directions.
2. Propose the deterministic and consistent case scenarios of content generation

utilizing satisfactory statistical distribution.
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3. Explore the properties of Simple Additive Weighting (SAW) and its flexibility to
content placement.

4. Investigate the characteristics of Technique for Order Preference by Similarity
to Ideal Solution (TOPSIS) and its coherence to content eviction.

5. Comparative performance evaluation of the current ICN caching approaches and

the proposed FlexPop strategy to investigate their contributions and limitations.

1.7 Research Significance

This study aims to be significant for advancing and formalizing the ICN infrastruc-
ture. Moreover, the study will likewise be essentially useful in realizing the Internet
of Things (IoT) and Internet of Everything (IoE) due to the design that provides the
Internet ubiquity. The outcomes of this research will be used to assist content distribu-
tion on the Internet considering the significance in reliable data transfer that may lead
to a set of other applications required by users. If it is effectively investigated in other
network domains, for example, Grid computing and Cloud, the FlexPop strategy will
improve due date realization of the former in data transmission and enhance assurance
in the latter when the Infrastructure as a service (IaaS) and software as a service (SaaS)

among other services are utilized.

Caching affects the nature of high information reach-ability to end-users of the Inter-
net. The current impact of users demanding multimedia applications would mitigate
the problems of data flooding, packet loss, bandwidth utilization, and placement of
redundant contents in locations that are not needed. When the idea of ICN caching is
standardized, the entire ICN research community will benefit from its implementation

through:

1. Coming up with novel caching strategies in ICN that will enhance the manage-
12



ability through careful content placement in the cache of a content store.

2. Proposing new caching algorithms that can be used in ICN approach designs
with marginal configuration complexity.

3. Outlining and extending the suitable simulation tools by including the proposed

ideas through programming.

1.8 Research Contributions

In the context of ICN, for reliable data transfer and content dissemination, in-network
caching plays an important role. For this reason, numerous cache management strate-
gies have been proposed so far. But as ICN is the future of Internet and will probably
be implemented by 2020 [62], it is too early to decide that which caching strategy
fulfills the ICN requirements. Keeping in mind the basic ICN requirements, this thesis
proposes a cache management strategy for storing popular contents on the path from
publisher to subscriber. Following are the major significant points that are taken into

consideration in this research:

1. Efficient caching algorithm and mechanism that determine the network location
of caches. In other words, what content is worthy of caching and what is the suit-
able location of caches so that the network throughput is enhanced with regard
to cache hit rate, path redundancy, and content retrieval delay.

2. The design of a Content Placement Mechanism (CPM) that caches popular con-
tents for improving cache hit rate and reducing path redundancy as well as con-
tent retrieval delay. As described in Section the CPM stores contents at a
router which has the highest number of outgoing interfaces, therefore, most of
the content requests will pass through that router. Now, if a content is available
there, it is satisfied locally rather than forwarding to the publisher. Due to the

popularity of a content, maximum requests are expected for that and hence (apart
13



from improving cache hit rate and reducing content retrieval delay and redun-
dancy) sufficient bandwidth is saved if it is available locally in such a position
that maximum requests can go through it.

3. Suggestion of algorithm and mechanism for the supervision of routing processes
by persuading the forwarding of requested content to enhance the network per-
formance in terms of memory utilization and stretch.

4. The development of a Content Eviction Mechanism (CEM) for flexible content
eviction. The term flexible is suggested because unlike other replacement poli-
cies it does not delete the content but evicts from the router’s cache and stores
at another router which has the second number of highest interfaces in the net-
work. This mechanism efficiently utilizes memory and increases hop decrement
that in turn reduces stretch ratio. The default ICN strategy - LCE, caches every
incoming content at each node on the publisher to subscriber path and hence the

content stores of routers become full very rapidly.

In contrast, the CEM stores the evicted popular contents at another router having the
second maximum number of interfaces, therefore, the content request can be satisfied
locally and consequently the turn around time is minimized. Moreover, it increases
the hop decrement and reduces the stretch ratio because when the selected router has
many outgoing interfaces, the distance between that router and the subscriber must be
lesser than the distance between the subscriber and the publisher. In case the second
highest interfaced router fully utilizes memory then the third highest interfaced router

is chosen for caching and thus the contents get closer to the user(s).

Apart from contributions, the proposed strategy also has some limitations. For exam-
ple, it can perform well in the infrastructure-based (fixed) wireless networks, but as
the contents are cached at a node (router) which has the maximum number of outgo-
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ing interfaces, it can be difficult to specify such router in other ad hoc networks such

as vehicular ad hoc networks (VANETS).

1.9 Thesis Organization

This thesis is organized in six chapters according to the following chapter highlights:

Chapter One starts with the introduction of Information-Centric Networking (ICN)
and then discusses the importance of ICN architecture for the future Internet. After
that, a comprehensive overview of the thesis is presented with respect to the following
points: problem statement of the research, research questions, research objectives,

research scope, research steps, and significance of the research.

Chapter Two presents some ICN architectures followed by the importance of in-
network caching in ICN. Moreover, it gives a detailed explanation about the two
caching approaches, named off-path caching and on-path caching, and explores some

existing ICN caching strategies along with their contributions and limitations.

Chapter Three outlines the Design Research Methodology (DRM) as a framework for
this study and combines numerous approaches adopted to propose and implement the
FlexPop strategy. This chapter explains the following four stages of DRM in full detail:
Research Clarification (RC), Descriptive Study-I (DS-1), Prescriptive Study (PS), and
Descriptive Study-II (DSII). A diagrammatic representation of the conceptual model

for FlexPop is also given in this chapter.

Chapter Four is related to the modeling of FlexPop strategy and its two mechanisms
for content placement and eviction, named CPM and CEM, respectively. The chapter

discusses the design motivation of FlexPop along with its verification and validation.
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The chapter also describes two techniques of fuzzy set theory, based on Multiple At-

tribute Decision Making (MADM), called SAW and TOPSIS.

Chapter Five evaluates the performance of FlexPop and its comparison with the LCE,
ProbCache, and MPC through simulations. The simulation metrics for evaluation
are cache hit rate, path redundancy, content retrieval delay, memory utilization, and

stretch.

Chapter Six expresses the conclusion as well as the contributions and limitations of

the research work introduced in this thesis, and then suggests further directions for

future studies in line with some pivotal ICN research challenges.
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CHAPTER TWO
LITERATURE REVIEW

This chapter explores into greater detail the background and several important past
researches related to ICN caching, which would assist in defining the general frame-
work of this research. Some main ICN architectures are presented in Section [2.1] and
then in-network caching in ICN is discussed in Section[2.2] Section[2.3]presents some

existing cache management strategies along with their contributions and limitations.

2.1 ICN Architectures

Generally, in ICN a customer requests some content and a provider delivers it; the
network is responsible for the settlement of request and delivery. ICN architectures
consider a variety of design options relating to content name, location, and distribution.
This section presents the main idea of ICN architecture, which is based on the surveys

presented in [} 17, 31, 163]].

The Named Data Networking (NDN) [21] is a US based funded project that develops
the CCN architecture [64]. The workflow of CCN-based ICN approach is shown in
Figure [1]. Two different types of packets are used for communication in CCN,
i.e., INTEREST and DATA packets. To request content items, the subscribers send IN-
TEREST packets, which are received in the form of DATA packets, with both types of
packets carrying the name of the requested/responded content item. Content Routers
(CRs) then forward all packets hop-by-hop [65] maintaining three data structures: the
Forwarding Information Base (FIB), the Content Store (CS), and the Pending Interest
Table (PIT). The FIB is used to forward packets to the exact data source, the CS tem-
porarily caches the received data packets, and the PIT tracks a set of interfaces from

which pending INTEREST packets have been received. In simple words, it contains
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Figure 2.1. CCN-based ICN Architecture [1]]

the names of INTEREST packets for which DATA packets are expected.

In the given figure, the subscriber sends an INTEREST for the name
/aueb.gr/ai/new.htm (arrows 1-3). If entry with the exact name is found in the PIT,
the node discards this INTEREST and records the incoming interface to this PIT, suc-
cessfully developing a multicast tree for the content item. This packet is sent back to
the subscriber(s) in a hop-by-hop fashion, based on the status maintained in the PITs.
Especially, upon receiving a DATA packet, a router first caches the matching content
item in its CS and then performs a longest-prefix match on its PIT to trace an entry cor-
responding to the DATA packet. In case the PIT entry records more than one interface,
the DATA packet is duplicated, and hence multicast delivery is achieved. Eventually,

the router sends the DATA packet to these interfaces and deletes the entry from the
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PIT (arrows 4-6). If no matching entry is found in the PIT, the router simply discards

the DATA packet as a duplicate.

2.2 In-network Caching in ICN

Caching is one of the crucial components of ICN [66, |67]] which borrows its concept
from the current Internet presented in [68, 69, 70, [71} [72, 73, 74} [75]. In-network
caching is implicitly or explicitly studied in [[76, 77, 78,79} 180, 81} 82]. In this section,
the importance of cache management and the two approaches used for in-network

caching, i.e., off-path caching and on-path caching, are explored.

2.2.1 Cache Management

To store contents precisely, that may change in time, some improvements are needed in
traditional cache systems. One of the possible schemes to name these kinds of contents
is to save their names, regardless of the fact that the contents change. If, for example,
two routers store the content generated by two different sensors at different times,
the information stored at different locations may be inconsistent [[83]]. Therefore, it is
primarily important to deal with the outdated information. In this regard a time-stamp
field could contribute, but it is not the proper solution as decades of cache consistency

research revealed [84, 85, 186, 187, 188, 189, 90].

Cache management in the time of congestion is a challenging issue in ICN. Reliable
data delivery and flow control are usually viewed as considerably more of a challenge
in content-centric publish/subscribe approach, where the delivery of data is analogous
to multicasting [83]. ICN permits the network to provide content from any source
where it is placed (including in-network cache), and satisfies the user requirements to
send and receive data, regardless of its location. One of the most prevalent approaches

of ICN is Named Data Networking (NDN) and is based on a query-response model
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[91].

2.2.1.1 Off-Path Caching

This approach is similar to CDN server placement or conventional proxy caching.
In this method, the common issue is cache placement, i.e., making decision of what
to cache and where. When old items are discarded or new items are cached, then
informing the name resolution system (NRS) can increase the overhead which is a

major problem in off-path caching [31].

In the COMET and DONA, cached information are not advertised upward in the au-
tonomous system (AS), but can only be announced within the AS. The name prefix ta-
bles should be updated in the coupled version of SAIL, CCN, and CONVERGENCE,
yet it is not clear how this can be accomplished as the proposed routing protocols for
publicizing name prefixes follow the mechanism of flooding. In the decoupled version
of SAIL and PURSUIT, stored data must be reported inside the local Distributed Hash
Table (DHT) of an AS. The MobilityFirst depends on a worldwide query method for
name resolution, therefore, it additionally confronts issue here, i.e., it is not clear how

those duplicates which are locally stored can be advertised just inside an AS [31].

2.2.1.2 On-Path Caching

This approach is opportunistic, i.e., network nodes cache packets that pass through
them. On-path caching is uncomplicated approach to content caching as they move
from sender to receiver. In this method, when a packet arrives, the router answers with

a copy locally cached without contacting the NRS [[1].

As contents are stored within the network in on-path caching, the communication and

computational overhead is reduced, but the chances of cache hit might also be mini-

20



mized. A critical issue in this approach is the decision of a router to place contents
for improving the cache hit ratio. Although the principle of on-path caching is na-
tively supported by all ICN architectures, when content routing and name resolution
are decoupled, there are less chances to take advantage of opportunistic caching, as
data path and name resolution paths are generally different from each other. As the
contents on the data path can be opportunistically stored, the next request for the same
content follows a different name resolution path, which can also reduce the possibility

of a cache hit [31} [1]].

Similarly, as contents are placed on the data routing path when the data routing and
name resolution are coupled, a cache hit occurs if the next request arrives on the same
name resolution path [1]]. A detailed explanation about off-path caching and on-path

caching can be found in [92,193] 94} [935]].

2.3 Existing Cache Management Strategies

Caching multimedia applications is a great concern of the ICN because the ICN cache
strategy is still in initial stage and has a lot of space for the research community.
Numerous cache management and replacement strategies have been developed, which

are presented in Figure [2.2]and explained in the following subsections.

2.3.1 Hash-routing

Hash-routing [96] schemes are proposed for off-path caching. According to hash-
routing schemes, if a content request arrives at an edge router, it calculates a hash
function that maps the content identifier to a certain caching router and forwards the
request to that particular router. The router then returns the requested content to the

user if it is maintained in its cache, otherwise forwards it to the original source.
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Figure 2.2. Caching Strategies

Similarly, when a router forwards the requested content to the user, only that router
can cache it which is associated to the content identifier. The main objective of the
hash-routing schemes is to remove caching redundancy as the hash function indicates

to cache the content where it is found.

If the content item (entering the domain through the edge router ER-3) is forwarded
to router ER-2 and the specified cache is at node N-4, as shown in Figure @ then
multicast delivery becomes more effective. Likewise, a symmetric delivery is pre-

ferred if the specified cache is at node N-3. In this case both approaches, i.e., multicast
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Figure 2.3. Hash Domain Routing Functional Architecture [96]]

hash-routing and symmetric, can achieve higher cache hits. However, in both of these

schemes the possibility of intra-domain link load will be potentially high.

2.3.2 Cooperative In-network Caching (CIC)

This is another off-path caching strategy. In cooperative In-network Caching (CIC)
[97], a content is divided into different chunks and cached at more than one node such
as router. For instance, a content is 12 chunks: each chunk is of the same size, and
the cache capacity of a router is only to store six chunks, then this content is divided
into two same size chunks and cached at two different routers. To better understand
the concept of CIC, consider Figure 2.4, where each route has a cache capacity of
7 chunks, but the chunks are cached based on modulo 3 division. In other words, a
router does not cache all chunks of a content in a sequence, but a part of those chunks
are stored according to modulo k. Let us say that k = 3, then router C will cache
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Figure 2.4. CIC Topology

chunks 0,3,6,9,12,15,18 and router B and A will cache chunks 1,4,7,10,13,16,19 and

2,5,8,11,14,17,20, respectively.

Now, if the subscriber requests a content whose part is chunk 15 — cached at router C,
it will not be forwarded to the server, but router C will satisfy it locally. Similarly, if
a next request arrives for another content whose part is chunk 5 — cached at router A,
router C cannot satisfy it, therefore, it will be forwarded to router A. Hence, both the
requests are satisfied by the local machines because of this cooperation. The CIC is an

off-path caching strategy because the contents are cached at the routers which are not
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available on the publisher-subscriber path.

The caching diversity which is the amount of different chunks in the cache can be
improved by CIC with avoiding caching redundant chunks. Moreover, the average
response time: the turnaround time between the request initiation and the receiving
of the requested chunk, can also be enhanced. However, the CIC adds two extra ta-
bles, named Collaborative Router Table (CRT) and Collaborative Content Store (CCS).
CRT is used to keep track records of all cached chunks along with their IDs, whereas
CCS is used for keeping the sequence numbers and names of all the cached chunks at
every router. These operations involve some extra computational overhead and there-
fore increase the searching time in case some chunks need to be evicted for caching a

new arrived content.

2.3.3 Leave Copy Everywhere (LCE)

This strategy was designed for multi-level caches. In Figure [2.5] the user (subscriber)
requests a content which is available on the server (publisher). The request is for-
warded through router C,B,A to reach the publisher. In LCE [30, [32]], when a hit
occurs either at the main server or a level / cache, a copy of the requested content is
stored in all intermediate nodes (levels [ — 1,..., 1) on the route from the node on which

hit occurred through the requesting user.

The LCE caches contents at all intermediate nodes, therefore, if a new content request
arrives, it is not forwarded to the server but the intermediate node, which has a copy of
that content, replies with data. Through caching a content at each router the bandwidth
utilization can be improved effectively because the requests are not forwarded to the
server but satisfied locally. However, due to redundant replicas of the same content, the

cache of all intermediate nodes will become full, and therefore new arrived contents
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Figure 2.5. Operation of LCE

will never contribute in the cache hit.

It seems that caching content at all nodes will increase cache hit ratio, but this phe-
nomenon is impractical because when the cache of a node overwhelms and a new
content arrives then it needs to replace one of the cached contents. Most of the strate-
gies follow Least Recently Used (LRU) or Least Frequently Used (LFU) policy for
content replacement [98]], therefore, the evicted content may be a popular one, which
is possible in both LFU and LRU replacement. Now, in case of a new request arrival

for that evicted content, it will not find the content locally, therefore, the request will be
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Figure 2.6. Operation of Prob

forwarded to the server. Consequently, it will affect the overall network performance

with respect to cache hit rate, content retrieval delay, and bandwidth consumption.

2.3.4 Prob

Prob [32]] is a randomized form of LCE, where each node can cache a copy of the
requested content on the path from the server or node where hit occurred to the re-
questing host (see Figure 2.6). A node in the middle of the network does not cache
a copy with probability /-p, but can keep only a local copy with probability p. The

operation of Prob(/) is similar to that of the LCE strategy.
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To know the concept of probability p and probability /-p, let us consider the following

example [99]:

A Bernoulli trial, which is a random experiment, has two possibilities, i.e., success or

failure.

Accessing a content and considering hit as success and miss as failure.

Let X be a Bernoulli random variable that takes either O or 1 as a value and

PX=1)=p @2.1)

and

P(X=0)=1-p. (2.2)

It is easy to check that the mean and variance of a Bernoulli random variable are

EX)=p (2.3)

and
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V(X)=p(1-p). (2.4)

Consider an experiment where a content is requested n times; each request has two
possible results labeled as hit or miss. The requests are independent, i.e., the result of
any request has no impact on the probability of the others. The probability of success
in each request is constant and is denoted by p.

Let X be a binomial random variable having n and p parameters, then the probability

mass function is

f(k)=PX =k)()p*(1 =p)" * Vk=0,1,2,---,n. (2.5)

(}) calculates the number of results which include exactly 7 — k misses and & hits .

Example:

A content is requested 6 times. The probability of hits on any request is 0.3.

Let X denotes the amount of hits occurred then calculate:

P(X =2).

If a success is called Ait then this X has a binomial distribution with p = 0.3 and n = 6.
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Figure 2.7. Operation of LCD

Put in Equation we get

P(x =2) = (5)(0.3)(0.7)* = 0.324135. (2.6)

2.3.5 Leave Copy Down (LCD)

In LCD [32]], a copy of the requested content is stored merely at the (I — ) level node,

i.e., the one which is located instantly down the node where hit occurred, as shown in
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Figure To forward a content to the leaf node, unlike LCE, LCD requires multiple
requests, with each request forwarding a fresh copy of the content one hop closer to

the client.

With caching contents only at one node, i.e., (/ — I) level node, LCD increases the
cache hit ratio and effectively utilizes the cache space. However, if some contents are
requested frequently (popular contents), then at some time all nodes on the link will
cache these contents and hence, cache of the nodes will become overwhelmed and the
space will not be available for the new arrived contents. The LCD also uses LRU for
content replacement in case the cache becomes full, therefore, excessive eviction op-
erations happen and the new arriving contents replace the popular ones. Consequently,
all new requests for those evicted contents are forwarded to the server and in turn a

maximum utilization of bandwidth is experienced.

2.3.6 Move Copy Down (MCD)

The functionality of MCD [[100] is analogous to LLCD, but the only difference is that
a hit at level [ shifts the requested content to the underlying cache. In Figure [2.8] as
hit occurs at level -1, the content is moved to level /-2. In this approach, no deletion
is required when a content is hit at the main server, but the deletion takes place only
if the requested content is hit at a location rather than the original server. The main
objective of MCD is to minimize the content redundancy between the server and the

requesting host.

Looking at Figure the subscriber requests a content which had already been ac-
cessed by some user(s) and cached at router A. As the request reaches router A, the hit
occurs there and router A replies with that content. Here, unlike LCD, the copy of that

content is moved to the down node, which is router B, and the cached copy at router
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Figure 2.8. Operation of MCD

A is deleted. Furthermore, if the same content is requested again by this subscriber,
its copy at router B is evicted and moved down to router C. This process efficiently
utilizes memory as well as decreases the stretch. However, if another subscriber - con-
nected to router D, requests the same content, the request reaches router B via router
D, where no copy of that content is available. Therefore, the request is sent to the
publisher and consequently the average cache hit rate is reduced and content retrieval

delay is considerably increased.
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Figure 2.9. Design Topology of Probabilistic Caching

2.3.7 Probabilistic Caching (ProbCache)

In ProbCache [41]], as shown in Figure [2.9] the Time Since Inception (TSI) is a field
required in the ICN request message headers, while the Time Since Birth (TSB) is an
important filed in the content message headers. Where r represents router, n is the
number of caches on the path, and X is the hop-distance from server. In the given
topology, a user is connected to the server at a distance of four hops. When a cache hit
occurs, the TSB value of the content packet is set to 1, while the TSI value is replaced

by that of the Request packet.
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This policy is considered as a resource management approach to in-network caching.
ProbCache attempts to maximize the amount of different content items stored along a
communication route. In other words, it tries to reduce redundancy between network
caches. Thus, the probability of finding content along the path becomes higher for
subsequent requests. But, the Hop decrement (the percentage of content request hops
and the path hops between the user and server), which is an important parameter for
expediting the process of content access, will become lower in ProbCache. The lower
the Hop decrement the higher the content delay, and vice versa. The Hop decrement in

ProbCache decreases because it frequently replaces contents at nodes near the user(s).

2.3.8 Breadcrumbs

Breadcrumbs [[101] is a transparent and best-effort simple searching and content
caching technique. Each breadcrumb is a 5 — tuple entry, indexed by a global content
ID. This ID holds a set of information, i.e., 1) the ID of node to which the content was
pushed down, 2) the ID of node from which the content was received, 3) the most re-
cent time of the requested content, and 4) the most recent time of the forwarded content
(see Figure [2175[) As the content is downloaded, a trail is created and maintained at
each router for caching the routing history. This trail will route the subsequent request
downstream for the same content towards the router’s directory, instead of upstream
towards the server. Similarly, to check whether searching downstream or not, a time
threshold is used in this scheme. One of the main advantages of a downstream request
routing technique is to minimize the server overhead. Another benefit of breadcrumbs

1s to reduce the content download time if it is found downstream.

However, if the content is evicted at each router, the request may suffer missing down-
streams, and hence the overall content delay, during downloading, will undoubtedly

increase.
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Figure 2.10. Breadcrumbs Topology

2.3.9 Chunk Caching Location and Searching Scheme (CLS)

The main objective of CLS [102] is that a hit at level /, as in MCD, drags the requested
chunk down to the /-1 level node (see Figure . When the content is downloaded,
as in Breadcrumbs, every router creates a trail for caching the routing history. Each
chunk is a 4 — tuple entry, indexed by a global chunk ID. This chunk ID holds a set
of information, i.e., 1) the ID of a node from which the chunk was received, 2) the ID
of a node to which the chunk was pushed down, and 3) the number of hops between
this router and server. Each router adapts the PIT to cache the trail information of

formerly stored chunks. The major difference between Breadcrumbs and CLS trails is
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Figure 2.11. Operation of the CLS Scheme

that the Breadcrumbs trail is generated at the time the content is pushed down, while
in CLS the trail is maintained at the time of chunk caching. This guarantees that the
CLS saves cache space as it deletes the trail on time and consequently finds the chunk

if search downstream.

However, according to the CLS trail, an intermediate node cannot judge whether the
server is close or the cache copy. Therefore, it cannot ensure the placement of chunk

at the nearest node to the user.
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Figure 2.12. An OCPCP Topology

2.3.10 Optimal Cache Placement based on Content Popularity (OCPCP)

In OCPCP strategy [[103]], the popularity of incoming content is calculated on the basis
of cached contents and the new content is cached based on its popularity value. The
OCPCP takes a caching decision by just considering the records of content requests
at a single node. That is, the more frequency of requests for a content, the higher
probability of next requests. In other words, if the amount of content requests is high,

it has a higher popularity and is therefore considered for caching.

Consider Figure [2.12} initially the cache of all routers is empty. The subscriber re-
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quests a content which is available on the publisher. The request reaches the publisher
via routers C, B, and A. As the popularity of a content (which is the number of re-
quests) increases, it is cached on the router near the subscriber, i.e., router C in the
given figure. When the network gains stability, router C caches the most popular con-
tents, denoted by F. = n, where F_ is the frequency of content requests. Routers B
and A would cache the second and third highest popular content, respectively. The
OCPCP counts this frequency of content requests through a data structure called Re-

quest Record Table (RRT). This calculation is based on the following equation:

_ X166 ) (2.7)

where F, is the total frequency of contents; N is the total number of requests; .(i, j)
is a function if the new content c; and the j* content of RRT are equal then its value

becomes 1.

Content placement in OCPCP is based on the following Content Placement Algorithm

(CPA):

Step 1: Store the incoming content if the cache has capacity, otherwise, calculate the

popularity of Fy;.

Step 2: Check whether F;; has the highest popularity, i.e., F,; = n, if yes, follow Step

3, otherwise go to Step 4.

Step 3: Cache content F; on LRU basis.
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Step 4: Update the value of content ¢; in RRT.

The OCPCP caches contents only at a router located near the subscribers, therefore, the
content redundancy and the retrieval delay are minimized. This placement of contents
near the subscriber(s) can also improve the network throughput in terms of bandwidth
utilization as the requests can be satisfied locally instead of forwarding to the publisher.
However, because of the rapid increase in the number of Internet users and demand
for multimedia applications, the chances of filling router’s cache are very high. As a
result, the new arriving contents may replace the cached popular ones and therefore

they will no longer participate in the cache hit ratio.

2.3.11 Cache Aware Target Identification (CATT)

In CATT scheme [104,(105], the content is cached at a single node on the path from the
publisher to the subscriber. CATT introduces the expected quality of contents to help a
router forward content requests. If a content is cached at a router, its expected quality
is supposed to be E,, while the expected quality for a non-cached content, denoted by

E(NC) is calculated as:

_ Eq
_Rh—l—l

E(NC) (2.8)

where Rj, is the number of hops between the caching router and the current one.

If a router caches a content, it multicasts the content related information to its neigh-
bors. As a neighbor router receives this information, it first calculates the previous

expected quality of the content and then sets its new expected quality.
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Figure 2.13. A CATT Topology

In this scheme, on the edges of an AS some CATT nodes (CATNs) are deployed as
caching nodes. CATNs have three major modules, namely cache, repository, and rout-
ing. The provision of caching capabilities for all CATNs is responsibility of the first
module, i.e., cache. A caching decision is made when a content is downloaded from
the publisher to the subscriber. The second module, repository, manages the cache
where a subscriber publishes contents. The last module, routing, forwards the con-
tent requests based on their names. In CATT scheme, instead of FIB, the Potential
Based Routing (PBR) is used for content retrieval. If a node receives a content request
and it is not stored in its cache, it compares the expected quality of that content with
its neighbor’s PBR and forwards the request to that neighbor which has the highest

expected quality for this content.

In Figure |2.13| router B receives a content request from user X via router D and finds
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that its highest expected quality is at router A. Therefore, it forwards the request to

router A rather than router C or E.

As CATT caches contents at the edges of AS, it reduces content redundancy and re-
trieval delay [63]]. However, if the cache of edge routers overflow then the new con-
tents will replace the stored ones, therefore, the increase in cache hit ratio cannot be

guaranteed.

2.3.12 Betweenness-Centrality

In Betweenness-Centrality [106], the content items are stored only once along the path,
particularly at the router having the highest betweenness centrality, i.e., the router
having the maximum number of shortest routes traversing it. Consider the example
in Figure [2.14} a user X requests a content which is available on the publisher. The
publisher will reply with the requested content and copy of it will be cached at router B
which has the highest betweenness centrality. Furthermore, if user Y and/or Z request
the same content, router B will satisfy their requests locally rather than forwarding to
the publisher. In case more than one router has the highest betweenness centrality, then
the content is cached in a router located near the customer. In this strategy, caching
decisions are made on the basis of betweenness centrality, but it is challenging for a
router to find the value of its betweenness centrality if it is deployed on every mobile
ad-hoc network. In addition, if the cache of router B becomes full and a new content
needs to be cached, the LRU policy will replace one of the cached contents, which
may also be popular, and the subsequent request(s) for that content will be forwarded
to the publisher. This operation can reduce the cache hit rate as well as maximize the

bandwidth utilization.
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Figure 2.14. An Example Topology with Caching Location at Router B

2.3.13 One-touch Caching

In one-touch caching scheme [[107]], the most recently requested content is preserved
in the server and existing content is randomly evicted if the cache space is full. If free
cache space is available in the server, all the requested contents are accumulated there.

The requested content is replied from the cache server if it is maintained in its cache.

The content management approach for one-touch caching scheme is shown in Figure
[2.15] In the given example, the server’s cache can accommodate only six contents.
Until the last time slot, which is 6™ in the given figure, no deletion took place as the
server had storage capacity. When a content is requested, it is replied from the server
if available, as presented in the 5% time slot. However, if a new request arrives after
the 6" time slot, one of the stored contents needs to be evicted from the server’s cache.

This content eviction takes place in a random fashion. It is shown in the 7" time slot
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Figure 2.15. One-touch Caching Strategy [107]]

that a new arrived content, whose ID is 12, is cached and the stored content, whose ID

is 2, is evicted. This eviction of content with ID 2 is in a random way.

Due to the simplicity of one-touch caching scheme, there is no need for sorting opera-
tion, tedious caching, and replacement processing. Although, one-touch caching has a
little overhead compared to LRU and LFU, but as the contents are not cached locally
in this scheme, all requests are served by content servers and thus maximum band-
width may be utilized during request to and/or reply from the server(s). As a result,

unavoidable content delay may occur.

2.3.14 Network Coding based Cache Management (NCCM)

The NCCM scheme [[108] is developed to achieve near-optimal caching and routing so-
lutions for ICN. Here, a novel framework based on Software Defined Network (SDN)
is proposed for cache management in ICN which jointly considers content routing
and caching strategy through Linear Network Coding (LNC). Using this scheme, the
problem of minimizing the network bandwidth cost is formulated through LNC. The

linear combination of the original data chunks can be cached by the three routers, i.e.,
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Figure 2.16. A Cache Management Framework [1085]]

V1, V4, and V6 in Figure 2.16] In order to obtain the best possible solution, con-
tent request statistics should be reported periodically with a fixed time period by all
CRs. For popular content routing, the controller needs to discover the possible path
and therefore configure flow tables in CRs on the path. When a request arrives at CR
from its local end user, it will first check if the same content with the same sequence
number is already requested and the data chunk is not returned, then it will not send
this request. If not, the request will be forwarded through an outgoing interface when
the number of data chunks that can be received from this interface is greater than the
number of data chunks received from this outgoing interface. A CR will create a new
coded data chunk (if it receives a cache hit) by randomly combining the cached data
chunks and return it. Similarly, the CR will obtain the requested data chunks from one
of the servers if it misses a cache. As the CR obtains the coded data chunks, it caches

it and forwards to the requested user.
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Figure 2.17. LFU/LRU state transition [[109]

Moreover, cache management for ICN using LNC has been considered to improve the
network throughput (i.e., to reduce the cost of network bandwidth by jointly consider-
ing content routing and caching strategy). On the other hand, reducing the utilization
of the network bandwidth, network security is a major challenge for communication
networks. Likewise, the unreliability of the network link leads to content packet loss

that results in the decoding failure.

2.3.15 Time Aware Least Recently Used (TLRU)

LRU is a widely deployed cache management policy. It maintains contents in cache
according to their access time. If there is no free cache space and a new content arrives,
it deletes the least recently used content to make space for the new arrived one. On
the other hand, LFU policy sorts the queue in terms of access frequency. If the cache
space is full and a new content arrives, it replaces the lowest frequency content of the

queue.

However, due to the nature of LRU and LFU, there is a possibility of evicting the
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most popular content by a least popular one. To overcome this problem, Time Aware
Least Recent Used (TLRU) policy was proposed in [109]. It is a popularity-based
content life time aware eviction policy, which is an extension of the simple LRU. In
this policy, the time stamp of an arriving content is calculated locally by a cache node.
The arriving content is cached if the average request time is smaller than the time
stamps of the stored contents. TLRU stores the content if space is available in cache
otherwise it applies simple LRU on the cached contents to create space for the new
arriving content. Unlike LFU and LRU which are non-protective eviction policies,
TLRU is proposed to evict relatively less popular contents. In this policy, as shown in
Figure the eviction order of the cache state can be changed at any instant of time
without changing the stored contents in cache. In the given figure, the arrow represents

one state transition of First-In-First-Out (FIFO) for some contents.

The authors claim that TLRU outperforms LRU and LFU if space is available in cache
otherwise the simple LRU policy is used to create space for the new arriving content.
But according to Cisco Visual Networking Index [11], as the delivery of multime-
dia applications is becoming extremely popular on the Internet, the aggregation of all
forms of video will be roughly 86 percent of the worldwide user traffic. Due to this
exponential increase in the number of Internet users and demand for multimedia ap-
plications, there is a vivid chance of filling cache of CRs in a network very rapidly. In

that case the TLRU will be no longer effective for content eviction.

2.3.16 WAVE

In WAVE [[110], chunks are adjusted in cache based on the popularity value of the
contents. The basic idea of WAVE is that, as illustrated in Figure [2.18] the chunks are
organized based on the access count of the contents. Upon increasing the access count,

the number of chunks to be stored is increased exponentially and disseminated more
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Figure 2.18. Tllustration of WAVE Operations [[110]

widely. In addition, WAVE does not require any prior knowledge of access patterns,
therefore, it can be operated with any content routing strategy (as it follows merely the
information from where it receives the content request). As no central server is used
in this scheme, caching decisions are made independently at each individual router.
Moreover, the number of content items is recommended to a downstream router by its
upstream one, which is increased exponentially as the number of requests increases. If
the downstream router is unable to cache the content by any reason, it simply ignores

the suggestion and recommends the content to other routers on the same path.

In WAVE, an upstream router suggests what content chunks to be stored in its next
downstream router. Therefore, as content is becoming popular, replicas of the corre-
sponding chunks are becoming closer to the end users [93]. Although WAVE is an

efficient caching scheme, it cannot eliminate the caching redundancy and is difficult to
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achieve good caching performance locally [34]]. In other words, as distance grows, the
performance is dramatically decreased [111] because content servers are involved in
the recommendation [112]]. Furthermore, for the adjustment of the number of contents
to be cached, WAVE takes benefit of the popularity property of the content at each
site in ICN and disseminates the contents in a hop-by-hop fashion. While with the
exponential growth in mobile networks, the introduction of mobile ICN is of great in-
terest in terms of content properties, for example, popularity, geographical and social
characteristics. But these features (i.e., content characteristics and wireless access of

mobile users) are ignored in WAVE [113]].

2.3.17 Most Popular Content (MPC)

MPC [33]] is developed for the CCN caching, where routers store only popular con-
tents. In this strategy, every router locally calculates the number of requests for each
content name, and caches both content name and popularity count into a Popularity
Table (PT). The content name is labeled as being popular if it reaches a Popularity
Threshold locally. And if a router holds the content, it suggests its neighbors for
caching it with a new Suggestion message (see Figure[2.19). In the given figure, three
subscribers - X, Y, Z, access content d and one subscriber - X, accesses content ¢. In
the PT, the popularity value of content d is 3 whereas the popularity value of content ¢
is 1. It means that content d is popular and is therefore suggested to neighbor routers
B and C for caching. The suggestion may or may not be accepted due to local policies,
for instance, resource availability. In order to prevent flooding (for example, if the con-
tent popularity decreases with time after the suggestion process), MPC reinitializes the

popularity count according to a Reset value.

With storing only popular contents, MPC reduces searching overhead during caching

operations and in turn achieves a higher hit rate in comparison to LFU and LRU. De-
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Figure 2.19. MPC Workflow Example

spite the fact that MPC achieves some higher cache utilization, the bandwidth and
memory consumption during Suggestion messages is typically high. Also, it has no
policy for content eviction, so the content may simply be deleted (regardless of its pop-
ularity) upon arrival of the new one. Consequently, subsequent requests for the deleted
content will be forwarded to the server and thus will affect the network efficiency with

respect to bandwidth utilization.

2.3.18 Fine-Grained Popularity-based Caching (FGPC)

Fine-Grained Popularity-based Caching (FGPC) [114] strategy caches all incoming
contents if content store (CS) of network node is not full. Otherwise, it stores only
popular contents. Based on FGPC, a Dynamic-FGPC (D-FGPC) [114] was proposed
which regularly modifies the content popularity threshold. When forwarding a content

to downstream or receiving from upstream, three kinds of statistic information are
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Figure 2.20. FGPC and D-FGPC Flowchart [ 14]

updated in this strategy, i.e., content counter, content name, and time stamp. When a
content store becomes full and a new content arrives, its popularity is compared with
the popularity threshold value (see Figure [2.20). If the value of new content is greater
than the predefined threshold value, FGPC adopts the LRU policy to cache new content

into content store, otherwise ignores it.

Although FGPC outperforms some of the existing strategies but as it caches all incom-
ing contents, searching overhead is increased during the replacement process. This
is just because if a content is not popular then it does not contribute in the hit rate,
therefore, storing it in the memory increases the computational overhead for the re-
placement policy. Moreover, D-FGPC changes the threshold value according to the
popularity of the content, i.e., if the popularity of content increases, D-FGPC also in-

creases the threshold value. For instance, if the popularity of content reaches 1,000,
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Table 2.1

Analysis of Caching in ICN Architectures

Architecture Reference Off-Path Caching On-Path Caching
DONA Koponen et al. [18]  Requires additional Through resolution
registrations. handlers.
NDN NDN project [21] Requires additional At content routers.
routing
information.
MobilityFirst MobilityFirst project Requires additional At content routers.
[20]] registrations.
CONVERGENCE CONVERGENCE Through At content routers.
project [26]] unspecified NRS.
COMET COMET project [28] Requires additional At content routers.
registrations.
SAIL SAIL project [27]] Requires additional At content routers.
routing
information.
PURSUIT PURSUIT project Requires additional  Through resolution
[25] registrations. handlers.

the threshold value will also be set as 1,000. Consequently, all those contents which

have less than 1,000 popularity will never be cached, and thus the overall cache hit

rate of contents is reduced.

Besides the above mentioned caching strategies, two analytical caching models have

been proposed using Markov modulated rate process in [[115] and Markov chains in

[116] to evaluate data transfer in CCN. Moreover, an analytical model for storage and

bandwidth sharing is proposed in [117] to guide a trade-off between the limited net-

work resources and user performance. Additionally, some experimental assessments

of cache management in ICN are presented in [118]. Some other research on caching

has been proposed in [[119,120, 121,122,123} 124,125,126, 127,1128,1129,1130,131].
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Table 2.2

Summary of Characteristics of the ICN Off-Path Caching Strategies

Caching Strategy

Contributions

Limitations

Hash-routing [96]]

Reducing caching redun-
dancy, as the hash function
indicates that the content is

Increasing the possibility of
intradomain link load in both
multicast hash-routing and

cached wherever it is found. symmetric approaches.

CIC [97] Improving the caching di- Increasing computational
versity by storing different overhead with respect to
kinds of chunks and boost- searching time if some

chunks need to be deleted
for creating space for a new
arrived content.

ing the average response
time because of the avail-
ability of the chunks near to
the customers.

All the above mentioned works however do not investigate any optimum cache man-
agement strategies. In reality, placing the contents dynamically in appropriate inter-
mediate nodes is a significant and challenging task. The caching analysis in different
ICN architectures is presented in Table [2.1|and a summary of the presented off-path

and on-path caching strategies are expressed in Table [2.2]and Table[2.3] respectively.

2.4 Summarization of Caching Strategies

ICN caching consists of two approaches: off-path caching and on-path caching. Oft-
path caching is analogous to the CDN server placement or traditional proxy caching.
In this approach, the old items are replaced with the new arrived ones after contacting
the NRS, which increases the network overhead. On the other hand, on-path caching
is opportunistic, where network nodes cache the content if they receive its copy. Con-
sequently, if a new request arrives for the same content, the network node satisfies it
locally without contacting the NRS. Caching copies of the contents locally may reduce

the communication and computational overhead. However, it is challenging to decide
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that which content should be cached and what location would be suitable for caching
so that the ICN performance can be enhanced in terms of cache hit rate, content re-
dundancy and retrieval delay. For this reason, several strategies have been proposed in

the literature.

As stated earlier that off-path caching is similar to the current proxy system, it received
less attention from the research community, but a few schemes have been proposed
such as Hash-routing schemes and CIC. In Hash-routing schemes the edge node cal-
culates the hash function upon receiving a request. If the hash function matches the
content identifier of a particular router, the request is forwarded there. If the router has
already cached the requested content, it replies with a copy of it, otherwise the request
is forwarded to the main server. CIC is another off-path caching strategy, where a
content is divided into several chunks and those chunks are placed at more than one

location in the network.

On-path caching is a popular approach that has attracted the majority of the research
community and therefore various strategies have been designed and proposed for this
particular type of caching. The first on-path caching strategy was LCE, which is also
known as the default ICN caching strategy. In LCE, a copy of the content is stored at all
nodes on the publisher-subscriber path. Prob caching strategy is a modified version of
LCE, but the main difference is such that Prob caches the object copy with probability.
LCD caches a copy of the requested object at the node located immediately below the
node where hit occurs. MCD is similar to LCD in functionality, but if hit occurs at a
node then the copy is deleted from that particular node and is shifted to the underlying
cache. ProbCache includes TSI and TSB fields which calculate probability of the

contents. The main goal of ProbCache is to place the contents near the subscriber.
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In Breadcrumbs after downloading a content, a trail is created and maintained at each
router for caching the routing history. In CLS, which is the modified form of Bread-
crumbs, a trail is also created for maintaining the routing history. However, in CLS
the trail is created at the time of content caching unlike Breadcrumbs which creates
the trail after the content is forwarded to the underlying router. OCPCP caches the
contents based on their popularity value which is calculated during content caching.
In CATT strategy, on the edges of an AS some CATT nodes are deployed as caching
nodes and the contents are cached at a single location on the publisher-subscriber path.
Betweenness-Centrality caches contents at a node which has the maximum number of
routes traversing it. One-touch caching scheme stores the contents at the server based
on their access time. In case of memory overflow, the contents are randomly replaced

with the new arrived ones.

NCCM scheme is based on SDN and jointly considers content routing and caching
through LNC. TLRU is a popularity-based content eviction policy where a local node
calculates time stamps of the arrived contents. If the average request time of the arrived
content is smaller than the time stamp of the cached contents then it is recommended
for caching. WAVE is a popularity-based caching strategy which organizes the chunks
on the basis of their access time. MPC also caches contents based on their popularity
value, however, it introduces a popularity table for storing content name and its popu-
larity value. In MPC, the neighbor nodes are suggested for caching a content when its
popularity value reaches the popularity threshold. FGPC is the modification of MPC
that also includes a popularity table for caching both the content name and its popular-
ity value. However, the threshold in FGPC is regularly modified based on the content

popularity value.
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2.5 Summary

The detailed background of the issues that are covered in this research was provided
in this chapter. The background materials on cache management strategies, i.e., off-
path caching: Hash-routing schemes and CIC, and on-path caching: LCE, Prob, LCD,
MCD, ProbCache, Breadcrumbs, CLS, OCPCP, CATT, Betweenness-Centrality, One-
touch Caching, NCCM, TLRU, WAVE, MPC, and FGPC, were reviewed and critically
analyzed for significance. Moreover, this chapter presented the ICN architectures for
content caching, which produce foundation for the theoretical framework of this re-
search. Additionally, it revealed the necessity for flexible caching strategy that can
effectively place and evict content in ICN. In the next chapter, the research methodol-
ogy for achieving the objectives of this research and evaluating the FlexPop strategy

will be explored.
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Table 2.3

Summary of Characteristics of the ICN On-Path Caching Strategies

Caching Strategy

Contributions

Limitations

LCE [32]

Prob [32]]

LCD [32]

MCD [100]

ProbCache [41]]

Increasing hit ratio by stor-
ing a copy of the requested
object in all intermediate
nodes on the path from the
node on which hit occurs
through the requesting user.
Caching content near to
the user and thus reducing
content retrieval delay and
stretch.

Reducing content redun-
dancy by storing a copy of
the requested object on the
path from the location of the
hit to the requesting host.

Reducing content redun-
dancy by storing a copy
of the requested object at
the node which' is located
immediately below the node
where hit occurs.

Reducing the number of
copies for the same object
between the server and the
requesting host by shifting
the requested object to the
underlying cache if the hit
occurs at level [.

Maximizing the number
of different content items
stored along a delivery
path to reduce redundancy
between network caches.

Increasing redundancy by
making the cache of all inter-
mediate nodes full.

Minimizing hit ratio if the
cache of all intermediate
nodes become full and no
space is available for the new
arriving contents.

Overwhelming the cache of
nodes on the link in case
the popular contents are re-
quested frequently.

Utilizing maximum band-
width if the new interests do
not find the requested con-
tent(s).

Increasing content request
delay because if a content is
evicted from the cache and
it is requested again then it
can only be replied from the
Sserver.

Decreasing hop decrement
because it frequently re-
places contents at nodes near
to the user(s).
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Caching Strategy

Contributions

Limitations

Breadcrumbs [101]]

CLS [102]

OCPCP [103]

CATT [104]

Betweenness-
Centrality [106]

Maintaining routing history
by creating a trail at each
router that helps to reduce
the server overhead.

Maintaining routing history
by creating a trail at each
router, which guarantees that
the CLS saves cache space
by deleting a trail on time,
and hence, finds the chunk
when search downstream.

Minimizing content redun-
dancy and retrieval delay
and improving the network
throughput in terms of band-
width utilization as the re-
quests can - be -satisfied lo-
cally instead of forwarding
to the server (publisher).

Minimizing content retrieval
delay and redundancy by
caching contents only at the
edge routers of autonomous
systems (ASs).

Minimizing redundancy by
storing content objects only
once along the path, particu-
larly at the router having the
maximum number of short-
est routes traversing it.

Maximizing content delay
during downloading because
if the file is evicted at each
router, the request may suf-
fer missing downstream.

Maintaining redundancy and
increasing content delay (as
it cannot ensure the place-
ment of chunk at the nearest
node to the user).

Increasing the chances of
filling router’s cache in a net-
work very rapidly due to ex-
ponential growth in the num-
ber of Internet users, and
hence reducing the cache hit
ratio as excessive content re-
placement may happen.

Reducing cache hit ratio if
the cache of edge routers
overflow and the new con-
tents need to replace the
cached ones.

Lacking mobility, i.e., dif-
ficult for a router to find
the value of its betweenness
centrality if it is deployed on
mobile ad-hoc networks.
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Caching Strategy

Contributions

Limitations

One-touch caching
[107]

NCCM [108]

TLRU [109]

WAVE [[110]

MPC [33]

FGPC [114]

Reducing computational
complexity by preserving
the most recently requested
contents in the server, and
evicting the existing con-
tents randomly if there is no
free cache space.

Minimizing the network
bandwidth cost by reporting
content request statistics
periodically with a fixed
time period by all CRs.

Caching arriving content if
the average request time is
smaller than the time stamps
of the stored contents and
therefore increasing cache
hit rate.

Increasing the cache hit ratio
because of content popular-

1ty.

Storing popular contents
which helps to improve
cache hit ratio; reducing

network resource utilization;
and decreasing content
redundancy.

Achieving higher hit rate
and fast convergence speed
till the moment the con-
tent store has the capacity to
store incoming contents.

Utilizing maximum band-
width during request to
and/or reply from the
servers (as all requests are
served by content servers).

Causing decoding failure be-
cause the unreliability of the
network link leads to content
packet loss.

Boosting the chance of fill-
ing cache of content routers
in a network very rapidly
and hence reducing its effec-
tiveness for content eviction.

Decreasing the performance
as it cannot eliminate
caching redundancy.

Consuming maximum band-
width and memory during
suggestion messages.

Reducing the cache hit rate
if the content store is full,
as the threshold value is dy-
namically modified accord-
ing to the popularity value of
the most popular content.
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CHAPTER THREE
RESEARCH METHODOLOGY

The goal of this research is to design and evaluate a flexible popularity-based caching
strategy for ICN. The core objectives to be addressed in this chapter are validation,
verification, and performance evaluation of the FlexPop strategy. To accomplish this
task, it requires a particular methodology to follow, which is the center point of this
chapter. The research adopts the methods reported in the Design Research Method-
ology (DRM) by clearly describing each step of the approach. To present the aim of
this chapter, a number of subsections have been prepared. It starts by presenting the
available research methodology options and research steps as described in Section[3.1]
The first stage of DRM, known as Research Clarification (RC), is presented in Section
[3.2] This section presents the goals of RC stage with respect to the adopted meth-
ods and deliverables. Descriptive Study-I (DS-I), which is the second stage in DRM,
is elaborated in Section [3.3] The DS-I stage describes the steps to acquire adequate
comprehension regarding the present situation and actualizes a conceptual model. The
methods adopted in designing the proposed flexible caching mechanisms are discussed
in the third stage of DRM, known as Prescriptive Study (PS) which is presented in Sec-
tion[3.4] Evaluation techniques and performance metrics are associated with the fourth
stage of DRM, called Descriptive Study-II (DS-II), which is discussed in Section [3.5]
The summary of all methods and approaches discussed in the chapter is presented in

Section

3.1 Research Approach

The main purpose of this research is to design a strategy for content placement and
eviction in ICN, with a goal to enhance the overall performance of caching in terms

of increased cache hit rate, reduced redundancy, content retrieval delay, stretch ratio,
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and efficient utilization of memory. Although, this is a challenging issue to map the
existing caching schemes to the new one leading to an efficient and optimum solution,
these requirements are fitted with the design research definition as proposed by Bless-
ing and Chakrabarti [132]. These features complement each other in order to produce

an efficient and effective solution, which would result in a better performance [133].

According to Blessing and Chakrabarti [[132]], design research must be scientific in ob-
taining appropriate results both in theoretical and practical sense, therefore, it needs a
particular method for its exclusive characteristics. For this purpose they have proposed
a method called Design Research Methodology (DRM). In addition, it is submitted in
[134] that a scientific methodology for computer science should consist of modeling,
conceptualization, experiments, and simulation. The DRM follows the same concept
and helps making design research more precise and economical, therefore, it has been

adopted for conducting this research.

DRM can be categorized in the following four stages:

¢ Research Clarification (RC)
* Descriptive Study-I (DS-I)
* Prescriptive Study (PS)

* Descriptive Study-II (DSII)

A brief explanation of DRM stages from the perspective of this research area is pre-
sented in the following sections. Figure [3.1|demonstrates the DRM framework where
it shows the links between DRM stages, the techniques adopted in each stage, and the
major deliverables [133]. The main flow of process is shown by light arrows between

the stages, while the bold arrows show adopted techniques and deliverables of each
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Figure 3.1. Research Approach

individual stage.

3.2 Research Clarification (RC)

Research Clarification (RC) is the first stage of DRM which is used to get a specific
knowledge about the overall research plan. The RC includes six iterative steps, as

shown in Figure[3.2]

The deliverable of this research in the RC stage is the overall research plan which

consists of the following points :

* The basis of research and its motivation

* Research questions, objectives, and problems
* Important areas to be addressed

* Research approach

¢ Areas of contributions.

In this study, the main deliverables of RC stage were such that the literature was thor-
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Figure 3.2. Main Steps in the Research Clarification Stage [[132]

oughly reviewed and on the basis of that the research gap was found. Moreover, moti-
vation of ICN as the future Internet architecture was elaborated, the problem statement

was defined, and research questions and objectives were clearly described.

3.3 Descriptive Study-I (DS-I)

The second stage of DRM is DS-I which is used to achieve a deep knowledge of the
current situation. This stage includes critical review of the existing work as well as
empirical studies in the research field. During the overall duration of this research, a
comprehensive review of the existing cache management strategies was summarized.
Many empirical studies were also critically evaluated to achieve deep knowledge of the
existing cache placement and eviction strategies. The DS-I stage includes five steps,
i.e., literature review, research scope identification, research plan, empirical study, and

overall conclusion [133]], as illustrated in Figure[3.3]

The deliverables of DS-I stage for this study include:
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* Performing a comprehensive study on cache management strategies in ICN, for
example, content placement, content eviction, and suitable node for caching.

* Critical review of the existing cache management strategies in terms of their con-
tributions and limitations, which lead to the conceptual model design of FlexPop
strategy.

* Performing an inclusive analysis on the algorithms in FlexPop and executing
simulation measurement to recognize the strengths and weaknesses of the algo-
rithms. Also, to identify the research challenges in ICN caching that should be

taken into consideration during analyzing caching strategies.

3.3.1 Conceptual Model of FlexPop

In order to improve cache performance in ICN while basing on the proposed perfor-
mance model and the critical review of existing strategies, cache hit rate, path redun-
dancy, retrieval delay, memory utilization and stretch are the major points to be ad-
dressed. As an outcome of addressing ICN caching, a conceptual model of FlexPop is
designed to describe the expected desires and improved situation. The FlexPop archi-

tecture and proposed conceptual model for research objectives are illustrated in Figure
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Figure 3.4. FlexPop Architecture

3.4] and Figure [3.5] respectively. In the given figures, when a new. request arrives, its
entry is checked in the Pending Interest Table (PIT) - the default ICN data structure. If
the entry is found in the PIT, it is forwarded to the Popularity Table (PT). PT calculates
the number of request popularity based on their access count. If the request popularity
reaches the threshold value, i.e., = 2, it is forwarded to the Comparison Table (CT).
Finally, the content is cached at a router which has the highest number of outgoing
interfaces in the network. The full explanation of conceptual model is given in full

detail in Chapter Four.

Our proposed system is based on Multiple Attribute Decision Making (MADM) ap-

proach [1335]], which is explained in the following subsection.
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Figure 3.5. Conceptual Model of FlexPop

3.3.2 Multiple Attribute Decision Making (MADM)

In the literature [136, 137], MADM is one of the effectively utilized techniques for
solving decision making problems. MADM is related to the the problems whose
number of alternatives has been predetermined [[137]. Several MADM techniques are
available for attributes selection in making a decision such as Conjunctive technique,
Disjunctive Method, Linear Assignment Method (LAM), SAW, TOPSIS, and so on.
According to [1335]], in Conjunctive technique the alternative is rejected which does
not qualify the minimum acceptable level for all attributes. In Disjunctive technique
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an alternative is selected which has the highest value among all attributes. In LAM,
that alternative which has several high value attributes is considered as high ranked
alternative. In SAW method, the total values of an alternative is calculated and the one
with the highest attribute values is selected. In TOPSIS, the selected alternative must
have the longest distance from the negative-ideal solution and the shortest distance
from the positive ideal solution. In our proposed strategy the contents are selected
based on their popularity values, therefore, according to the above definitions, SAW
is the suitable method for the first part of FlexPop, called CPM. Similarity, upon the
arrival of the new contents, when the memory is full then one of the cached contents
is evicted and placed at another location which will be nearer to the users. In this
situation TOPSIS is the most suitable technique to be followed. Therefore the second
part of FlexPop, named CEM, is based on TOPSIS method. The adopted SAW and

TOPSIS methods are presented in Chapter Four with detail explanation.

3.4 Prescriptive Study (PS)

Prescriptive Study (PS) is considered the essential phase during conducting a research
as it deals with the development of the proposed mechanisms [133]]. For the benefit of
this study, for more comprehension, modeling and simulation, the proposed process of
Guizani et al. [[138] was followed. The illustration of PS stage regarding the FlexPop

caching strategy is demonstrated through Figure [3.6]

The first block illustrates the specifications of CPM and CEM mechanisms to be mod-
eled. The second block is related to the conceptual/analytical modeling which includes
problem formulation, objectives determination, and literature review. Furthermore, it
generally consists of suppositions and presenting an overview to reduce complexity of
the proposed model. The third block deals with the design of proposed algorithms,

while the fourth block shows model implementation which depends on the choice of
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the simulation environment. Finally, validation and verification of the proposed strat-

egy are covered in more detail in the following subsection.

The deliverables of the PS stage are:

* Development of the proposed strategy (discussed in Chapter Four and Five),
* Design and implementation of the proposed mechanisms, i.e., CPM and CEM,
and

* Validation and verification of FlexPop strategy.

3.4.1 Validation and Verification

Validation and verification are defined as a process of verifying the accuracy and inter-
nal consistency of data, and confirming that it embodies the real-world entities suitable
for its expected goal or intended number of objectives [139]. According to the model-

ing and simulation community [140], validation is the procedure to find out the level
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to which a prototype, simulation, or combination of prototype and simulation and

their allied data precisely represent the real world from the perspective of its expected

use(s). While verification is the procedure to find out that a prototype, simulation, or

combination of prototype and simulation and their allied data precisely represent the

developer’s conceptual model and its explanation. Thus, it is a step for ensuring the

accurate assumptions of the model implementations. This includes evaluation of the

simulation program to guarantee that the conceptual model is a true reflection of the

operational model [[133]]

Figure shows the main steps for validation and verification of this research. That

is, the network model was created in the two simulators - Social CCNSim [142] and

OPNET Modeler 18.0 [143]]. Then the following parameters: cache size, catalog size,
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Zipf probability model - ¢, and number of simulations, were set and the individual
statistics were chosen. For the purpose to validate the simulator we tested the four
ICN caching strategies - LCE, LCD, ProbCache, and Betweenness-Centrality with
respect to cache hit rate. Detailed simulation results and discussion are presented in

the following section.

3.5 Descriptive Study-II (DS-II)

This stage focuses on the evaluation of the proposed strategy. Performance evaluation
is the imperative phase in evaluating any research [133]. The following research steps

were carried out to accomplish this goal:

* Executing the proposed system using Social CCNSim and OPNET Modeler 18.0
network simulators.
e Comparing performance of the proposed strategy with those of LCE, Prob-

Cache, and MPC.

3.5.1 Evaluation of Communication Network System

Generally, to evaluate the performance of communication network system, three dif-
ferent approaches are used, i.e., mathematical/analytical modeling, measurement, and
simulation [144][145]. Figure[3.8]demonstrates the above three methods for evaluating

the performance of communication network.

The mathematical/analytical modeling method is a set of equations that represents
the procedure of a communication network system under study using mathematical
symbols. The method includes designing, determining, and validating the analytical
model of the system to investigate and explain the problem [146]. This may lead to an

improved declaration of the system before the real implementation starts.
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The second method for evaluating network performance computes prototype of the
communication system [[147]. Using this approach, prototypes of a communication
network system can be designed and tested in a particular network environment. Mea-
surement of network traffic provides with a way of understanding that what is or is not

working properly in a local-area or wide-area network [[148]].

The third method for evaluating network performance is simulation, which is an ab-
straction or estimation of the real world [[140]. Simulation is an experimentation of an

object that includes devices, tools, systems, or subsystems in a realistic form [149]].

In this way, the researchers are allowed to carry out analyses on the procedures of the
targeted network model without disturbing the actual network. In addition, simulation
is an exercise of developing and analyzing a scheme of theoretical communication

network system using network simulation software [146].
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3.5.2 Network Simulators

The most popular available network simulators are ns-2 [[150] and ns-3 [[151]. These
simulators are based on two languages, i.e., OTcl and C++. OTcl is actually an object
oriented version of Tcl. OTcl is used for configuration and simulating scripts and C++
is used to model the behavior of the protocols. The implementation of a protocol in ns-
2 and/or ns-3 is such that first binding is created between the OTcl and C++, and then
in the OTcl script the scenario of the simulation is described. After that, the simulation
is simply run and the generated trace files are analyzed. Because of the OTcl scripts,
ns-2 and ns-3 are somehow difficult to understand. Also, due to the combination of

OTcl scripts and C++, debugging is complicated in ns-2 and ns-3 [152].

Likewise, Social CCNSim and OPNET Modeler are other useful network simulators;
all the scenarios in this work were tested in these two simulators, therefore, their fea-

tures are discussed in the following subsections.

3.5.3 Simulators for ICN

Different ICN projects have developed different simulators for testing the performance
of their respective architectures. The most commonly used simulators are CCNx
[153, [154]], ccnSim [155]], ndnSim [[156]], and ICN Simulator [[157]. CCNx is an em-
ulation testbed, which is suitable for some of the operations (e.g., security issues and
router or node design) mentioned in the CCN proposal [30], however, it pays less
attention to the caching operations which are the major concern of all ICN architec-
tures. ccnSim is based on Omnet++ [158]] and is developed primarily to focus on the
caching capabilities of the architectures proposed in [30]. Although ccnSim has the
support for simulating large catalog and can handle millions of content requests, the
main limitation of this simulator is that it lacks to execute the trace-driven simulations,

which is one of the most vital attributes for in-network caching [159]. Therefore, it
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is not considered the appropriate simulator for testing the performance of in-network
caching. ndnSim is another open source simulator based on NS-3 [[160] designed for
NDN architecture. Although ndnSim provides supports for all the required modules to
analyze the transport behavior of the ICN architecture (even though it provides support
for router caching), but its structure is not appropriate for the evaluation of in-network
caching strategies [159]]. Like ccnSim, ICN Simulator is also designed in Omnet++
for PAL project [161]. This simulator is GUI-based, therefore, very easy to configure
any topology in it and the results can be seen instantaneously. The simulator provides
support for the following modules: 1) the Publish-Subscribe Router, 2) the Publisher,
3) the Subscriber, 4) the Information Item Table, and 5) the Topology Manager, but it

does not support caching at all.

3.5.4 Features of Social CCNSim

Cesar Bernardini developed Social CCNSim [142]], based on SONETOR [162], which
is a set of utilities that generates synthetic social network traces. These social network
traces represent interaction of users in a social network fashion or in a regular client-
server fashion. Any caching strategy can be implemented in Social CCNSim, but here
we provide a list of strategies that have been evaluated in it [[142], i.e., Leave Copy Ev-
erywhere (LCE) [30], Leave Copy Down (LCD) [32]], ProbCache [41]], Cache ’Less
For More’ [106], MAGIC [163], Leave Copy on the Edge, Rand Copy One, Most
Popular Content (MPC) [33], and Betweenness-Centrality [[164], and two replace-
ment policies, i.e., Least Recently Used (LRU) and Least Frequently Used (LFU). So-
cial CCNSim supports two Social Network topologies, i.e., Facebook [1635, 166, [167]
and LastFM [168, [169], and the following Network Topologies: Abilene, GEANT,
DTelekom, Tree, Tiger, and Diamond. Apart from all the above mentioned benefits,
SocilaCCNSim also supports users’ mobility, which is a critical issue and great con-

cern of the future Internet.
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3.5.5 OPNET Modeler

OPNET is the most scalable commercially available and fastest software that normally
takes a few minutes to complete simulations [[170,|138]. It has an enormous user com-
munity, i.e., more than 500 companies, universities, and service providers use OPNET
throughout the world. OPNET builds a virtual network that includes devices, for ex-
ample, routers, switches, hubs, servers, and PCs; it also provides protocols and appli-
cation software. To know the basic ideas of networking, OPNET facilitates and equips
the students to efficiently manage and troubleshoot the infrastructures of real-world
networks [[171]. OPNET provides support for simulating any kind of network that
exists in the world, for example, Local Area Networks (LANs), Wide Area Networks

(WANS5), and the future Internet, i.e., ICN.

3.5.6 = Simulation Steps

It is helpful to divide the simulation performance evaluation into steps. The perfor-
mance evaluation has been divided into either eight or twelve steps by earlier re-
searchers. For instance, Hassan and Jain [[172] have decomposed the simulation task
into eight steps, as shown in Figure @ [133, [172]]. Their work has two stages, i.e.,

Pre-software stage and software stage, which was followed throughout this research.

A. Pre-software stage

This stage consists of the following four steps:

1. research objectives are explained accurately,
2. network model is created and fixed parameters are chosen: in this step network

topology is drawn on a piece of paper and suitable network parameters are cho-
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sen to reflect an acceptable and real scenario,

3. performance metrics are selected for the evaluation of proposed strategy,

4. variable parameters are selected: generally, in ICN cache management, the pur-
pose of performance evaluation is to examine the effect of particular variables

on the chosen performance metrics.

B. Software stage

This stage consists of the following four stages:

1. network topology designed in step A-2 is implemented in a simulator,

2. simulator is configured in such a way that appropriate performance metrics are
selected in step A-3,

3. simulator is executed and when the simulation is finished, the performance met-

rics data are collected, and
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Table 3.1
Simulation Scenario

Parameter Description

Cache Size 100 - 1,000 elements

Catalog Size 10% elements

o Parameter 0.7,1.0,1.5,2.0

Topology Abilene, Tiger, GEANT, DTelekom
Social Network Topology Facebook [165,1166, 167]]
Simulator Social CCNSim [142, [173]]

No. of Simulation 10 runs

4. the collected data in step B-3 are presented in a meaningful form, and the pre-

sented results are then interpreted.

In this study, the performance metrics are cache hit rate, redundancy, content retrieval
delay, memory utilization, and stretch ratio. In addition, four ISP-level topologies
were selected for the fair evaluation, i.e., Abilene, GEANT, Tiger, and DTelekom. In
the final stage, the FlexPop evaluation was done using simulation, where the selected
parameters were cache size, catalog size, network topology, Zipf probability model,
and simulation time. The performance of FlexPop was then compared and analyzed

with the results of three other caching strateies, i.e., LCE, ProbCache, and MPC.

3.5.7 Simulation Scenario

The proposed work has been simulated in the Social CCNSim and OPNET Modeler
18.0. OPNET Modeler is an old simulation tool that has been tested by hundreds of
thousands of researchers and academicians, however, Social CCNSim is a new simula-
tor designed only for testing the performance of ICN caching, therefore, its validation

is indispensable.

In our simulations, Social CCNSim is used for evaluating four caching strategies (i.e.,
LCE, LCD, ProbCache, and Betweenness-Centrality) with LRU cache replacement
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policy as in [58] for all ICN nodes. The LRU policy is chosen for replacement be-
cause it presented the best results, as submitted in [S]. In Social CCNSim, for model-
ing content requests, the Zipf distribution function [174} [175] is used. It is mentioned
earlier that six network topologies are included in the simulator and every caching
strategy can be tested on any of the mentioned topologies in the Social CCNSim, but
we have used four ISP-level topologies, i.e., Abilene, Tiger, GEANT, and DTelekom
with Facebook [165] (166, [167] for evaluating these strategies (see Table [3.1). In our
simulations, the Zipf probability distribution is used as popularity model with the o
parameter varies between 0.7 and 2.0; the cache size (which specifies the available
space in every node for temporally storing content objects) ranges from 100 to 1,000
elements (1GB to 10 GB); and the catalog (which represents the total number of con-
tents in a network) is 10° elements. The scenario was simulated for 10 number of
runs and the average values were taken for cache hit rate, as shown in Figures to
[3.13] whereas their numerical result is presented in Table [3.2] The simulations were
performed for 10 times because the evaluated cache size is 1GB to 10GB, therefore
for each cache size the simulation was run and the average result was collected for all

metrics.

3.5.8 Performance Metrics

Different researchers think of performance metrics different things depend upon the
context in which they are used. Because there is no standard to select the metrics
for the evaluation of caching efficiency, several metrics have been used in the litera-
ture. Among these metrics the most common are Server Load, Bandwidth Utilization,
Cache Hit Rate, Content Eviction Rate, Cached Element Rate, Diversity, Content Re-
trieval Delay, Memory Utilization, Redundancy, Stretch Ratio, and Cache Miss Rate.
To sum up, in all studied metrics in the literature, Server Load, Bandwidth Utiliza-

tion, Content Eviction Rate, Cached Element Rate, and Cache Miss Rate are restricted
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Table 3.2
Hit Rate on Different Topologies

Topology Popularity model o | Cache Size Cache Hit
07 (1.0 | 1.5 | 2.0 | 100 | 1,000 | LCE | LCD | Prob- | Centrality
Cache

Na - - V - 10 11 12 8

Vo o- - - - V 15 20 18 14

V- - vV - 13 | 17 | 14 9

. -1V - - - N 29 34 32 23

Abilene  \————— 55 [ 23 | 2 I8

- - V- - vV 40 46 44 35

- - -V Y - 25 32 35 26

- - -V - V 52 59 65 52

VI -1 -1-Tv ] - 11 | 12 | 13 9

s - | - | - | - Y |17 [ 23 | 21 15

V| - - Vi - 18 20 21 11

. < W = - - N 33 38 38 27

PE T T - v - 5| 24| 27 19

. - V- - \/ 44 51 54 39

- - - ./ - 31 37 35 30

- - R V 64 68 72 60

LA | Univergiti . a Mab 13 9

V- - -1 -1 v |17 23] 21 15

-1V - - vV - 20 21 22 12

-V - - vV 34 39 39 28

GEANT — - V- vV - 25 24 28 20

- - V- - V 44 51 54 40

- - -V Y - 32 37 36 31

- - -V - N 65 68 72 60

JI-1T-T-1TV ] - 13 | 13 14 9

N - - - N 19 24 23 15

- V- - vV - 23 26 27 19

-V - - V 38 42 45 36

DTelekom — B VN v : 31 35 10 29

- -1V |- - N 55 59 64 49

- - -V Y - 38 39 44 35

- - -V - N 68 71 77 65
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Figure 3.10. Cache Hit on Abilene Topology

to partial information. Similarly, Diversity shows that how many different kinds of
contents are cached in the content store. As our proposed strategy is designed for
multimedia applications, we consider that diversity does not provide better intuition.
In addition, Cache Hit Rate combines the properties of Content Eviction Rate, Cache
Miss Rate, and Cached Element Rate, therefore, it is selected for the fair evaluation
in this thesis. Other metrics include: Redundancy, Content Retrieval Delay, Memory

Utilization, and Stretch Ratio.

Cache Hit Rate: Hit rate means the portion of content requests satisfied by caches im-
plemented within the network. This metric shows the potential of the caching strategy

to moderate the number of redundant content copies.

Redundancy: In the context of ICN, redundancy means the number of content copies
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Figure 3.12. Cache Hit on GEANT Topology
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Figure 3.13. Cache Hit on DTelekom Topology

cached at more than one location inside the network. In our simulation, path redun-
dancy is considered rather than content redundancy. In other words, only the ratio of
redundant contents are computed which are cached along the publisher to subscriber

path rather than the cached contents in the whole network.

Content Retrieval Delay: It is the time between a request from a source node and re-
ply from the server (or the node having a copy of the object for which request received)

back to the source.

Memory Consumption: If a content item is stored at more than one location, then
maximum memory is utilized and there is no space for the new arriving contents.
Maximum memory consumption can also affect the bandwidth utilization such that if

the memory is full then the new arrived contents will replace the popular cached ones.
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Hence, the subsequent requests for a popular content will not find it locally, thus, all
those requests will be forwarded to the server(s) and therefore maximum bandwidth

will be utilized.

Stretch: It refers to the number of hops a content request travels from client to server
to find a content in the network. Stretch depends on hop decrement, that is, if the
hop decrement is high the content delay will be reduced and vice versa. The high hop
decrement means that the content will be cached close to the subscriber, therefore, it

will not take long time in downloading.

A detailed explanation about the performance metrics is given in Chapter Five.

3.6 Summary

This chapter comprehensively explained the approach to guarantee the achievement
of research objectives. The research focuses on designing FlexPop: popularity based
caching strategy for ICN. Here, four major activities of the research, in line with DRM,
were outlined. Research Clarification (RC) stage is the first activity, which presents
techniques to support the preliminary phase of this research. The purpose of RC is to
categorize and sort out a research problem, research questions, and objectives which
have both academic and practical significance. Descriptive Study-I (DS-I) is the sec-
ond phase, which discusses steps for obtaining adequate knowledge of the current
situation. This phase includes designing a reference model as well as proposing a
conceptual model. Prescriptive Study (PS) is the third phase which focuses on meth-
ods adopted in designing the proposed cache management strategy. DS-II is the last
phase that discusses the evaluation of the designed FlexPop caching strategy. This sec-
tion also includes validation of the simulator and describes which simulation steps are

followed for the performance evaluation. The performance of four strategies: LCE,

81



LCD, ProbCache, and Betweenness-Centrality, have been compared in terms of cache

hit rate. Next chapter discusses the proposed system model for the FlexPop strategy.
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CHAPTER FOUR
FLEXPOP: A POPULARITY-BASED CACHING STRATEGY

This chapter proposes a new strategy, named FlexPop, for caching multimedia appli-
cation in ICN. The proposed strategy focuses on content placement and eviction, and
determines what and where to cache. Section [.1] introduces the importance of in-
network content placement jointly considered with some challenges faced during ICN
caching and then discusses the two caching complication, i.e., cache deployment and
content placement. Section {.2] explains system model with the help of a fuzzy ap-
proach for content caching. The need for a flexible popularity-based caching strategy
and a content eviction approach are described in Section 4.3] The FlexPop’s parame-
ters selection along with verification and validation are presented in Section 4.4 while

Section 4.5 concludes the chapter.

4.1 Caching in ICN

The increasing demand for multimedia contents requires more convenient techniques
for content retrieval. ICN is such an approach that satisfies this demand by offering
named content and designating in-network caching [[17]. In ICNs, a content store (CS)
with the potential of in-network caching can store some content items for future use
[30]. In-network caching can significantly reduce service load on the servers, content
retrieval delay, and traffic in the network [[175,[110]]. To cope with in-network caches in
ICNs, two critical challenges need to be jointly considered. One is the content routing
that decides where to forward content requests and how to deliver contents, and the

other is caching policy that chooses which content item should be stored in CS.

Unlike the current Internet architecture that was designed for source to destination

communication, customers are only interested in actual content rather than its location.
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For this reason, novel ICN architectures such as Publish-Subscribe Internet Technol-
ogy (PURSUIT) [25123]], Publish-Subscribe Internet Routing Paradigm (PSIRP) [22],
Network of Information (NetInf) [176l] and CCN [30] have been defined which give
high priority to effective content dissemination at large scale. Among all these novel
architectures, the research community has been considerably attracted by CCN [21]].
CCN is an architecture that efficiently distributes popular contents to a possible num-
ber of clients [30, 64]. A fundamental characteristic of CCN is cache management

with caching strategies, which determines what to cache and where.

The major complication in ICN is the cache deployment and content placement [[177,

1781179, 1180]. These issues are presented in the following subsections.

4.1.1 Cache Deployment

Cache deployment is the way of selecting the proper position of caching node such as
router on the path from publisher to subscriber. The deployment of cache routers
may drastically effect the performance of overall ICN network in terms of cache
hit rate and content retrieval delay [181]. More specifically, redundancy elimination
achieved substantial attention from the research community both in the current Inter-
net [182,[183, 184} 185,1186] as well as in ICN [44, 187, 188),1189,1190]. If the caching
node is deployed in a proper location, the network bandwidth is efficiently utilized.
For instance, if a caching router is placed in such a position that maximum content re-
quests pass through it, that will satisfy those requests locally rather than downloading

contents from the main server.

4.1.2 Content Placement

To store contents, for example, videos, images, or web documents for some time, an

approach is used which is known as caching. The key goals of caching contents are
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to reduce the utilization of bandwidth and minimize the server overhead as well as
content retrieval delay [191]]. In the early 1990s, the concept of web cache was intro-
duced by some companies for accessing the Internet through a proxy server (HTTP
server) [S8]. A proxy server is used to forward requests to the remote servers and
receive responses from servers and forward back to the intended destinations [[192].
The proxy server consists of a temporary memory, which is known as cache. The
main issue among caches is their coordination. For this reason the research commu-
nity has proposed some cache management solutions, for example, distributed caches

and hierarchical caches [58]].

In distributed caching, the information is stored at the edge routers (especially where
the congestion is minimum) to reduce content retrieval delay [193]. In hierarchical
caching, the cache is deployed at every level of the network, i.e., local, institutional,
regional, and Internet Service Provider (ISP) in such a fashion that requests travel
through the hierarchy of caches [194)1195]]. Hierarchical caching did not gain momen-
tum, however, with the introduction of CDNs, distributed caching gained popularity,
in which the contents are stored at the edge routers near to the customers. Almost 20%
of all web traffic is delivered by the Akamai CDN [196], while by 2016, the expecta-
tion is 50% of the worldwide traffic [58]. The Akamai network consists of more than
61,000 servers [196]], but every device is not used to store contents in this solution of
web caching. On the other hand, in-network caching is proposed in ICN architecture,
where every network node has the capabilities of caching contents. However, as in
[197], for storing contents there will exist at least 3.7 billion of available caches. And
hence, the deployment of caches, i.e., placement of contents is a challenging and yet

to resolve issue in ICN.
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4.2 System Model

In this section the fuzzy Multiple Attribute Decision Making (MADM) method [135]]
is discussed, which is used to resolve the problems associated with fuzzy data. In other

words, it is used for the measurement of values of different attributes in different units

[L35].

In the context of ICN, MADM counts the popularity values of incoming contents to
be recommended for caching. In the following subsection we discuss an approach for

content caching based on fuzzy MADM.

4.2.1 Fuzzy MADM Approach for Content Caching

Fuzzy set theory [198], which is a perfect means for modeling uncertain (imprecise)
data, is the basis for MADM approach. MADM refers to making selections among
some courses of action in the presence of multiple, usually conflicting, attributes [[1335]].
In our proposed strategy, the contents are fuzzy because of its unavailability. In a fuzzy
MADM problem, in ICN caching, the popularity values of contents can be represented

by fuzzy sets. Detailed explanation about fuzzy set can be found in [135].

There are many MADM techniques, but the first part of our proposed strategy, i.e.,
Content Placement Mechanism (CPM), is based on SAW method in which the total
values of an alternative are calculated and the one with the higher score is selected.

The SAW procedure is given as follows [[199, 200, [135]]:

Suppose we have contents C;, j = 1,....,n, and their values ® = oy, - - -, @,, the popu-

larity of content P;, is calculated as:

n
L L WiP;;

) i L 4.1)
j=1j
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where p;; is the outcome of the i content about the j' value (popularity). This is
the simplest form in Multiple Attribute Utility Theory (MAUT). The most popular

content, P*, is then selected such that

P* = P|max;U; (4.2)

if both @; and p;; are fuzzy sets defined as:

;= {(xj, L@;(x;))},Vj

and

pij = { iy, upij (vij)) }, Vi, j,

where pw;(x;) and wp;;(yi;j) take values and x; and y;; take the actual numbers on

the real line R, the popularity of content P;, U; = {(v;, uU;(v;))}, can be calculated as

follows

nXvii
= j;l JYij (4.3)
j=1%j
1U;(v;), which is the membership function, can be calculated as
n n
uU;i(vi) = sup{ [ T oo )1 T TIT T w1 i)} 4.4)
Jj=1 j=1
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where u = (X1, ,Xn, Vi1, "+ Vin)-

However, the function pU;(v;) cannot be obtained directly if pw;(x;) and up;;(yi;)

are continuously differentiable functions.

To solve this problem, Kwakernaak’s approach is used as follows [135} 201]:

Given fuzzy weights ®; = {(x;, ®j(x;))} and fuzzy attribute p;; = {(vi;, upi;j(vij))}

for the popularity of content P,, to derive U; = {(v;, uU;(v;))}, the following steps are

used:
step 1: Choose an oy level.

step 2: For content P,, determine the following real numbers:

!/

yij = mzn{y,]e‘R\,up,](yz]) Z aO}avL

*_

Yij max{y;j€R|1up;;(yij) = 00 },Y],

x/j = mln{xJSRLqu(x]) Z (X0}7VJ7

*_

xj = max{x;eR|uw;(x;) > ao}, v},

88

4.5)

(4.6)

“4.7)

(4.8)



Step 3: The p;;, which is the outcome of the i'" content about the j* popularity value,

can be represented, at the ¢ level, by [y; s yjfj].

/

Put y;j,‘v’j, and x],Vj, in such an order that

and

/ ¥ ! / I
where Kk, = min;y;; and K, = max;y; ;.

!/

. ! ! / !
while ¢, = minjx; and £, = maxjx;

In the same fashion, y;-"j and x; are recognized in such an order that

¥
IA
g
IA
A
K*

and

4.9)

(4.10)

@.11)

(4.12)



where k| = min jy;-“j and K = max Vij
while £} = min jx; and (;, = max;x;.
Step 4: Let U; at the oy level be Cop = [aq, by,

where aog and by are the lower and upper bound, respectively.

aoy and boy are defined as:

j % / n ! /!
Zrzl Er K + Zr:j—i—] ngr

: S 0<j<n, (4.13)
)J’:lgt+ r:j—|—1‘ﬂ/r

acy = min;|

and

j / S n k gk
Zr:l gr Kr + Zr:J+1 gr Kr
J / n *
r=1 Er + Zr:]—|—1 gr

bogy = max | ,0<j<n. (4.14)

aop can be computed according to Equation where y;;,Vj, take y; ; as their values,

then the minimum of v; in Equation {.3]is guaranteed.

As in our proposed strategy the contents are cached based on popularity, a popular

content P*, as in [135]202]], can be cached according to the following formula:

n
D; = \/Z wjz(Pij_Sj)zJZ 1,2,-,m. *.15)



where p;; is the outcome of the i"" content about the j' popularity value, S j 1s the size
of content store where contents are cached, and ®; is the popularity value of the i

content.

4.3 The Need for a Flexible Caching Strategy

Generally, most ICN studies focus on cache replacement policies (for example LRU
and LFU) [203} 204, 205]] over various topologies such as educational ISP [[116] and
binary trees [174]. Relating to caching strategies, some work demonstrates that, to
achieve high caching performances, huge cache memory is required [175] while the
other [106] opposes that storing less content can attain similar results by only placing
contents in a subset of routers along the delivery path. It is therefore necessary to
design flexible caching strategy to achieve better performance in terms of cache hit

rate, redundancy, content retrieval delay, stretch, and memory utilization.

Content placement and eviction schemes play a vital role in ICN’s overall perfor-
mance. The LFU and LRU replacement policies were mainly proposed for ICN, but
these policies suffer from low efficiency, i.e., LRU uses a time stamp of the content
while LFU calculates distribution frequency of the content. In both policies, content
popularity is ignored, which causes inaccuracy in recognizing the degree of a newly
incoming content. As a result, insufficient content replacement may happen, i.e., new

unpopular contents may replace the old popular ones.

In order to tackle the above inadequacy and enhance the accuracy of content replace-
ment decision, various caching strategies have been developed (discussed in Chapter
Two). Most of them focus on cache hit rate and redundancy, however, memory utiliza-
tion, stretch, and content retrieval delay, which are the essential metrics in measuring

the performance of ICN, are mostly ignored. In this research a new caching strat-
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egy, named Flexible Popularity-based Caching (FlexPop), is proposed to overcome

the above critical issues.

4.3.1 FlexPop Strategy

The FlexPop strategy consists of two mechanisms, i.e., 1) Content Placement Mecha-
nism (CPM), which is responsible for content caching (see Figure {.T]), and 2) Content
Eviction Mechanism (CEM), as discussed in Section [4.3.3] deals with the eviction of
contents in case the memory of content store is full and there is no room for the in-
coming content to be cached. In FlexPop, each ICN router maintains a table called
Popularity Table (PT) containing information concerning the popularity of a content
name and that is in the form of a content counter along with a popularity tag. Indeed,
FlexPop records popular content by locally counting the number of incoming requests

for a content.

When a request for a new content arrives, it is stored in the PT. This table has a counter
called Content Popularity (Cp) that defines the popularity value of a content coming
from upstream or forwarding downstream. In case the popularity value of a content
is greater than or equal to 2, it is forwarded to Comparison Table (CT), otherwise
remains in PT. The CT contains information about the content names forwarded to
Content Store (CS). A counter Popularity Value (Vp) in the CT checks the popularity
of a content request, if it is greater than the popularity value of the stored contents then
it is recommended for caching in the CS. The CT, which has less content names than

PT, is shared with neighbor routers.

As the popularity value of a content reaches the popularity threshold, which is greater
than or equal to 2, it is stored on the node having maximum outgoing interfaces, as in

[106]. The lower bound of the popularity is set to 2 because if a content is requested
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Figure 4.1. Content Placement Model

two times then it is recommended for caching. Here, the lower bound is 2 because
to filter popular contents from unpopular ones, as all unpopular contents will have
popularity value 1. If the popularity is set to a higher value then it can cause down-
stream latency and slow convergence of hit rate. On the other hand, caching every
incoming content, even if memory is not full, can increase searching overhead during

replacement process.

As in Algorithm . 1] if a request arrives, it is first checked in the Pending Interest Table
(PIT) and then forwarded to PT. The PT contains the requested content ID, name, and
its popularity value. If the popularity value of a content reaches its minimum value,
1e., if Cp >=2, it is forwarded to CT. In contrast to PT, CT has only popular content

items, therefore, this table is shared with all neighbor routers. In CT, the counter V p
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Algorithm 4.1 Content Placement Mechanism (CPM)
Let X represent Network:
Incoming content = I;
If(3 L in PIT, VI,)
Forward I,; to PT,
Else
Cache I; in PT;
EndIf
Check I, in PT :
If(Cp > 2,V1))
Forward I;; to CT;
Else
Leave I, in PT;
End If
Recommend CT = NR;
[where NR is the neighbor router]
xCT CNR;
Check V), VI:
If (Vp > sV, && Ly = mV,)
Cache I, = CR4x;
[where CR,,, 1s the router having maximum outgoing interfaces. ]
Else
Leave I in CT;
[where i, j,k = {1,2,---,n}, i # j #k.]
End If

will check the value of content, if Vp > sV p and content = mV p, then it is forwarded
to CS. Here, CS means that router which has maximum outgoing interfaces, in this

case router R2 in Figure 4.2

Here a question arises that if the popularity value of content should never be less than

2 in CT then what is the need for checking content popularity here?

This check is needed because if, for example, there are three content items in CT and
all have different popularity value (definitely greater than 2), then to decide which
content item should be forwarded to CS if cache is full. In this case, that content item
which has the maximum popularity value in CT (i.e., content = mV p) and the value of

this content is greater than the value of stored one (selected for replacement by LRU)
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Figure 4.2. A Network Topology

in CS (i.e., Vp > sV p) will be forwarded for caching.

4.3.2 The Role of Sharing CT with Neighbor Routers

Here it is necessary to explain the purpose of sharing CT with neighbor routers. To
know this, consider the topology in Figure If a user X (connected to router RS)
requests content B and the popularity value of B in its CT has reached 3 (see Figure
3.4/in Chapter Three), router RS will share this CT with router R3 and in turn R3 will
share it with its neighbor router R6. Furthermore, consider another user Y is connected
to router R6 who requests the same content B. With this request, the popularity value
of B will be updated in CT that will become 4 and hence, the CT will be shared with
the neighbor router R3, and R3 will update its CT accordingly. As routers R2 and RS
are neighbors to router R3, the same CT will be shared with them and they will also

update their CTs accordingly.

On the other hand, if router RS does not share CT with its neighbor, then router R6
(who has received request for content B) will have the popularity value being 1 for B,

even though its popularity value has already reached 3 at router RS and has been rec-
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ContentID | Content | Popularity Request Content | Popularity
Name Value Status Name Value
1 A 3 A 3
2 B 4
3 C 5
4 D 2
5 E 1
6 F 1
7 G 6

Figure 4.3. An Example of Popular Content Replacement

ommended for caching. Moreover, Router R6 will know from the CT (received from
router R3) that content B is cached by router R2 (which has the maximum outgoing
interfaces) and therefore will forward the request to router R2 instead of forwarding to
the server. As a result, this will reduce the downstream latency and expedite the access

time.

4.3.3 An Expected Case

If V, is set to a higher value then some popular contents will not contribute in the
cache hit rate. On the other hand, if V,, is kept very low, e.g., 1, then cache may
be overflowed and hence some unpopular contents will replace popular ones during

replacement process.

As in [114], content items are stored in cache as long as space is available, so when,
for example, a new content item arrives then according to the nature of LRU there is
a possibility of evicting the most popular content by a least popular one. As shown
in Figure {.3] the popularity of content C at time t; and time t; is 5. Similarly, the
popularity of E and F at time t; is 1 but at time t, their popularity is 2. Here, the

popularity of C is higher than E and F but it is the least recently used, therefore, it will
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Figure 4.4. Content Eviction Model

Algorithm 4.2 Content Eviction Mechanism (CEM)
While(CRpqx ='0):
Check I;; against I, ;
If(3 i && 1))
L && I j < LRU in CRyqx;
Evict I|L; j from CRpqy;
Cache I; in CR,,4:2;
EndIf
[where CR,ax is the router having 2" highest outgoing interfaces.]

[where i, j ={1,2,---,n},i#j.]

be replaced by the new popular content G whose popularity is 6.

In FlexPop, when the cache of a router becomes full and a new popular content needs
to be stored, CEM will replace the content in cache according to LRU. As FlexPop
stores popular contents which may possibly be evicted by LRU, the evicted content
will be recommended to a router for caching who has the second highest number of
outgoing interfaces (R3 in Figure .2)). The workflow of CEM is presented in Figure
4.4 and Algorithm [4.2] To know how much time a content should stay in the cache,
the LRU policy is considered. Let p is the number of contents in the cache, a content,
selected for eviction, is denoted by 7, and the last hit on the content occurred at time

Ty, then the eviction time of content from the cache is calculated as [[100]:
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Ep=1.—1, (4.16)

4.3.4 Fuzzy MADM Approach for Content Eviction

The second part of our proposed strategy, i.e., Content Eviction Mechanism (CEM),
is based on a method called TOPSIS [135, 206]. In TOPSIS method, the selected
alternative has the longest path from the negative-ideal solution and the shortest path
from the ideal solution [135]. According to our fuzzy MADM TOPSIS algorithm, the
evicted content will be placed at a router having second highest outgoing interfaces,
which would also be near to the subscriber. Consider the topology in Figure #.2]
router R2 has the maximum outgoing interfaces, therefore, all contents are cached
here. However, if the cache of this router becomes full and a new content arrives, LRU
policy will evict a content from the cache to accommodate the new arrived one. Now,
the evicted content will be cached at a router which has the second highest number of
interfaces. In the given figure, R3 fulfills this criteria, so will be selected for caching,

which is nearer to the subscriber (if subscriber is connected to router RS or R6).

To solve MADM problems, TOPSIS is one of the popular methods which has been
used widely in several decision making problems. In our work, TOPSIS method has
been modified by defining a notion of path for measuring content popularity. Because
contents in ICN are fuzzy numbers, therefore, ranking of fuzzy popular contents would

be a challenge which can be solved within the context of a given problem.

In our proposed strategy, for content eviction, fuzzy triangular values [200] as in

[137/]] are used and the basic operations of fuzzy numbers for the purpose of the fuzzy

MADM approach are briefly explained.
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Definition Let p be a fuzzy triangular number defined as [135, [137]:

p=(p',p" p")

where [ < m < u, and [ is being the lower value and u the upper value.

The procedure for the fuzzy TOPSIS MADM approach is as [135, 206]:

(4.17)

Step 1: Calculate the normalized decision matrix where each normalized value r;; is

calculated as:

— u
where r;; = (rij,r{;?,rij).

Step 2: Calculate the weighted normalized decision matrix

dij = (@jrij).

Step 3: Determine the best solution (Ag) and the worst solution (Ay):
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Aﬁ :{[min(diﬂjg/)\i: 1ﬂ2""7m]7[max(dij’jgj+)|i: lvza"'7m]}5{dﬁj’j: 1,2,~-,l’l},

(4.20)

Ay={[max(d;;|jeJ )|i=1,2,--,m),[min(d;;| jeJ ") |i=1,2,--,m]} = {dy;| j=1,2,---,n},

(4.21)
where J = {j=1,2,---,n}j corresponding to the criteria having a negative effect,
and
JT={j=1,2,---,n}j corresponding to the criteria having a positive effect.

Step 4: Find the distance between the cached content P; and the best condition (Ag)

and worst condition (A,):

n
Diﬁ:\/Z(dij_dﬁj)27i:1a27"',m, (4.22)
j=1
and
n
Diyz Z(di'_d}/j)zai: 1,2,---,m, (4.23)
j=1

where D[g and D, are the distances from content F; to the best and worst conditions,
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respectively.

Step 5: Find similarity to the best condition:

Dig

o B
P (Diy+Dip)

0<S<l,i=12-m. (4.24)

where S;5 = 1, in case of best condition, and

Sig = 0, in case of worst condition.

Step 6: Rank the contents according to S;g(i= 1,2, +++,m).

4.4 FlexPop Parameters Selection

The results of FlexPop depend upon various parameters, i.e., threshold value, compar-
ison table (CT), Zipf distribution, cache size, catalog size, and simulation time. The
threshold value is set to forward content requests from popularity table (PT) to CT.
This value is set to 2 to avoid overflow as every incoming request has popularity value
1. The CT consists of those requests whose popularity value is = 2. Based on the
popularity values the contents are recommended for caching. Zipf distribution counts
content probability, where skewness of the distribution is represented by ¢. Popular
contents will receive large portion of the Internet traffic if the value of o is greater
[207]. As more than half of the overall Internet traffic is attracted by multimedia ap-
plications [[13]] and FlexPop is designed for multimedia traffic, therefore our strategy
will perform well with large o value. Cache size determines the space available in
the content store for caching contents. This parameter largely affects the network per-

formance such that if the cache size is low then maximum content eviction happens.
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Figure 4.5. Implementation of FlexPop in Social CCNSim

Consequently, contents are rapidly replaced which reduces cache hit ratio and thus
extra content delay is experienced. Catalog size represents the total available con-
tents in the network. For the fair evaluation, the FlexPop strategy is examined against
minimum (1GB) and maximum (10GB) cache sizes and catalog size is chosen as 10°
contents. Simulation time demonstrates the time set for running the caching strategies
in the simulator. It plays an important role for accurately simulating caching strate-
gies. The Social CCNSim caches the contents according to the statistical simulation
of the strategy, for which the simulator needs to warm up, therefore, we have run the

simulation one hour for each cache size.

4.4.1 Verification and Validation of FlexPop

The primary concern of verification is to ensure that the proposed FlexPop strategy
has been programmed correctly in Social CCNSim simulation environment. Verifica-
tion was done following the techniques presented in Chapter Three. To confirm the
verification, a snapshot of the FlexPop implementation, Social CCNSim code, SONE-

TOR code, and SONETOR Trace file generation code are presented in Figures 4.5}
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Figure 4.6. Social CCNSim Code

Figure 4.7. SONETOR Code

[.8] respectively, which confirm that:

* Both mechanisms of FlexPop, i.e., Content Placement Mechanism (CPM) and
Content Eviction Mechanism (CEM) were programmed correctly, and

* The Python code, run on the Ubuntu platform, is free of bugs and errors.

Next, the FlexPop strategy was validated to ensure that it meets the intended require-
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Figure 4.8. SONETOR Trace File Code

ments in terms of cache hit rate, memory utilization, redundancy, content retrieval de-
lay, and stretch. For surety, the FlexPop strategy was run on four different topologies,
i.e., Abilene, Tiger, GEANT, and DTelekom; and the obtained results were compared
with the three popular strategies, named Leave Copy Everywhere (LCE), Probabilis-
tic Caching (ProbCache), and Most Popular Content (MPC). The validation was done
using Social CCNSim and the value of Zipf probability model o parameter was set as
2.0. The simulations were run for 10 times on each topology and the average value of

cache hit rate was obtained for LCE, ProbCache, MPC, and FlexPop strategies. The

Probability Model (a = 2.0)

BLCE

08 - AProbCache

B MPC

Cache Hit

EFlexPop

0.6

Abilene Tiger Geant DTelekom

Figure 4.9. Cache Hit Rate on Different Topologies
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Table 4.1
Cache Hit: Analysis vs Simulation with @ = 0.7 and Chunk Size 10MB

Topology Cache Size No. of Chunks Analysis Simulation Difference

(GB) (MB)
1 1(10%) 0.10 0.10 0.0
2 2(10%) 0.12 0.11 0.01
3 3(10%) 0.14 0.12 0.02
4 4(10%) 0.15 0.13 0.02
Facebook 5 5(10%) 0.16 0.14 0.02
6 6(10%) 0.17 0.14 0.03
7 7(10%) 0.18 0.15 0.03
8 8(102) 0.19 0.15 0.04
9 9(10%) 0.19 0.16 0.03
10 10(10%) 0.20 0.16 0.04

obtained resultant graph is presented in Figure

4.4.2 Simulation vs. Analysis

To know the accuracy of system model and simulation, the analysis 1s done in Maple
18 for cache hit according to the parameters presented in Table .1 and #.2] For the
analysis of cache hit, we consider the real Facebook topology [163) 1166, [167]] which
consists of 4,039 nodes. We assume that each node in the network is placed at a
constant distance: in our assumption this distance is 25 meters. Each time when a
content is downloaded, the hop decrement increases 100 hops. This assumption is
made on the basis of our ordinary topology in Figure 4.2] where initially a subscriber
is 4 hops away (on any path) from the node having the desired content (i.e., router
R1). As the hit occurs, the content is cached on the node having the highest number
of outgoing interfaces (Router R2 in the given figure), which is 3 hops away from the

user(s).

When 0 < o < 1, the asymptotic cache hit ratio H, is calculated as [208, 209]]:
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Figure 4.10. Cache Hit: Analysis vs Simulation with o¢ = 0.7

Figure 4.11. Cache Hit: Analysis vs Simulation with o« = 1.0
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Table 4.2
Cache Hit: Analysis vs Simulation with & = 1.0 and Chunk Size 10MB

Topology Cache Size No. of Chunks Analysis Simulation Difference

(GB) (MB)
1 1(10%) 0.23 0.16 0.07
2 2(10%) 0.29 0.19 0.10
3 3(10%) 0.34 0.22 0.12
4 4(10%) 0.36 0.25 0.11
Facebook 5 5(10%) 0.39 0.27 0.12
6 6(10%) 0.40 0.30 0.10
7 7(10%) 0.42 0.34 0.08
8 8(102) 0.43 0.38 0.05
9 9(10%) 0.44 0.40 0.04
10 10(10%) 0.46 0.45 0.01
H.=C'® (4.25)

where C is the cache size and o = 0.7. Looking at the analysis and simulation results,
presented in Table [A.1] the average result of analysis is 16% while it is 13.6% for
simulation. - The average difference 1s 2.4% and hence the accuracy 1s 97.6%. The
resultant graph is shown in Figure .10} The same variables, i.e., cache size and chunk
size, are used for the scenario when o = 1.0. Now, if a = 1.0, the asymptotic cache

hit ratio H, is calculated as [208., 209]]:

H, = InC. (4.26)

The analysis and simulation result is presented in Table 4.2 and Figure The av-
erage analysis and simulation results are 37.6% and 29.6%, respectfully. The average
difference is 8% and therefore the accuracy is 92%. It is observed that when the cache

size is small the difference of analysis and simulation results (with o = 1.0) 1s high,
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however, with the increase of cache size this difference approaches 0.

Similarly, for the analysis of stretch results, we consider the same scenario with real

Facebook topology 165,166, (167]]. The numerical results can be calculated as [210]:

on
S=—
2y

(4.27)

where S represents Stretch, n is the total number of network nodes, 7y is the distance

between two hops, and « is the Zipf probability parameter, such that 0 < a < 1.

In addition, the numerical results for o¢ = 1.0 can be calculated as:

S=———(D+h) (4.28)

where n is the number of total network nodes, ¥ is the distance between two hops, D
is the hop decrement, and 4 is constant. We assume that D = ¥ and the value of & = 4.
This assumption is based on our ordinary proposed topology, shown in Figure §.2]
The achieved analysis results are presented in Table and Figure for o = 0.7,
and Table 4.4 and Figure [4.13|for ov = 1.0. The average difference in o0 = 0.7 is 2.2%

while it is 4.8% when o = 1.0.

Figure [4.14]illustrates the ratio of Cache Hit in FlexPop using different values of pop-
ularity model, &. In the given figure x-axis shows the cache size ranging from 1GB to

10GB, while y-axis is the average hit ratio of cached content items. Certain increase
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Table 4.3
Stretch: Analysis vs Simulation with o0 = 0.7

Topology  Cache Size  Analysis Simulation Difference

(GB)
1 0.56 0.58 0.02
2 0.51 0.54 0.03
3 0.50 0.53 0.03
4 0.49 0.52 0.03
5 0.48 0.50 0.02
Facebook 6 0.47 0.49 0.02
7 0.46 0.48 0.02
8 0.45 0.47 0.02
9 0.44 0.46 0.02
10 0.43 0.44 0.01
Table 4.4

Stretch: Analysis vs Simulation with o« = 1.0

Topology  Cache Size  Analysis Simulation Difference

(GB)
] 0.51 0.54 0.03
2 0.47 0.52 0.05
3 0.43 0.48 0.05
4 0.39 0.44 0.05
5 0.35 0.40 0.05
N 6 0.31 0.36 0.05
7 0.27 0.32 0.05
8 0.23 0.28 0.05
9 0.19 0.24 0.05
10 0.15 0.20 0.05

Figure 4.12. Stretch: Analysis vs Simulation with ¢ = 0.7
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Figure 4.13. Stretch: Analysis vs Simulation with & = 1.0

Figure 4.14. Probability of Cache Hit by Zipf Popularity Model o

can be found in cache hit ratio with the increase of popularity value o from 0.7 to 2.0

and cache size from 1GB to 10GB, respectively.

4.5 Summary

This chapter introduced a caching strategy for the future Internet, named Flexible
Popularity-based Caching (FlexPoP). The chapter also presented the basic idea of con-

tent placement and eviction, and the need for a flexible caching strategy, which can
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better utilize memory and increase cache hit rate as well as reduce content retrieval

delay, stretch, and redundancy.

If a new content arrives and the cache of a content store is full then it needs to replace
one of the stored contents. Since Content Placement Mechanism (CPM) cannot solve
this issue, therefore, a Content Eviction Mechanism (CEM) is required to handle this

problem.
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CHAPTER FIVE
SIMULATION RESULTS

In Chapter Four, the FlexPop strategy was introduced, which consists of two mech-
anisms, i.e., CPM and CEM, for content placement and eviction in ICN. Moreover,
the chapter discussed two access methods, i.e., SAW, which is implemented for pop-
ular content caching, and TOPSIS that was used for content eviction. This chapter
presents the performance evaluation of FlexPop strategy in full detail as well as its
comparison with LCE, ProbCache, and MPC caching strategies. The chapter starts
with introducing the simulation environments for ICN caching in Section [5.1] Out-
comes of the performance evaluation of FlexPop strategy in comparison with those of
LCE, ProbCache, and MPC are discussed in Section [5.2] Topological affect on the
simulation results is described in Section[5.3|and the general discussion on simulation
results related to the technical factors is outlined in Section[5.4] Finally, the chapter is

concluded with the summary presented in Section[5.5]

5.1 Simulation Environments for Caching Strategies in ICN

Since the day when the concept of ICN was proposed in 2009 [30], it became a very
popular research topic with a bunch of new proposals presented in renowned confer-
ences and published in reputed journals. A little number of these proposals deals with
routing schemes [211]], congestion control [212]], and content namespace [213]], but
majority of them focus on the in-network caching strategies as caching is one of the

major and critical issues in the ICN architecture.

With respect to caching strategies, usually researchers evaluate their design policies
according to their simulation scenarios and choose their configuration parameters at

their own choice, which make it unfeasible to compare the difference among caching
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strategies. Although a lot of simulation scenarios have been proposed for evaluating
ICN caching strategies, in this section we consider four main simulation parameters as
in [174}158]], i.e., network topology, content popularity model, cache size, and catalog

size.

5.1.1 Network Topology

In the literature, presented in Chapter Two, the performance of ICN caching strategies
have been tested using different topologies. Saino et al. [96] consider four topologies,
1.e., GEANT (European academic network), WIDE (Japanese academic network), Tis-
cali (pan-European commercial ISP), and GARR (Italian academic network); Psaras
et al. [41] use a 6-level binary tree comprising 127 nodes, where the last two levels
of ISP issue all the requests and the root node serves these requests; Li et al. [102]
use a 4-level tree topology, where the total size of content stores of each router ranges
from 10% to 50% of the whole contents; Chai et al. [[106] use a 4 to 6-levels k-ary
tree and each node has either 2 or 5 children; Rossi et al. [[174]] use five topologies,
i.e., Abilene, Level3, Tiger, GEANT, and DTelekom; Cho et al. [[110] use ISP-level
topology that includes 1 transit and 5 stub domains. The transit domain consists of 5
routers while each stub domain has 10 routers. The topology also has 10 servers which
serve requests from 1,000 connected users; Bernardini et al. [33] use four ISP-level

topologies, i.e., GEANT, Tiger, Abilene, and DTelekom.

For the fair evaluation of caching strategies, there is no general agreement on the
topology selection. It is therefore a critical issue because topology has a direct impact
on the simulation results [174]. Abilene, GEANT, Tiger, and DTelekom are ISP-level
topologies, where Abilene consists of 11 nodes, GEANT and Tiger 22 nodes each, and

DTelekom 68 nodes, as presented in Figure [5.1]
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Figure 5.1. ISP-level Topologies [58]

5.1.2 Content Popularity Model

The content popularity model refers to a utility that records the popularity value of
every individual content. In other words, it is a function which counts the number of
requests for every single content. The previous conducted research shows that out of
millions only a few websites attracted the majority of customers [214} 215]]. There-
fore, the content popularity can be modeled with a probability distribution function as
a power law [58]]. In most of the simulations and models, the commonly used distribu-
tions are Zipf and its generalized form Maldelbrot-Zipt (MZipf), which belong to the

power law distribution [216. 174} 58]

(q+x)~*
r—1(qg+k)—@

pmf(x,N,q,a) = (5.1)

where « is slope of the distribution, g denotes its plateau, N is the number of elements,
and pmf represents the probability mass function. When ¢ tends to zero as in [S8]], a
flatter distribution is achieved. In the literature, the value of o parameter for Zipf or
MZipf ranges from 0.5 to 3.0. In simulation based on MZipf distribution, a content
is selected with its probability value when it is requested. Some contents may be

requested more times than others based on configuration of the o parameter.

We discovered a variety of values for the o parameter in the literature. Saino et al.
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[96] use a Zipf popularity model with the values of ¢ varies between 0.6 and 1.1. In
[41], the value of this parameter is 0.8. Li et al. [102] and Zhang et al. [103] evaluate
with 0.3 and 0.9 for «. In [106]] the value of this parameter is 1.0. Sung et al. [107]
evaluate with an o between 0.25 and 1.5, while in [109] it is 0.6 and 1.2. In [[L10]], the
o is evaluated for 0.85. Bernardini et al. [33, 58, 217]] use the values between 0.65
and 2.0, while Ong et al. [[114] take this value between 0.5 and 3.0. In [108], the o
is 0.7, while it varies between 0.7 and 0.96 in [122]. In [174]], o ranges between 0.6
and 2.5. Other researchers, for example, Fayazbakhsh et al. [119] evaluate the caches
with traces extracted from the Akamai CDN Asia [38]. To model content popularity,
MZipf distribution is considered the best nominee and therefore no agreement is made
on the value of its o parameter. As we discovered that this value ranges from 0.5 to

3.0, it may have a great effect on the performance evaluation of the caching strategies.

5.1.3 Cache Size

The cache size specifies the available space in every node for temporally storing con-
tent objects. Cache size is either denoted with absolute value or a ratio with respect
to the catalog size, i.e., 20 elements or 0.02 of the catalog size [58]]. Saino et al. [96]
use cache size 0.2. Cho et al. in [110] and Chai et al. in [[106]] use cache size 0.1.
Rosensweig et al. [101] use the cache size from 0.1 to 0.4, while Li et al. [102] take
this value from 0.1 to 0.5. Zhang et al. [103] take this value 100 while Bilal and Kang
[109] consider cache size from 100 to 1,000 elements. Sung et al. [107] use 2,500
elements, each of size 2GB, and the cache space is set to 1TB. Wang et al. in [108]]
simulate the scenarios using the cache capacity of 50Mb and 200Mb with the content
size of 100Mb and 300Mb. Bernardini et al. [33, 58] evaluate their experiments with
cache size ranges between 1 and 1,000 elements correspond to 107 to 1073 as cache

size ratio, while Ong et al. [114] use cache size 0.05 to 0.3.
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Table 5.1
Simulation Scenario

Parameter Description

Cache Size 100-1,000 elements (1GB-10GB)

Catalog Size 10% elements

o Parameter 0.7,1.0,1.5,2.0

Topology Abilene

Social Network Topology Facebook [165, (166, 167]

Replacement Policy LRU

Simulator Social CCNSim [[142}173], OPNET Modeler 18.0 [|143]].
Simulation Time One day

5.1.4 Catalog Size

The catalog represents the total number of contents in a network. In the existing work,
different number of values have been used for the catalog size. Chai et al. [106] and
Zhang et al. [103] use this value 103. Rossi et al. [174] consider a YouTube-like
catalog, which includes 108 objects with average 10MB chunk. Bilal and Kang [109]
take the catalog size as 10*. Bernardini et al. [33] 58] consider in their experiments a
catalog of 10 elements, while Ong et al. [114] use this value as 10*. Some researchers
have not given detail about the catalog size, but in [96, 1411|119} 104] the authors have

only mentioned that for all catalog they generate 10° requests.

5.1.5 Simulation Setup

In this study we compare our results with those of the LCE, ProbCache, and MPC,
therefore, to confirm that our simulation results are valid, the same simulation setup is
used as in [33]] to achieve the same results for the mentioned two strategies as produced
in [58]]. The reason for comparison with LCE, ProbCache, and MPC is such that
LCE is the default ICN caching strategy, ProbCache has outperformed LCE [41], and
MPC has shown superiority over most of the existing strategies, as submitted in [58].
Here, we use the Abilene topology having 8 requesting nodes with Facebook [165)

166, 1167]], which consists of 4,039 users, 88,234 friends, and each user counts 44
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relationships. We evaluate our experiments with cache size ranges between 100 and
1,000 elements (1GB to 10GB respectively), a catalog size of 10° elements, and Zipf
popularity model with the values of o vary between 0.7 and 2.0 (see Table [5.1)). In
the literature, 10* contents is the widely used value for catalog size [109, [114, 163,
111], but due to the nature of existing traffic it is hard to imagine Internet merely
with 10* contents. Therefore, in our experiments the catalog size is considered as
10% contents, which is believed as an adequate size for measuring performance of the
Internet traffic [33, 217]. The contents and elements represent files, therefore they
are used interchangeably throughout this thesis. In the simulation results, the average
values are considered for Cache Hit, Content Delay, Redundancy, Memory Utilization

and Stretch.

5.2 Simulation Results
In this section we present our simulated work in line with the following objectives:

cache hit, redundancy, content retrieval delay, memory utilization, and stretch.

5.2.1 Cache Hit

Cache Hit is the most significant metric in evaluating the performance of ICN and is

represented by the following equation [38]]:

X7 | (hit; 4 miss;)

H, = (5.2)

where n is the number of all network nodes and kit operation occurs if the cache of
a node is traversed and the requested content is found; the miss refers to the situation

when a node is searched for a requested content and it is not available in the cache; H,
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Figure 5.2. Cache Hit with oo = 0.7

is the total cache hit rate.

The ratio of cache hit is shown in Figures[5.2] to[5.5] In low popularity scenario, i.e.,
when o = 0.7, the ratio of cache hit is low on cache sizes 100 to 1,000 elements (see
Figure [5.2)), but with the increase of probability parameter o from 0.7 to 1.0, 1.5,
and 2.0 as well as the increase of cache size (Figures[5.3] [5.4] and [5.5] respectively),
the higher hit ratio is achieved. In Figure[5.2] the hit ratio reached only 16% with
popularity value o = 0.7 (which is almost the same for all four strategies), however,
with the increase of this value it reached 45% with or = 1.0 (in Figure[5.3) compared
to 38% of MPC, 32% of ProbCache, and 30% of LCE; 84% with o = 1.5 (in Figure
@) compared to 74% of MPC, 65% of ProbCache, and 53% of LCE; and 99% with
o = 2.0 (in Figure [5.3) in comparison with 91% of MPC, 80% of ProbCache, and
78% of LCE, respectively. The numerical result is shown in Table[5.2] For short time
simulations and low cache size, LCE achieved the highest hit rate, but as the cache size
increased (with o = 1.5, and 2.0), FlexPop achieved the highest hit ratio in comparison

to MPC, ProbCache, and LCE.
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Figure 5.4. Cache Hit with @ = 1.5
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Figure 5.5. Cache Hit with a = 2.0

Table 5.2
Cache Hit Comparison
Popularity model o Cache Size Cache Hit
07 1.0 1.5 20 100 1,000 LCE ProbCache MPC FlexPop
< (I - - i - 0.1 0.12 0.1 0.1
7\ Wt - - - WV 0.15 0.18 0.16 0.16
Y A— - vV - 0.15 0.14 0.15 0.16
- Nie—s - - v 0.30 0:32 0.38 0.45
- -y - V - 0.50 0.24 0.26 0.29
- - - - V 0.53 0.65 0.74 0.84
- - - NV - 0.65 0.43 0.41 0.44
- - - Vv - Vv 0.78 0.80 0.91 0.99

5.2.2 Path Redundancy

Redundancy is another salient metric to measure the performance of ICN and is shown

through the following equation [218]]:

and

1
Rci:‘uiz*—*Si
m

C
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Figure 5.6. Redundancy with oc = 0.7
R. =) R (5.4)
i

where R,; 1s content redundancy given the i™ item of the cached contents and R, is the
total redundancy. The symbol m, stands for the total number of content items; ; is the

i™ content item, while S; is the number of all stored contents on their i node position.

Figures [5.6]to [5.9] show the average percentage redundancy of the cached contents in
all network nodes on the path from publisher to subscriber. In low popularity sce-
nario (¢ = 0.7) the percentage of (on-path) redundant contents was 100% in LCE on
all cache sizes (i.e., 100 to 1,000 elements). In MPC, this percentage was reduced
from 89% (with cache size 100) to 76% (with cache size 1,000), which is almost the
same as ProbCache; while in FlexPop the percentage was a little lower than MPC and
ProbCache, i.e., 89% with cache size 100 to 72% with cache size 1,000 elements (see
Figure [5.6). As the value of o parameter is increased from 0.7 to 1.0, 1.5, and 2.0

in Figures and respectively, the percentage of redundant contents is de-
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Figure 5.7. Redundancy with oc = 1.0

creased dramatically in FlexPop. That is, in LCE, this value is constant (100%) with
all cache sizes (because LCE caches a copy of the content in all network nodes on the
path from publisher to subscriber); in MPC this value is reduced from 65% (with cache
size 100) to 38% (with cache size 1,000); in ProbCache the values were recorded as
68% and 39% with cache size 100 and 1,000, respectively; and in FlexPop, it is re-
duced from 60% (with cache size 100) to 29% (with cache size 1,000), as shown in
Figure With popularity value 1.5 and cache size 100 to 1,000, the redundancy is
reduced from 55% to 37% in MPC, which is again almost the same as ProbCache, and
45% to 29% in FlexPop, as presented in Figure [5.8] In Figure[5.9) with cache size 100
to 1,000 and high popularity scenario (i.e., @ = 2.0), the percentage value in LCE is
again constant (100%) for all cache sizes; in MPC it is reduced from 40% to 18%; in
ProbCache it is reduced from 43% to 22%; while in FlexPop the average percentage

was recorded with reduction from 30% to 5%. The numerical results are presented in

Table 53]

Thus, it confirms that using FlexPop with high popularity and higher cache size, the
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Figure 5.8. Redundancy with a = 1.5

Figure 5.9. Redundancy with o¢ = 2.0

redundancy of cached contents can be reduced up to some extent.

5.2.3 Content Retrieval Delay

Content retrieval delay is the third crucial metric in the performance measurement of

ICN which is represented by the following formula [58]]:
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Table 5.3
Path Redundancy Comparison

Popularity model ¢ Cache Size Path Redundancy
07 1.0 15 2.0 100 1,000 LCE ProbCache MPC FlexPop

J - - - - 10 090 089 0.9
v - - - - Y10 077 076 072
N YA ) 0.68  0.65  0.60
N 2 A 039 038  0.29
2 A 0.55 055 045
2 VAR ) 038 037 029
Y 2RV 2 ) 043 040 030
N 2 VAR ) 022 018 005

Figure 5.10. Content Retrieval Delay with o¢ = 0.7

R
_ Z!ldelayR,-

c 5.5
R (5.5)

where ¢ represents content and |R| is the number of requests made by customers; D,

is the overall content delay.

Figures to show the ratio of average content retrieval delay in the network.
In the scenarios where the content popularity is low, i.e., when the o parameter of the
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Figure 5.11. Content Retrieval Delay with o = 1.0

Zipf probability is 0.7, the ratio of content retrieval delay is almost the same in all
strategies with all cache sizes, which is somehow between 94% and 97%. However,
with the increase of this parameter (from 0.7 to 1.0), the ratio of content delay was
observed such that it was reduced from 97% to 48% in LCE with the increase of
cache size from 100 to 1,000 elements. This percentage was reduced from 96% to
47% in ProbCache and 96% to 42% in MPC (with cache size 100 to 1,000); whereas
in FlexPop, with the same cache sizes, this ratio was minimized from 95% to 31%.
Similarly, with the increase of o parameter from 1.0 to 1.5 and 2.0, the content delay
was recorded such as it was reduced from 72% (with cache size100 and o = 1.5) to
30% (with cache size 1,000 and o = 1.5) in LCE; in ProbCache this reduction was
observed from 72% to 24% and in MPC it was recorded as 68% to 18% with cache
size 100 and 1,000, respectively; while in FlexPop (with cache size 100), this ratio
was 58%, but it was reduced to 10% with cache size 1,000. Moreover, with o = 2.0
and cache size 100, the recorded content delay was 59% in LCE, 55% in ProbCache,
45% in MPC, and 45% in FlexPop, while (with the increase of cache size from 100

to 1,000) the ratio was recorded as follows: LCE = 20%, ProbCache = 15%, MPC =
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Figure 5.12. Content Retrieval Delay with ¢ = 1.5

Figure 5.13. Content Retrieval Delay with o = 2.0

12%, and FlexPop = 7%, respectively. The numerical result is presented in Table[5.4]

Hence, it guarantees that with high popularity scenarios (and even with low cache

sizes), the content retrieval delay can be significantly minimized.
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Table 5.4
Content Delay Comparison

Popularity model o Cache Size Content Retrieval Delay
07 1.0 15 20 100 1,000 LCE ProbCache MPC FlexPop
v < - - - V 0.97 0.97 0.97 0.97

V 0.95 0.94 0.94 0.94
- 0.97 0.96 0.96 0.95
v 0.48 0.47 0.42 0.31
\/
Vv

Y
Y
VAR,
\/ -

- \/ - -
vV
- 0.72 0.72 0.68 0.58
0.30 0.24 0.18 0.10

0.59 0.55 0.45 0.45
0.20 0.15 0.12 0.07

y
Y

5.2.4 Memory Utilization

Memory utilization is also considered an important metric for analyzing the perfor-
mance of ICN in terms of content retrieval delay. That is, if the memory is full and the
new request arrives for a content but the content is not cached locally, then the request
is forwarded to the server and therefore takes more time in accessing. The percentage

of total memory utilization (7U,,) can be expressed by the following formula [219]:

TU, = —= %100 (5.6)

where U, 1s the utilized memory by cached contents and 7;, is the total available cache

size.

In case the total available cache size is 10GB and the utilized memory is 3GB, put it

in equation 5.6 we get

3
TUp = 75 %100 = 30%. (5.7)
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Figure 5.14. Utilized Memory with Cache Size 100 and @ = 0.7

Figure 5.15. Utilized Memory with Cache Size 500 and @ = 0.7
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Figure 5.16. Utilized Memory with Cache Size 1,000 and o« = 0.7

Here we compare the performance of our proposed strategy with that of LCE, Prob-
Cache, and MPC. In all figures, i.e., Figures[5.14]to[5.19] the x-axis shows the number
of simulation runs and the y-axis shows the percentage of utilized memory. Figure
[5.14] shows the average percentage usage of memory for all network nodes. The sce-
narios have been tested in OPNET Modeler 18.0 using Abilene topology with Face-
book [[165, 166, 167] against cache size 100, 500, and 1,000 elements, respectively. In
the evaluated scenarios, the o parameter of the Zipf probability distribution is 0.7 and
2.0. In low popularity scenario (o« = 0.7) the percentage of utilized memory for LCE
and ProbCache was recorded 23% and 19% for cache size 100, respectively; while
there was a slight improvement in MPC and FlexPop, which was almost the same, i.e.,
15% (see Figure [5.14)). As the cache size was increased from 100 to 500 and 1,000
elements, LCE utilized 29% and 36% memory and ProbCache 24% and 29% memory
with cache size 500 and 1,000, respectively. However, FlexPop got almost the same
result as MPC, i.e., for cache size 500, MPC utilized 21% and FlexPop 20% memory,
and for cache size 1,000, MPC used 26% while it was recorded 24% for FlexPop, as

shown in Figures [5.15]and [5.16] respectively. Furthermore, with the increase of a pa-

129



Figure 5.17. Utilized Memory with Cache Size 100 and o = 2.0

rameter from 0.7 to 2.0, FlexPop outperformed all strategies in all cache sizes. Refer
to Figure[5.17] with cache size 100, the utilization of memory was recorded as follows:
LCE = 80%, ProbCache = 33%, MPC = 30%, and FlexPop = 26%. With cache size
500, LCE used 95% memory, ProbCache utilized 47%, MPC was recorded with 42%,
and FlexPop was improved with 37%, as shown in Figure [5.18] ‘With cache size 1,000,
as demonstrated in Figure[5.19] the usage of memory was recorded as follows: LCE =

99%, ProbCache = 74%, MPC = 68%, and FlexPop = 48%.

Thus, it showed that with high popularity scenarios and higher cache sizes, the mem-
ory utilization can be noticeably minimized using FlexPop and therefore content re-
trieval delay can be significantly reduced. Table[5.5|shows the detail result of memory

utilization in all four strategies.

5.2.5 Stretch

Stretch is also one of the most used metrics for calculating Hop decrement [41, 164,
220, 11741 1122, 163}, 158]], represented by equation B;gl, and is referred to the ratio of
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Figure 5.18. Utilized Memory with Cache Size 500 and ¢ = 2.0

Figure 5.19. Utilized Memory with Cache Size 1,000 and oc = 2.0

complete path traversed from client to server by content request. Whereas Hop decre-
ment, represented by equation [5.9] is the percentage of content request hops and the
path hops between client and server. Content delay is also affected by Hop decrement,

i.e., the lower the Hop decrement the higher the content delay, and vise versa.
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Table 5.5
Memory Utilization Comparison

Popularity model o Cache Size Memory Utilization
0.7 2.0 100 500 1,000 LCE ProbCache MPC FlexPop
Vv - vV - - 23 19 15 15
vV - - V - 29 24 21 20
v - - - V 36 29 26 24
- V V - - 80 33 30 26
- Vv - V - 95 47 42 37
- Vv - - Vv 99 74 68 48

Figure 5.20. Stretch with ¢ = 0.7

(5.8)

Hy=1-§ (5.9)

where 77 is the number of hops traversed by content ¢ and ¢ is the number of total

hops. S represents the Stretch and .77 is the hop decrement.
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Figure 5.22. Stretch with @ = 1.5
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Figure 5.23. Stretch with o = 2.0

Figures [5.20] to [5.23] show the percentage of stretch exhibited by LCE, ProbCache,
MPC, and FlexPop on Abilene topology. As ProbCache tries to cache contents near to
the subscriber, the stretch is somehow lower than LCE, MPC, and FlexPop with low
popularity model and lower cache size (see Figure [5.20). However, when the cache
size is increased from 100 to 1,000 elements, all strategies achieved almost the same

amount of stretch.

Similarly, when the popularity model o was increased from 0.7 to 1.0, the stretch ratio
was somehow the same with cache size 100 in all strategies, but with the increase of
cache size, MPC, ProbCache, and FlexPop achieved equivalent result, a little lower
than LCE, as shown in Figure 5.2I] Moreover, with a = 2.0, presented in Figure
@, FlexPop achieved the best result in all cache sizes, which was 37%-10% in LCE,
37%-9% in ProbCache, 34%-8% in MPC, and 30%-4% in FlexPop with cache size
100-1,000 elements, respectively. The complete result of stretch ratio is given in Table

5.0
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Table 5.6
Stretch Comparison

Popularity model o Cache Size Stretch
07 1.0 15 20 100 1,000 LCE ProbCache MPC FlexPop
VR - - V - 0.56 0.55 0.56 0.58
VA - - - v 044 0.34 0.44 0.44

- - - Vv - 0.56 0.53 0.54 0.54

- - - - v 022 0.19 0.21 0.20

- -V - V - 0.44 0.44 0.40 0.37

- -V - - v 0.16 0.14 0.12 0.09

- - - vV oV - 0.37 0.37 0.34 0.30

- - - Vv - v 0.10 0.09 0.08 0.04

5.3 Topological Effect on Simulation Results

As stated earlier [[174]] that topology has direct impact on the simulation results and
according to the ICN baseline scenarios [16} [15]], there is no general agreement on
the topology selection, for the fair evaluation we have also simulated all strategies on
GEANT and DTelekom topologies. To evaluate the performance of ICN caching, we
believe that out of our selected five metrics, cache hit and stretch ratio are considered
the most prominent because cache hit combines the properties of other metrics, such
as content eviction rate, cached element rate, and cached miss rate, while stretch ra-
tio also affects the hop decrement as well as content retrieval delay. Therefore, we
present simulation results for the cache hit rate and stretch ratio on the mentioned two

topologies in the following subsections.

5.3.1 Cache Hit on GEANT and DTelekom

The ratio of cache hit on GEANT and DTelekom topologies is shown in Figure [5.24]
and [5.25] respectively. In low popularity scenario, i.e., when ¢ is 0.7, the ratio of
cache hit was low on both GEANT and DTelekom topologies with cache sizes 100
to 1,000 elements (1GB to 10GB), but with the increase of cache size as well as the
increase of popularity value, especially with o« = 2.0, which represents multimedia

applications, the higher hit ratio was achieved. On the GEANT topology, the recorded
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Figure 5.24. Cache Hit Rate on GEANT Topology

hit ratio was 15%, 16%, 16%, and 21% for LCE, MPC, FlexPop, and ProbCache, re-
spectively, with popularity value 0.7. However, with the increase of popularity model
the hit ratio reached 45% with a = 1.0 in FlexPop as compared to 38% of MPC, 39%
of ProbCache, and 30% of LCE; 84% with o = 1.5 compared to 74% of MPC, 54%
of ProbCache, and 53% of LCE; and 93% with o = 2.0 in comparison with 82% of
MPC, 72% of ProbCache, and 78% of LCE, respectively. Similarly, on the DTelekom
topology, the achieved simulated results for @ = 2.0 (multimedia applications) were
as follows: LCE =78%, which is the same as on GEANT topology, ProbCache = 77%,
MPC = 91%, and FlexPop = 99%. The overall result for the remaining parameters
is presented on Tables and [5.8] for the GEANT and DTelekom topologies, respec-

tively.
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Figure 5.25. Cache Hit Rate on DTelekom Topology

Table 5.7
Cache Hit Comparison on GEANT Topology
Popularity model o Cache Size Cache Hit
07 1.0 15 2.0 100 1,000 LCE ProbCache MPC FlexPop
v - - - V - 0.11 0.13 0.11 0.11
v - - - - v 0.15 0.21 0.16 0.16
- - - Vv - 0.15 0.22 0.15 0.16
- - - - v 030 0.39 0.38 0.45
- - - Vi - 0.50 0.28 0.26 0.29
- - - - v 053 0.54 0.74 0.84
. - - v oV - 0.62 0.36 0.46 0.48
, - - Vv - v 078 0.72 0.82 0.93
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Table 5.8
Cache Hit Comparison on DTelekom Topology

Popularity model o Cache Size Cache Hit

07 1.0 15 20 100 1,000 LCE ProbCache MPC FlexPop

v < - - - V - 0.11 0.14 0.12 0.12

vV - - v 0.16 0.23 0.18 0.19
0.14 0.27 0.16 0.17

0.40 0.45 0.44 0.47
0.50 0.40 0.26 0.30

VIR _
v v

Vv 0.53 0.64 0.74 0.79

v

v
v oY
- - \/ - -
- V 0.65 0.44 0.41 0.44
- 0.78 0.77 0.91 0.99

SR

5.3.2 Stretch on GEANT and DTelekom

Figures [5.26] and show the stretch ratio exhibited by LCE, ProbCache, MPC,
and FlexPop on the GEANT and DTelekom topology, respectively. The stretch was
almost the same for all strategies with low popularity model and lower cache size on
both topologies. When the popularity model o was increased from 0.7 to 1.0, the
stretch ratio was somehow the same in all strategies with all cache sizes. Moreover,
with o = 2.0, the recorded stretch ratio was different on both topologies, i.e., on
the GEANT topology it ws 45%-18% in LCE with cache size 100-1,000 elements,
41%-16% in ProbCache, 40%-14% in MPC, and 34%-10% in FlexPop. While on the
DTelekom topology the recorded stretch with the same parameters was as follows:
LCE =37%-10%, ProbCache =34%-7%, MPC =34%-08%, and FlexPop =30%-4%,
respectively. The result for the remaining parameters on both GEANT and DTelekom

topologies is presented on Tables[5.9]and [5.10] respectively.

5.4 Discussion

Throughout this chapter the performance of FlexPop is assessed with respect to differ-
ent parameters, such as popularity model variation, cache size, metrics measurement,
and topological impact, i.e., cache deployment. As discussed earlier that FlexPop is

designed for measuring the performance of multimedia applications, it does not per-
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Figure 5.26. Stretch Ratio on GEANT Topology

Figure 5.27. Stretch Ratio on DTelekom Topology
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Table 5.9
Stretch Comparison on GEANT Topology

Popularity model o Cache Size Stretch Ratio
07 1.0 15 20 100 1,000 LCE ProbCache MPC FlexPop
v < - - - V - 0.56 0.56 0.56 0.58
VA - - - v 044 0.44 0.44 0.44
-y - - V - 0.54 0.54 0.54 0.54
-V - - - v 022 0.21 0.21 0.20
- - W - V - 0.45 0.42 0.42 0.39
- - W - - v 020 0.18 0.15 0.11
- - - VARV - 0.45 0.41 0.40 0.34
- - - V - v 0.18 0.16 0.14 0.10

Table 5.10
Stretch Comparison on DTelekom Topology

Popularity model & Cache Size Stretch Ratio
07 1.0 15 2.0 100 1,000 LCE ProbCache MPC FlexPop

J - - - - 036 0.55 056  0.58
J - - - -/ 044 0.34 044 044
. RN - wa/ mm Gt 0.49 0.54  0.54
oY B B 0.21 021 020
e e Bl B B 0.42 042  0.40
4 Il AR B B & 0.14 0.12  0.09
| B 1Y Gy 0.34 034 030
NSy L) TS o8 0.07 008  0.04

form well with low popularity model. The main reason for this is as the skewness
of the distribution (which is measured through o) increases, popular contents attain
maximum portion of the Internet traffic. And it is also accepted that multimedia appli-
cations (i.e., VoD) only from YouTube and Netflex attract more than half of the overall
traffic [[13]]. Thus, with high popularity model, the FlexPop achieves better results. The
technical factor for the LCE path redundancy is such that LCE caches every incoming

content at every node on the publisher-subscriber path, thus path redundancy is 100%.

In addition, the current available DRAM is 10GB (maximum), therefore, after some
times the memory becomes full and content eviction starts for the accommodation
of new arrived contents. Consequently, the cache hit rate is reduced and subsequent

requests for the evicted contents are forwarded to the server, which increases content
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retrieval delay. To add more, with the eviction of contents, hop decrement is affected
and thus stretch ratio increases. Similarity, MPC and ProbCache also cache diverse
kinds of contents (as they are not particularly designed for multimedia applications)
and the popular ones (i.e., VoD) will not have enough space to be cached. Moreover,
in case of memory overflow, there is no eviction policy in ProbCahe and MPC but they

simply delete the contents which affect the mentioned metrics.

Cache size is another factor of the FlexPop result supremacy, i.e., when the network
becomes stable then LCE, ProbCache, and MPC cache sizes overflow and thus evic-
tion operation starts. On the other hand, unlike LCE, FlexPop does not cache every
content and hence still have space for accommodating new contents rather than delet-
ing the cached ones. Besides, MPC and ProbCache store lesser contents than LCE but
because of having no eviction policy for MPC and ProbCache, the popular contents
are evicted and subsequent requests for those contents are forwarded to the original
server. This leads to reduce the performance of MPC and ProbCache. While in Flex-
Pop the contents are not deleted but cached at the other router having second number

of highest outgoing interfaces.

Another factor of the FlexPop dominance is the cache deployment mechanism. That
is, in FlexPop the contents are cached at the router which has the highest number of
outgoing interfaces, therefore, large portion of the traffic passes through that router.
This makes FlexPop different from LCE, ProbCache, and MPC in redundant content
caching, which in turn increases cache hit rate and reduces extra retrieval delay. More-
over, when the contents are evicted in the FlexPop, they are cached at another location
which is also nearer to the user(s). In other words, this mechanism increases the hop

decrement which consequently reduces the stretch ratio.
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5.5 Summary

This chapter discussed the performance evaluation of FlexPop in comparison with
LCE, ProbCache, and MPC caching strategies designed for ICN. The proposed strat-
egy was implemented in two simulators, i.e., for the evaluation of cache hit rate, re-
dundancy, and content retrieval delay in Social CCNSim, and in OPNET Modeler 18.0
for measuring the utilization of memory. Finally, the obtained results showed that
the FlexPop achieved better performance than LCE, ProbCache, and MPC in cache
hit, redundancy elimination, content retrieval delay, memory utilization, and stretch.
Consequently, the FlexPop proved that it can be the accurate choice for considering

caching strategy in the future Internet.
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CHAPTER SIX
CONCLUSION AND FUTURE WORK

The main goal of this thesis is to design a Flexible Popularity-based Caching (FlexPop)
strategy for Information-Centric Networking (ICN). During this course of research, we
discovered challenges for cross-comparison of the caching contributions for ICN. In
the literature, we studied a handful number of simulation environments and parameters
ranging from popularity models to topologies, and then based on the draft of Internet
Engineering Task Force (IETF) [15], simulation parameters were carefully selected.
The performance of FlexPop strategy was extensively evaluated through simulation in
two network simulators, i.e., Social CCNSim and OPNET Modeler 18.0. As discussed
in Chapter Four, for the validation of FlexPop, we tested our work on four ISP-level
topologies, i.e., Abilene, Tiger, GEANT, and DTelekom, however, for the remaining
parameters the simulations were run only on Abilene topology. The chosen catalog
size was 10° elements and the cache size ranging form 100 to 1,000 elements. For
popularity, we chose four values of o for the Zipf model, i.e., 0.7, 1.0, 1.5, and 2.0.

The remaining chapter is organized as follows:

The importance of FlexPop strategy for the future Internet with its possible implemen-
tation is discussed in Section [6.1] The research contributions are presented in Section
6.2 while the limitations are highlighted in Section [6.3] Finally, some suggestions are

given in Section [6.4] for future studies.

6.1 Research Summary

The existing Internet architecture follows source-driven approach, where source needs
to establish a connection with receiver before sending any data. This approach reduces

the ability of fully resource utilization that are available all the way from the publisher
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(receiver) to the subscriber (user). To overcome this problem, Van Jacobson [30] pro-
posed an idea in which the customer requests content without knowing the providing
host and the path is established by the publisher to the subscriber. In other words, the
approach follows receiver-driven approach and the data follows the reverse path. The
system then takes the responsibility of mapping the requested data and its location.

This approach is called Information-Centric Networking (ICN).

As presented in Chapter One, the ICN network is classified into a multi-stage caching
system, where the requests are generated from geographically dispersed nodes and
the caches are physically located across the network. Now, if the requested content is
available somewhere cached by a network node, the request is satisfied locally. This
leads to the problem of effective caching strategies for content placement and replica-
tion. The main goal of this thesis was to introduce a new caching strategy for content

placement and eviction to deal with the mentioned problems.

Even though, many strategies have been designed for this reason, as discussed in Chap-
ter Two, however, it was observed and concluded that the existing strategies cannot
handle the challenges caused by content placement and eviction. For example, LCE,
which is the default-ICN strategy, increases content redundancy, while ProbCache and
MPC have no eviction policy to accommodate the new arrived contents and thus the
popular contents are replaced with the new arrived ones, which reduce the cache hit
rate and in turn increase content retrieval delay. It motivated and prompted this re-
search work to design a new caching strategy for ICN called Flexible Popularity-based

Caching (FlexPop).

To achieve the objectives of this research, DRM was followed as a guideline and

framework, and network modeling and simulation process was adopted as proposed in
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[[138, 144]]] and discussed in Chapter Three. Moreover, two mechanisms of FlexPop
strategy, i.e., Content Placement Mechanism (CPM), which is used for popular content
placement, and Content Eviction Mechanism (CEM) designed for content eviction in

a flexible manner, were introduced in Chapter Four.

Simulation results showed that FlexPop strategy can increase cache hit rate, utilize
memory efficiently, and reduce redundancy, stretch, and content retrieval delay, which

were presented intensively in Chapter Five.

In achieving the performance evaluation of FlexPop strategy, the simulation results
confidently emphasize that the main objectives of this study have been fully and suc-

cessfully accomplished.

6.2 Research Contributions

The vital contribution of this research was to design a FlexPop strategy to improve
performance of the future Internet. Moreover, two mechanism, i.e., CPM and CEM

were proposed for achieving better results of FlexPop strategy.

The specific contributions consist of the following points:

1. The development of FlexPop strategy for the future Internet that can serve as a
benchmark for any intended improvement of ICN caching.
2. The design of a new ICN caching strategy for multimedia applications that leads

to the following applicable contributions:

a) Efficiently increase cache hit rate of the requested content items, which is

more effective for data requests of frequently accessed objects.
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b) Reduce path redundancy during content placement, which results in a bet-
ter memory management.
¢) Minimize searching overhead during content eviction and increase hop

decrement that lead to reduced latency and stretch in content delivery.

. The adaptation of caching was made by developing two new mechanisms for
content placement and eviction to improve caching gain and simplify content
access.

. Simple Additive Weighting (SAW), which is one of the Multiple Attribute Deci-
sion Making (MADM) approaches and based on Fuzzy Set Theory, was adapted
for content placement to obtain acceptable results in terms of resource utiliza-
tion.

. Content eviction is based on another MADM approach called Technique for
Order Preference by Similarity to Ideal Solution (TOPSIS), where the evicted
content is cached at a router that has a shorter distance from the subscriber.

. The verification and validation of the proposed strategy was achieved by imple-
menting it in Social CCNSim and OPNET Modeler 18.0 simulators and compar-
ing the obtained results with other caching strategies, i.e., LCE, ProbCache, and

MPC.

A summary of the research contributions is demonstrated in Figure [6.1} In the first

phase, the CPM mechanism was modeled following the fuzzy SAW approach for con-

tent placement. In the next phase, using fuzzy TOPSIS method the CEM mechanism

was modeled to flexibly evict the contents and cache them at other location that would

be nearer to the user(s). Finally, the FlexPop strategy was simulated and the results

were compared with those of LCE, ProbCache, and MPC in the Social CCNSim sim-

ulator for cache hit rate, redundancy, content retrieval delay and stretch, while for

memory utilization the simulations were conducted using OPNET Modeler 18.0.
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Figure 6.1. Research Contributions

6.3 Research Limitations

Despite the fact that this research was conducted under careful determination and use
of an arrangement of supporting schemes and guidelines, it is constrained to some
particular applications. Most importantly, in the simulations conducted in OPNET
Modeler 18.0, the processors used for packet sending and receiving are IP proces-
sors, as there is no specific processor designed for ICN so far, there might be a slight

difference in the simulation results if it is run on the real ICN processors.

Furthermore, the proposed strategy performs well in the infrastructure-based (fixed)
wireless networks, however, it will be difficult to specify the router with maximum
outgoing interfaces if it is applied on every ad hoc networks, as in [106]. In addition,
if two cached contents, for example A and B, have the same popularity value and access
time, then it is very tough to decide which content should be evicted to accommodate
new incoming content. For this process, the decision is left on LRU, i.e., either to
evict A or B, however, due to the same popularity value and access time, this eviction

process will not affect the overall result.
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6.4 Future Directions

Caching and replication mechanisms have been extensively thought-out at the applica-
tion level, mostly in the context of web applications. It has been recently studied [221]
that the advantages from the widespread utilization of caching in ICN will not be aston-
ishing. Although they raise significant concerns about the operation of the envisioned
caching procedures, these analyses are generally based on research performed more
than a decade ago [222]]. Further research on existing Internet architecture could shed
additional light on the importance of information today and thus to the achievable ad-
vantages from widespread caching. For example, a recent study [223] has shown that
during the past few years application level caching performance has been effectively
changed by web information popularity. Therefore, understanding the implications
of cache space may help in improving customer experience with regard to bandwidth

utilization.

Another issue is that when content items are cached inside the network, various traffic
types will compete for the same caching space, therefore, cache management becomes
crucial for the network. Recent studies on cache management have shown that intelli-

gent strategies can significantly improve the performance of ICN [41, (106, [118].

Moreover, on-path caching is a straightforward approach to content placement as they
move from source to destination. The communication and computational complexity
can be reduced using on-path caching but, conversely, the chances of hitting cached
content items might also be reduced. In addition, mechanisms for storing content items
inside the network open up the possibility of in-network cache management, routing
and forwarding. For example, cache locations, indications of cache contention and

cache-ability of information can affect routing decisions.

148



Staleness detection of cached NDOs can be another challenging task in ICN caching
[224,166]. As copies of NDOs are largely distributed in in-network caches, ICN must
have the capability of providing staleness verification procedure for synchronization
of NDOs placed at their publishers and in-network caching nodes. To handle this
issue, two types of approaches, namely direct and indirect approaches, can be consid-
ered. Direct approach is suitable for some NDOs because in this approach each cache
searches specific information in the name of NDOs, for example, time stamp which di-
rectly specifies its staleness. In the indirect approach, the provider of the cached NDO
is consulted about its staleness before providing it. This approach is well applicable to
those NDOs for which it is difficult to set their expiring time in advance, for example,
a web page that includes the main text (which remains the same) and the interactive

portion (which does not need regular revision) such as ads and comments.

The main work presented in this thesis can be extended in several ways, for example,
the FlexPop strategy is tested only for multimedia applications, however, it can be
modified and used for real time applications. Moreover, it would also be interesting to
improve the proposed CPM mechanism if the caches of routers (after sharing compar-
ison table) become full. Similarly, the CPM and CEM mechanisms can be enhanced
in such a way to take mobility into consideration if they are applied on every ad hoc

networks, such as vehicular ad hoc networks (VANETS).

The performance of FlexPop was compared with LCE - the default ICN strategy, Prob-
Cache - which produced better results than LCE [41], and MPC - which has outper-
formed most of the existing strategies [38]. However, it would likewise be worthy to
examine its performance against other caching strategies in different network domains
such as 5G network and cloud infrastructure. Furthermore, the overall simulation re-

sults are obtained on Abilene topology except for the cache hit rate, which has been
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examined on GEANT, Tiger, and DTelekom topologies. Nevertheless, it would also
be useful to test the performance of FlexPop against other metrics on the remaining

three topologies.
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