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ABSTRACT

The need to control access to certain information and resources has been taken
seriously nowadays due to fraud and other threats to current security systems. This
research believes that no single security method, algorithm, key or procedure is
entirely secure. Hence, a combination of multiple security components is mandatory
to provide a high level of protection against fraud and other threats. This research
combines three security components, which are, the smart card, fingerprint
recognition and cryptography. It looks into the vulnerabilities of magnetic-stripe
cards and personal identification numbers (PIN) or passwords widely used in
systems today. As a result, the research proposed a framework for user identification
and authentication in automatic teller machine (ATM) systems using fingerprints
and smart cards as opposed to the PIN and magnetic-stripe cards. The cryptography
is also implemented to further secure the data stored on the smart card. This robust
method of user identification and authentication would hopefully reduce the

vulnerabilities of ATM in the future.

il



ABSTRAK

Keperluan mengawal akses kepada sesuatu sumber dan maklumat tertentu telah
dititikberatkan sejak akhir-akhir ini disebabkan oleh keadaan sistem keselamatan
sekarang yang terdedah kepada penipuan dan ancaman-ancaman seumpamanya.
Penyelidikan ini percaya bahawa tiada satu pun pendekatan keselamatan, algoritma,
kunci atau prosedur sahaja yang betul-betul selamat. Justeru, kombinasi pelbagai
komponen keselamatan adalah mandatori atau perlu dalam menyediakan
perlindungan bertahap tinggi bagi menentang atau mengawal daripada penipuan dan
ancaman-ancaman lain. Penyelidikan ini menggabungkan tiga komponen
keselamatan, iaitu kad pintar, pengesahan cap jari dan kaedah kriptografi. la melihat
kelemahan yang terdapat pada kad pita magnetik dan nombor pengenalan diri atau
kata laluan yang digunakan secara meluas dalam kebanyakan sistem pada hari ini.
Hasilnya, penyelidikan ini mencadangkan satu rangka kerja untuk pengecaman dan
pengesahan pengguna dalam sistem mesin teller automatik menggunakan cap jari
dan kad pintar berbanding nombor pengenalan diri dan kad pita magnetik. Kaedah
kriptografi juga digabungkan agar maklumat yang disimpan di atas kad pintar lebih
selamat. Kekuatan pendekatan ini dalam pengecaman dan pengesahan pengguna
secara langsung akan dapat mengurangkan kelemahan yang terdapat pada mesin

teller automatik pada masa hadapan.
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CHAPTER ONE

Introduction

Computer security plays an important role in identifying and authenticating users in
this information and communication technology (ICT) era. Organizations are
becoming increasingly aware of computer security as all form of computer networks
(Janson et al., 1991) are deployed in business and government critical operations
(Lampson et al., 1992). Computer security is required as a prerequisite for reliable
information systems (Graff, 1995). This calls for more trustworthy forms of user
identification and authentication than password or Personal Identification Number

(PIN).

To date, most information systems authenticate their users by the use of passwords or
PINs (Fritzner ef al., 1991). This use of the password or PIN schemes was introduced
in the early days of multi-user (time-sharing) machines and its use has continued into
today’s highly networked and distributed systems (Woo et al., 1992). The system
does not further identify users if the password or PIN is correctly entered because the
password or PIN is meant to be known only to the authorized user. This allows
anybody related or unrelated to the user who knows the user’s password or PIN to

make illegal access or withdrawal.
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