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ABSTRAK

Steganografi ialah satu seni menyembunyikan maklumat rahsia ke dalam medium digital
di mana hanya penerima yang sah tahu akan kewujudan maklumat yang tersembunyi.
Sejak peristiwa 11 September 2001, steganografi telah dikaitkan dengan kegiatan
keganasan. Ada juga yang mengaitkan kumpulan Al-Qaeda dengan penggunaan
steganografi sebagai salah satu cara untuk berkomunikasi secara rahsia dalam
menyebarkan fahaman mereka dan pelan-pelan keganasan dengan menyembunyikannya
ke dalam imej digital di dalam internet. Untuk menyekat sebarang kemungkinan ancaman
kini dan masa hadapan, penyiasat forensik komputer perlu cuba sedaya upaya untuk
mengenalpasti dan menyekat sebarang komunikasi yang berbentuk rahsia. Dalam pada
itu, bukan sahaja keupayaan untuk mengenalpasti kewujudan maklumat rahsia yang
diperlukan malahan usaha-usaha untuk mengenalpasti sifat atau jenis maklumat yang
disembunyikan dan mengeluarkannya adalah penting supaya sebarang pelan-pelan jahat
di masa hadapan dapat dijangka dan ditewaskan pada peringkat yang lebih awal. Kami
membentangkan kaedah yang dikenali sebagai “active steganalysis” sebagai satu kaedah
untuk membongkar sebarang kemungkinan mengenalpasti kewujudan maklumat
tersembunyi. Membuat ramalan mengenai parameter algoritma penyembunyian adalah
pendekatan yang digunakan dalam kajian ini memandangkan maklumat rahsia adalah
salah satu daripada parameternya. Pendekatan eksperimen digunakan untuk mengesan
pelbagai format fail maklumat tersembunyi di dalam imej digital hitam putih. Format fail
yang berbeza akan bertindak sebagai pelbagai kemungkinan jenis maklumat tersembunyi
yang digunakan oleh pihak pengganas. Kami juga ingin membuktikan bahawa imej
digital yang telah dimasukkan dengan jenis format maklumat yang berbeza akan
meninggalkan kesan atau bukti yang unik di mana ianya dapat digunakan untuk
mengesan dan mengagak sifat atau jenis maklumat tersembunyi dengan bantuan

pemprosesan imej (perbezaan imej) dan juga analisis statistik (Paired T dan ANOVA).
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ABSTRACT

Steganography is an art and science of hiding secret messages into other digital mediums
in such a way that no one apart of the intended recipient knows the existence of the
message hidden. Recently, steganography have been linked with terrorism activities prior
to the September 11" 2001 tragedy. There have been claims that a terrorist group known
as Al-Qaeda has been using steganography as a way of secretive communication in
spreading their ideologies and attack plans by hiding malicious materials in digital
images via the internet. To intercept possible current and future threats, computer
forensic examiners must try to identify and intercept any possible secret communication.
In doing so, not only the capability to detect the existence of hidden messages is vital but
efforts to determine the nature of the hidden message and extract it are also needed so
that any malicious plans in the future could be predicted and intercepted earlier. Active
steganalysis is presented as ways to expose the possibility of detecting existence of
hidden messages, hence defeating steganography. Estimating some parameters of
embedding algorithm is the approach that the study used since secret message is one of
its essential parameters. Experimental research method was used to detect hidden
messages with various file formats in grayscale digital images by conducting two
experiments. The various file formats will act as the different possible types of hidden
messages that could have been used by terrorists. Here we show that digital images
embedded with different file format leaves unique statistical evidence that could be used
for detection and estimating the nature of the hidden message with the aid of image

processing (image subtraction) and statistical analysis (Paired T and ANOVA).
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CHAPTER ONE

INTRODUCTION

Steganography have been widely part of the secret communication world.
alongside cryptography. The resurgent of this ancient art of hiding information into the
Internet world has spur a lot of attention, good and bad. It has brought a new meaning
into the secret communication society. But after the September 11" 2001 tragedy, the
malicious side of it has been in the spotlight. The investigation of the terrorist attacks on
the United States has drawn new attention to this innocuous method of sending messages
via the Internet. The method has the ability to hide messages in digital images or in music
files but leave no outward trace that the files were altered. To protect secrecy, terrorists
continuously discover new and better cover mediums as well as design and develop
robust algorithms. The hidden message may be plaintext, ciphertext, or anything that can
be represented as a bit stream. According to Potdar, Khan, Chang, Ulieru and
Worthington:

“We focus on the use of steganography to achieve the goal of disguising

the existence of secret communication and steganalysis to recover secret

communication. If the existence of communication is discovered, as such

the e-forensics system proves successful. We think steganalysis can be

useful companion to e-forensics.”

(2004, para. 4)
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hidden information. The study could be improved by using colour digital images. Here
we could see the effect caused by the embedding scheme towards the three colour

channel; red (R), green (G) and blue (B).

There are several aspects of the study that could be enhanced for future studies.
Since the result of the study only to proof that we can estimate some of the parameters of
embedding algorithm, it could only provide a solid platform for other research and
studies in active steganalysis especially in the attempt to estimate the secret message but
more parameters of embedding algorithm could be taken into consideration for future
studies thus aiding the effort to achieve the main goal of steganalysis, which is extracting

the embedded secret message regardless of its types or version.
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