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ABSTRACT 

Information technology (IT) is rapidly being integrated into various fields, particularly finance. 

Although IT helps run daily operations quickly, effectively, and competitively but the 

transformation has exposed businesses and companies to the risk of cyberattacks such as data theft, 

software corruption and disruption of business operations. The Institute of Internal Auditors (IIA) 

has launched the Three Lines Model which has proven effective in mitigating cybersecurity risks 

through the first and second lines of defense. Nonetheless, the specific role of internal auditors as 

the third line of defense in preventing cyberattacks in Malaysia remains unclear and requires 

further clarification. Therefore, the objectives of this study are to (i) examine the relationship 

between the internal auditor’s role and the internal audit principles in providing assurance to the 

organization’s cybersecurity, (ii) examine the relationship between the internal auditor’s role and 

cybersecurity of the organization’s governance, risk, and control and (iii) examine the relationship 

between internal auditor’s role and the competency to assess and mitigate cybersecurity risk. A 

total of seven participants with diverse backgrounds in the industry were interviewed using open-

ended questions.  The study revealed a positive correlation between the role of internal auditors 

and the internal audit principles in providing cybersecurity assurance to the organizations. 

Furthermore, there is a significant relationship between the internal auditor’s role and the 

cybersecurity of the organization’s governance, risk, and control. Additionally, the study found a 

positive relationship between the internal auditor’s role and their ability to assess and mitigate 

cybersecurity risk. These findings provide valuable insight into the contributions of internal 

auditors towards cybersecurity in Malaysia.  
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Hubungan antara Peranan Juruaudit Dalaman dan Keselamatan Siber di Malaysia 

ABSTRAK 

Teknologi maklumat (IT) sedang pesat diintegrasikan dalam pelbagai bidang, khususnya 

kewangan. Walaupun IT membantu menjalankan operasi harian dengan cepat, berkesan dan 

berdaya saing tetapi transformasi ini telah mendedahkan perniagaan dan syarikat tersebut kepada 

risiko serangan siber seperti kecurian data, kerosakan perisian dan gangguan kepada operasi 

perniagaan. Institut Juruaudit Dalaman (IIA) telah melancarkan Model Tiga Baris IIA yang telah 

terbukti berkesan dalam mengurangkan risiko keselamatan siber melalui barisan pertahanan 

pertama dan kedua. Namun begitu, peranan khusus juruaudit dalaman sebagai barisan 

pertahanan ketiga dalam mencegah serangan siber di Malaysia masih tidak jelas dan memerlukan 

penjelasan lanjut. Oleh sebab itu, objektif kajian ini adalah untuk (i) mengkaji hubungan antara 

peranan juruaudit dalaman dan prinsip audit dalaman dalam menjamin keselamatan siber 

sesebuah organisasi, (ii) mengkaji hubungan antara peranan juruaudit dalaman dan keselamatan 

siber terhadap tadbir urus, risiko dan kawalan organisasi dan (iii) mengkaji hubungan antara 

peranan juruaudit dalaman dan kecekapan untuk menilai dan mengurangkan risiko keselamatan 

siber. Seramai tujuh peserta dengan pelbagai latar belakang dalam industri telah ditemu bual 

menggunakan soalan terbuka. Kajian ini telah mendedahkan korelasi positif antara peranan 

juruaudit dalaman dan prinsip audit dalaman dalam menjamin keselamatan siber sesebuah 

organisasi. Tambahan pula, terdapat hubungan yang signifikan antara peranan juruaudit 

dalaman dan keselamatan siber tadbir urus, risiko dan kawalan organisasi. Selain itu, kajian ini 

mendapati adanya hubungan positif antara peranan juruaudit dalaman dan keupayaan mereka 

untuk menilai dan mengurangkan risiko keselamatan siber. Hasil kajian ini memberikan sudut 
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pandangan yang berharga tentang sumbangan juruaudit dalaman terhadap keselamatan siber di 

Malaysia. 

Kata kunci: Teknologi maklumat, juruaudit dalaman, keselamatan siber, Model Tiga Baris, 

serangan siber 
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CHAPTER 1 

INTRODUCTION 

1 Introduction 

In this chapter, brief background of study related to cybersecurity and internal auditor will be 

explained. Problem statements will be introduced in this chapter including research objectives and 

research questions. This chapter also includes scope of research and significance of research. 

Lastly, key terms used in this study will be explained in this chapter. 

1.1 Background of Study 

Organisations must embrace digitisation and maintain connectivity in the current fast-paced 

business environment (Ozkaya, 2019). Many companies have adopted information technology (IT) 

to enable their organisation in running operations quickly, effectively, and competitively. People 

are using IT more frequently for financial duties and business deals, changing the perception of 

the conventional economy and ushering in the so-called digital economy (Ozkaya & Aslaner, 

2019). The expansion of the internet of things and the use of cloud-based networks have exposed 

businesses to the threat of cyberattacks, which refer to external attempts to pilfer data, damage 

software, disrupt operations and cause harm to hardware and network infrastructures. This poses 

a significant challenge for the field of internet security (Wilson, 2021). According to Australian 

Cyber Security Centre (2016), a cyberattack is defined as an action to manipulate, disrupt, or 

destroy devices or information networks related to cyberspace to cause instability in economic and 

national security. Cyberattacks frequently cause irreparable financial and reputational losses 
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APPENDICES 

Interview Question: 

# Question 
Background 
 
Q1 What is your role in the company? 
Q2 How long have you worked in the company? 
Q3 How long have you worked with internal auditing? 
Role of Internal Auditor 
 
Q4 What would you say is essential within your position as an internal auditor? 
Q5 How does the internal audit process look like in a company? 

a. How does the process look like regarding cybersecurity? 
Q6 Is the internal audit process based on a specific framework or from a specific regulatory 

organisation? 
Q7 How would you describe assurance? 
Q8 How do you, as an internal auditor, promote assurance within governance, risk, and control? 

a. How do you provide assurance within cybersecurity? 
Q9 How would you describe your relationship with other important roles within the company, such 

as with top management, board of directors and managers? 
Q10 Do you believe cybersecurity has changed the role of internal audit in organisations, if so how 

and why? 
Q11 Is the internal audit activity capable of assessing processes and controls to mitigate cyber threats, 

or does the IA need to consider additional resources with cyber security expertise? 
Governance 
 
Q12 How does your work with internal auditing influence the employees and the organisation? 
Q13 With your current position, do you have any relation with those co-workers working with 

cybersecurity? Is there a specific cybersecurity unit in your organisation? / How would you 
describe the relationship internal auditors have with people working with cybersecurity? 

Q14 What is your opinion about internal auditing promoting cybersecurity risk disclosures? / In what 
way do you think internal auditing helps improving organisation’s public disclosures regarding 
cybersecurity towards the stakeholders? 

Q15 In what way do you believe internal audit influences on organisation’s cybersecurity 
governance? / In what way do you believe internal audit strengthen on organisation’s 
cybersecurity governance? 

Q16 How do you think internal audit helps to prevent attacks from cyberhackers where employees are 
being tricked to release confidential information? 
a. What kind of procedures can internal auditors take regarding internal control? 
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