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Abstrak 

Pengesahan pengguna adalah bahagian penting dalam komunikasi dalam persekitaran 
IoT. Data yang dijana dan disampaikan dalam persekitaran adalah penting untuk 
kebolehkendalian dan keselamatan, yang menjadikan pengesahan pengguna sebagai 
langkah keselamatan penting terhadap serangan. Keterbatasan peranti IoT telah membawa 
kepada cabaran kos pengiraan dan keperluan untuk skim pengesahan yang ringan. 
Penyelesaian sedia ada telah melaksanakan pengesahan pengguna berpusat, 
meninggalkannya dengan pengehadan serangan seperti penyamaran, serangan lelaki dalam 
tengah (MITM), serangan meneka kata laluan dan kos pengiraan yang tinggi. Oleh itu, 
kajian ini mencadangkan skim pengesahan pengguna berbilang faktor terdesentralisasi 
(iaitu, imej muka, ID peranti pengguna, dan pautan pengesahan e-mel). Algoritma 
penyulitan PRESENT yang dipertingkatkan dan algoritma Kriptografi Lengkung Eliptik 
telah disesuaikan untuk mencapai skim pengesahan ringan, satu keperluan bagi peranti 
kekangan sumber. Hasilnya menunjukkan bahawa PRESENT yang dipertingkatkan 
mengatasi PRESENT asal dari segi keselamatan dan kos pengiraan. Juga, ujian Mann-
Whitney U secara statistik menunjukkan perbezaan yang ketara antara PRESENT asal dan 
dipertingkatkan. Kajian itu dinilai dengan BAN-Logic, ProVerif dan AVISPA, dan ia 
menunjukkan ia dilindungi daripada serangan yang diketahui seperti MITM, tekaan kata 
laluan, orang dalam keistimewaan, dan serangan penyamaran. Melalui analisis 
keselamatan dan prestasi (iaitu, kos pengiraan), kami membuat kesimpulan bahawa skim 
yang dicadangkan adalah lebih selamat daripada kemungkinan serangan dan memperoleh 
kos pengiraan yang lebih rendah untuk persekitaran IoT. Selain itu, aplikasi berasaskan 
Python telah dibangunkan untuk mengkaji skim yang dicadangkan dalam seni bina 
kehidupan sebenar di mana didapati penyelesaian itu berjaya mengesahkan pengguna yang 
dibenarkan dan menolak sebarang permintaan akses tanpa kebenaran dengan tahap 
perlindungan keselamatan yang mencukupi dan kos pengiraan yang boleh diterima, kerana 
ia mencapai kos pengiraan sebanyak 0.58% pada telefon pintar, 1.68% pada Raspberry PI 
dan 0.87% pada komputer riba. Kajian ini menunjukkan bahawa reka bentuk dan pendekatan 
pelaksanaan sesuatu skim pengesahan menentukan prestasi keselamatan dan kos pengiraan. Juga, 
pendekatan pengesahan muka seperti yang dibentangkan dalam kajian ini mencadangkan 
penyelesaian kepada akses tanpa kebenaran dalam persekitaran IoT sambil mengekalkan 
pendekatan yang ringan. 
 
Kata Kunci: Pengesahan ringan, Algoritma penyulitan, Skema pengesahan, Berbilang 
faktor terdesentralisasi dan Rumah pintar. 
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Abstract  

User authentication is an essential part of communication in an Internet of Things 
(IoT) environment. For example, it is necessary for a smart home to utilize user 
authentication as a security measure against various attacks. However, the limitations of 
IoT devices have led to computation cost challenges and the need for a lightweight 
authentication scheme. The existing solutions have implemented centralized user 
authentication, leaving it with the limitation of attacks such as impersonation, man-in-the-
middle (MITM), password guessing attacks, and high computation costs. Hence, this study 
proposed a decentralized multi-factor (i.e., face image, user device ID, and e-mail 
authentication link) user authentication scheme. An enhanced PRESENT encryption and 
an Elliptic-Curve Cryptography algorithm were adapted to achieve a lightweight 
authentication scheme, a necessity of the resource-constraint devices. The result shows that 
the enhanced PRESENT outperformed the original, particularly in terms of the security 
and computation cost. Besides, the Mann-Whitney U test statistically shows a significant 
difference in security and computation cost between the two algorithms. When evaluated 
with BAN-Logic, ProVerif, and AVISPA, PRESENT is secured against known attacks 
such as MITM, password guessing, privilege insider, and impersonation attacks. Through 
the security and performance (i.e., computation cost) analyses, it is concluded that the 
proposed user authentication scheme is more secure against potential attacks and obtains 
lower computation costs for the IoT environment. Moreover, a Python-based application 
was developed to examine the proposed user authentication scheme in a real-life 
architecture where it was found that the solution can successfully authenticate authorized 
users and reject any unauthorized access request with an adequate security protection level 
and an acceptable computation cost. For example, the achievement of a computation cost 
of 0.58%, 1.68%, and 0.87% on a smartphone, Raspberry PI, and laptop, respectively. This 
study shows that an authentication scheme's design and implementation approach 
determine the security and computation cost performance. The approach of face 
authentication as presented in this study provides a solution to unauthorized access in an 
IoT environment while maintaining a lightweight approach. A theoretical contribution was 
made by designing a decentralized multi-factor user authentication scheme, which 
eliminated the security challenges and computation cost limitations faced by the existing 
schemes. 

. 
Keywords: Lightweight authentication, Encryption algorithm, Authentication scheme, 
Decentralized multi-factor, and Smart home. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Research Background 

The Internet of Things (IoT) is a system of intercommunication, connection of devices, 

and sensors such as a smart home application. The development of smart home applications 

is through the combination of other technologies such as wireless sensor networks (WSNs), 

Bluetooth technology, radio-frequency identification (RFID), cloud services, and machine-

to-machine interfaces (M2M) (Anaya et al., 2020; Mohamed et al., 2020).  IoT is an 

emerging technology area focusing on the interconnectivity of things to users and vice 

versa  (Ali, 2016). The IoT application is made up of sensors, devices, and appliances such 

as low-cost sensors, smart window shutters, smart door unlock, fire detectors, and LED 

lights (Amintoosi et al., 2022; Bahache et al., 2022; Kumar & Chouhan, 2021). The devices 

and entities communicate within the network and other external environments such as 

cloud servers. Sensors and devices are limited in communication, computational power, 

memory usage, and security (Banerjee et al., 2021; Chiadighikaobi et al., 2022; Kim et al., 

2023; Naoui et al., 2019a). Based on the impact of the IoT technology, smart home 

applications have emerged as the world-leading technology powered by the 

implementation of IPv6, thus enabling every single device to have communication and 

network establishment ability.   

Several scholars revealed that many application domains, such as homes, automotive, 

healthcare, logistics, and environmental monitoring, have evolved since the existence of 

IoT (Banerjee et al., 2021; Roman et al., 2013; Taher et al., 2021). An IoT environment 
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APPENDIX A  

ENCRYPTION ALGORITHM AND PROCESS 

A.1 ORIGINAL PRESENT 

The source code of the original PRESENT encryption can be found here: 

https://www.dropbox.com/s/dk3gpqvcvtjgc5z/Original%20PRESENT%20code.txt?dl=0 

 

A.2 ENHANCED PRESENT 

The enhanced PRESENT source code can be found here: 

https://www.dropbox.com/s/tgjp5qp4z46euk2/Enhanced%20PRESENT%20code.txt?dl=

0 

A.3 ACCESS TO THE ENCRYPTION SYSTEM 

The encryption system can be accessed through this link: 

https://drive.google.com/drive/folders/1MP5fGTG_kRWus5RuZyWwARXOPqWq8ozf?

usp=sharing 
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APPENDIX B ENCRYPTION RESULT OF TEXT FILES 

B.1 The Text Files 

Text2 

 

Text3 

 

Text4 

 

 

B.2 Text2 Ciphertext of the original PRESENT 
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Text3 Ciphertext of the original PRESENT 

 

Text4 Ciphertext of the original PRESENT 

 

 

B.3 Text2 Ciphertext of the Enhanced PRESENT 

 

Text3 Ciphertext of the Enhanced PRESENT 

 

 

 

 



 

243 
 
 

 

Text4 Ciphertext of the Enhanced PRESENT 
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APPENDIX C PCA IMPLEMENTATION AND FEATURE EXTRACTION 

C.1 PCA IMPLEMENTATION SOURCE CODE 

The PCA implementation source code can be found here: 

https://www.dropbox.com/s/2n6lrqn6s0eciwd/PCA%20implementation%20code.txt?dl=0 

C.2 Feature Extraction 

Features are extracted from the face image files using PCA. Below are the images and the 

image template created. 

 

Image02 of the Face Image Data 

 
 

Image02 of Face Image Template 
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Image03 of Face Image Data 

 
 

Image03 of Face Image Template 

 

Image04 of Face Image Data 
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Image04 of Face Image Template 
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APPENDIX D  

ENCRYPTION RESULT OF FACE TEMPLATE 

D.1: Original PRESENT Template Encryption 

Image02 cipher template 

 

Image03 cipher template 

 

Image04 cipher template 

 

 

D.2 Enhanced PRESENT Template Encryption 

Image02 cipher template 
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Image03 cipher template 

 

Image04 cipher template 
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APPENDIX E  

FORMAL VERIFICATION OF THE PROTOCOL USING ProVerif  

(*----FACE AND EMAIL LINK AUTHENTICATION SCHEME----*) 
 
(*Secure Channel----//The Communication channels between CS,S, and UD---*) 
free cCSS:channel [private]. 
free cSCS:channel [private]. 
free cUDCS:channel [private]. 
free cCSUD:channel [private]. 
 
 
(*entities---//The Identity of the entities used in communicating with the Functions-

--*) 
free IdS:bitstring [private]. 
free IdCS:bitstring [private]. 
free IdU:bitstring [private]. 
free Fi:bitstring [private]. 
free IdUD:bitstring [private]. 
free Ft:bitstring [private]. 
free EL:bitstring [private]. 
 
(*Secret Key *) 
free SK:bitstring [private]. 
(*Shared key*) 
free SKudcs:bitstring [private]. 
free SKcss:bitstring [private]. 
free R:bitstring[private]. 
 
(*Functions*) 
fun Concatenation(bitstring, bitstring):bitstring. 
fun Hash(bitstring):bitstring. 
fun PRESENT(bitstring):bitstring. 
fun PRESENT2(bitstring,bitstring):bitstring. 
fun PRESENT1(bitstring,bitstring):bitstring. 
 
(*Events*) 
event StartSetup(bitstring). 
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event EndSetup(bitstring). 
event StartAuthenticationLogin(bitstring,bitstring,bitstring). 
event SuccessfulAuthenticationLogin. 
event UnSuccessfulAuthenticationLogin. 
event GenerateEmailLink. 
event FaceTemplate(bitstring). 
event EndAuthenticationLogin(bitstring,bitstring,bitstring). 
event StartUserProfileRecovery(bitstring,bitstring,bitstring,bitstring). 
event UnSuccessfulUserProfileRecovery. 
event UserProfileRecovery(bitstring). 
event EndUserProfileRecovery(bitstring,bitstring,bitstring,bitstring). 
 
(*Check for vulnerability in the data*) 
query attacker(IdS). 
query attacker(IdCS). 
query attacker(SKS). 
query attacker(SKcss). 
query attacker(IdU). 
query attacker(Fi). 
query attacker(SKudcs). 
query attacker(IdUD). 
query attacker(Ft). 
query attacker(EL). 
query id:bitstring;inj-event(EndSetup(IdCS))==>inj-event(StartSetup(IdS)). 
query id:bitstring;inj-event(EndSetup(IdUD))==>inj-event(StartSetup(IdCS)). 
query id:bitstring;inj-event(EndAuthenticationLogin(IdU,Fi,IdUD))==>inj-

event(StartAuthenticationLogin(IdU,Fi,IdUD)). 
query id:bitstring;inj-event(EndUserProfileRecovery (IdU,Fi,EL,Ft))==>inj-event( 
StartUserProfileRecovery(IdU,Fi,EL,Ft)). 
process 
event StartSetup(IdS); 
let KCSS=Hash(Concatenation(IdCS,SK)) in 
let KUDCS=Hash(Concatenation(IdUD,SKudcs)) in 
out(cSCS,KUDCS); 
event EndSetup(IdCS); 
 
event StartAuthenticationLogin(IdU,Fi,IdUD); 
event StartUserProfileRecovery(IdU,Fi,EL,Ft); 
new EFi:bitstring; 
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new RId:bitstring; 
new T:bitstring; 
new DFi:bitstring; 
new Ael:bitstring; 
new T1:bitstring; 
new Ft:bitstring; 
new Ft1:bitstring; 
new Eft:bitstring; 
new Eft1:bitstring; 
new NEft:bitstring; 
new NEft1:bitstring; 
 
let EFi=PRESENT1(Fi,SKudcs) in 
out(cUDCS,(RId,T,EFi,IdUD)); 
let DFi=PRESENT1(Fi,SKudcs) in 
if DFi=EFi then event GenerateEmailLink else event 

UnSuccessfulAuthenticationLogin; 
let Ael=PRESENT1(EL,SKudcs) in 
out(cCSUD,(RId, T, Ael, IdCS)); 
 
 
let NEft=Hash(Eft) in 
let NEft1=Hash(Concatenation(IdU,SK)) in 
 
if NEft=NEft1 then out(cUDCS,(RId,T,Ael))else event 

UnSuccessfulUserProfileRecovery; 
out(cUDCS,(RId,T,Ael)); 
event UserProfileRecovery(R); 
event EndUserProfileRecovery (IdU,Fi,EL,Ft); 
 
event FaceTemplate(Ft1); 
let EFt=PRESENT2(Ft,SKudcs) in 
let EFt1=PRESENT1(Ft,SKudcs) in 
 
if Eft1=Eft then out(cUDCS,(RId,T,IdU,IdUD))else event 

UnSuccessfulAuthenticationLogin; 
if Eft1=Eft then out(cCSS,(IdUD,T,IdS))else event 

UnSuccessfulAuthenticationLogin; 
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if T<>T1 then event SuccessfulAuthenticationLogin else event 
UnSuccessfulAuthenticationLogin; 

event EndAuthenticationLogin(IdU,Fi,IdUD); 
0 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

APPENDIX F 

INSTALLATION AND CONFIGURATION GUIDE OF AUTHENTICATION 

SCHEME TOOL 
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F.1 PI Configuration 

Preparing SD Card and Raspbian Operating System 

How to install an SD card-based operating system image on a Raspberry Pi is 

explained in this resource. To install the image, you will need a computer with an SD card 

reader. An SD Card with at least 4 GB, ideally 8/16 GB, is required. The operating system 

can be obtained by downloading it from https://www.Raspberrypi.org/downloads/. There 

are two choices for the OS. NOOBS, the easy installer and our easy installer for Raspbian, 

are the official operating systems for all Raspberry Pi models. Click on Raspbian to 

download Raspbian Buster with desktop and recommended software for installation with 

Raspbian. 

Installing the OS into an SD Card 

You will need to use an image writing tool to install the image you have downloaded 

on your SD card. balenaEtcher is a graphical SD card writing tool that works on Mac OS, 

Linux, and Windows, and is the easiest option for most users. balenaEtcher also supports 

writing images directly from the zip file, without any unzipping required. To write your 

image with balenaEtcher: 

- Download the latest version of balenaEtcher ( https://www.balena.io/etcher/ ) and 

install it. 

- Connect an SD card reader with the SD card inside. 

- Open balenaEtcher and select from your hard drive the Raspberry 

Pi .img or .zip file you wish to write to the SD card. 

- Select the SD card on which you wish to write your image. 

https://www.balena.io/etcher/
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- Review your selections and click 'Flash!' to begin writing data to the SD card. 

Note: for Linux users, zenity might need to be installed on your machine 

for balenaEtcher to be able to write the image on your SD card. 

Running Raspberry PI for the first time 

- After the OS has been written into the SD Card, insert the SD Card into Raspberry 

PI. 

- Attach your HDMI or VGA to a display screen. Note: This process is only done 

on the first configuration. 

- Power on the Raspberry PI 

- Follow display screen instructions for the first-time setup 

- Note your username and password if you change from the default. 

Once you have access to Raspberry PI, configure the system.  

Click on the red marked icon on the image below, select preferences, then Raspberry 

PI Configuration, click on interfaces, enable all interfaces, and click Ok. 

 

Enable your Bluetooth 
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Access Raspberry using VNC viewer, SSH/Telnet. 

First, insert your RJ45 Ethernet Cable between Raspberry PI and your computer, and 

connect your computer to WIFI. 

VNC Viewer access 

- Download VNC viewer: https://www.realvnc.com/en/connect/download/viewer/ 

- To access Raspberry PI with VNC, you will need a Raspberry IP Address. 

Use the following steps: 

Select the red mark section from your control panel 

 

Select Network and Sharing 

https://www.realvnc.com/en/connect/download/viewer/
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Select Change Adapter settings 

 

Right-click on Wireless Network Connection, and select properties 

 

Select Sharing and checkbox allow other network users to connect through this 

computer internet connection and click OK and close the section. 
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To identify the IP Subnet mask range of the Raspberry pi right-click on Local Area 

Connection 

 

Double-click on TCP/IPv4 
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Select “Use the following IP address or Use Static IP address, and copy down the IP 

address that u see. 

 

Having the IP Address found in mind, follow the next step: 
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Finding the IP Address of Raspberry PI 

Download the advanced IP scanner (https://www.advanced-ip-scanner.com/) after 

downloading and opening the program. 

Enter the IP address you copied and extend it to the range of 254. This will help you 

get the IP address of the Raspberry pi, then click scan, wait for some time, and you will see 

Raspberry with a name that looks like this: Raspberrypi.mshome.net, but it will be 

different if the name has been changed. 

After you have identified the Ip address, Open the VNC viewer you downloaded. 

 

Open the VNC viewer program, and key in the IP Address, and tap your enter button. It 
will connect to the Raspberry pi and ask for login details, and you have access to the 
Raspberry pi. 
Default login 

Userid: pi 
Password: Raspberry 

 
 
 
 
 
 

https://www.advanced-ip-scanner.com/
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F.2 OPENCV CONFIGURATION AND INSTALLATION 

To install and configure OpenCV in PI, the following script is executed. 
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APPENDIX G 

IMPLEMENTATION OF THE DECENTRALIZED MULTI-FACTOR FACE 

IMAGE USER AUTHENTICATION SCHEME 

G.1 Coding the Authentication Scheme 

Enhanced PRESENT for Face Template Encryption 

The source code for enhanced PRESENT for face template encryption can be found here: 

https://www.dropbox.com/s/88hialkwqyprt50/enhanced%20PRESENT%20for%20face%

20template%20encryption%20code.txt?dl=0 

ECC Encryption, Key Exchange, and Email Verification 

The source code for ECC Encryption, Key Exchange, and Email Verification can be 

found here: 

https://www.dropbox.com/s/n34m608kdu12p6j/ECC%20Encryption%2C%20Key%20Ex

change%2C%20and%20Email%20Verification%20code.txt?dl=0 

Face Recognition Module 

The source code for the face recognition module can be found here: 

https://www.dropbox.com/s/k704dr8o1mp2lb9/face%20recogintion%20module%20code.

txt?dl=0 
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APPENDIX H 

INSTALLATION AND CONFIGURATION OF REAL-LIFE SECURITY 

EVALUATION ENVIRONMENT 

1. The first step is to download Kali Linux from the Kali Linux website 
https://www.kali.org/get-kali/ 

2. Launch the Kali Linux machine to get started. 
3. Launch Ettercap 
4. Set up the DNS config file in Ettercap 

Set up the command terminal and change the DNS configuration of the Ettercap by 

typing the following syntax into the editor of your choice. 

$ gedit /etc/ettercap/etter.dns 

You will be displayed the DNS configuration file. 

Next, you’ll need to type your address in the terminal 

>* a 10.0.2.15 

 

Prepare the Apache server 

Now fire up the Apache Server with the following command: 

$ sudo service apache2 start 

You’ll see that the server has successfully launched. 

Spoofing with Ettercap addon 

Now we’ll see how Ettercap would come into play. We will be DNS spoofing with 

Ettercap. Launch the app by typing: 
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$ettercap -G 

 

You can see that it’s a GUI utility, which makes it much easier to navigate. 

Once the addon has opened, you hit the ‘sniff bottom’ button and choose United sniffing 

 

Select the network interface that’s in your use at the moment: 
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With that set, click on the host tabs and choose one of the lists. If there’s no appropriate 

host available, you may click the scan host to see more options. 

Next, designate the victim to target 1 or 2. You can designate the victim by clicking 

on the target two-button and then on add to the target button. 

 

Next, hit the mtbm tab and select ARP poisoning. 

Now navigate to the Plugins tab and click on the “Manage the plugins” section and then 

activate DNS spoofing. 

 

Catching the Https traffic with Wireshark 

Launch Wireshark to attract the https traffic and try to retrieve web account details. 

To launch Wireshark, summon a new terminal and enter Wireshark. 
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