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ABSTRAK

Media memainkan peranan yang penting dalam masyarakat moden dengan
membolehkan komunikasi dan perkongsian maklumat penting kepada orang ramai.
Namun, terdapat beberapa kes di mana platform media sosial di Dubai digunakan
untuk menyebarkan khabar angin dan berita palsu, yang menyebabkan kemarahan dan
kekeliruan orang awam. Kajian ini bertujuan untuk menilai keberkesanan pengurusan
krisis Polis Dubai dalam menangani khabar angin and maklumat palsu. Kajian ini
mengkaji sebab dan punca masalah ini dan menilai pelbagai strategi yang dilaksanakan
oleh Kerajaan Emiriah Arab Bersatu (UAE) untuk mengawal selia dan mengawal
penyebaran maklumat palsu. Kajian ini menggunakan pendekatan kaedah campuran,
termasuk tinjauan terhadap 377 orang pegawai Polis Dubai dari pelbagai pangkat dan
temubual separa berstruktur dengan 4 informan utama. Data ini kemudian dianalisa
secara komprehensif dengan menggunakan perisian SPSS, Amos dan MAXQDA.
Dapatan kajian ini menunjukkan bahawa para pegawai Polis Dubai menyedari peranan
penting media sosial dalam penyebaran maklumat serta potensi risiko yang berkaitan
dengan penyebaran khabar angin dan maklumat palsu. Natijah kajian ini juga
mendapati bahawa para pegawai polis mempunyai pemahaman yang baik dalam
menangani isu ini dengan menekankan kepentingan mendidik orang ramai tentang
keburukan penyebaran khabar angin serta maklumat palsu di media sosial. Selain itu,
kajian menunjukkan bahawa Polis Dubai telah melaksanakan langkah proaktif untuk
mencegah penyebaran khabar angin dan maklumat palsu di media sosial menerusi
kerjasama dengan platform media sosial untuk melaksanakan algoritma keutamaan
maklumat, bekerjasama dengan organisasi pemeriksa fakta, serta mengambil tindakan
undang-undang terhadap individu yang terlibat dengan penyebaran berita atau
maklumat palsu. Kajian ini menyimpulkan bahawa Polis Dubai secara keseluruhannya
telah dapat menghalang penyebaran khabar angin dan maklumat palsu di media sosial.
Pemantauan aktif, penyiasatan dan campur tangan undang-undang terhadap mereka
yang menyebarkan kepalsuan, digabungkan dengan usaha untuk meningkatkan
kesedaran orang ramai tentang risiko media sosial, telah menyumbang kepada
kejayaan mengekalkan platform media sosial sebagai sumber maklumat yang selamat
dan boleh dipercayai untuk orang ramai.

Kata kunci: Khabar Angin, Media Sosial, Polis Dubai, COVID-19, Pasukan Polis
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ABSTRACT

Media plays a crucial role in modern society by enabling communication and sharing
importance information with the public. However, there have been instances of social
media platform in Dubai being responsible for spreading rumours and false news, leading
to public outrage and confusion. This study aimed to assess the effectiveness of Dubai
Police’s crisis management in combating rumours and false information. This research
investigated the causes of these issues and evaluated the various strategies implemented
by the UAE government to regulate and control the dissemination of false information.
This study used a mixed-method approach, including survey of 337 Dubai Police officers
from various ranks and semi-structured interviews with 4 key informants. The data was
comprehensively analyzed using IBM SPSS Amos and MAXQDA software. The findings
indicated that Dubai Police officers recognized the significant role of social media in
disseminating information as well as the potential risks of spreading rumours and false
information. Further, it revealed that Dubai Police officer had adequate knowledge in
addressing this issue and emphasize on educating the public about the negative impacts of
spreading rumours and false information on social media. The study also revealed that
Dubai Police officers took proactive measures to prevent the spread of rumours and false
information by collaborating with social media platforms to implement algorithms that
prioritize information, partnering with fact-checking organizations, and taking legal action
against individuals who were involved with spreading falsehoods. This research concluded
that the Dubai Police officers successfully prevented the spread of rumors and false
information on social media platforms. Their active monitoring, investigation, and legal
interventions, combined with efforts to raise public awareness, have helped maintain
social media platforms as safe and reliable sources of information for the public.

Keywords: Rumours, False Information, Dubai Police, Social Media, COVID-19,
Police Forces
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CHAPTER ONE

INTRODUCTION

1.1 Introduction

Media plays a critical and vital role in our modern society by facilitating
communication and sharing important information with the public. Some scholars
believe that today's media serves as the link between the government and the public.
Citizens are informed of the decisions, rules, and regulations enacted by the
government from online and offline media channels (Qamar et al., 2020). Moreover,
media platforms play an even greater role in the case of emergencies and crises by
allowing disaster management authorities and governments to interact with the public,
distribute vital information, and ensure public safety. Inevitably, media platforms aid
in spreading information and facts, which are crucial for the proper functioning of our
society. Unfortunately, the media's positive influence also comes with its negative
facet: people also use various media, especially social platforms, to spread rumours
and fake news. This is a vital issue we face today that contributes to the disruption of
social harmony, raising the vehemence of delinquent attitudes (Almarzouqi et al.,

2022).



Digital, print, and social media platforms are all responsible for spreading the news all
over the nation (Mourdo & Harlow, 2020). However, false news has recently been
rampant all over social media and even digital media. It is prominent that social media
platforms seem to be mostly responsible for spreading rumours and false news in
Dubai while causing public outrage over incidents that did not occur in reality. They
affect the sanctity of the country and lead to a chaotic situation. The United Arab
Emirates (UAE) has legislative instruments to control the spread of false information
via media; they are Federal Law No. 5 (2012), Electronic Media Regulation (2018),
and Federal Law No. 12 (2016), and violations of these legislations have been rampant
over the years. Even in recent times, it has been evident that these issues are quite
concerning due to the COVID-19 pandemic situation. Within the list of fake news
being spread, issues on Dubai Police were also included (Zboja et al., 2020). Rumours
about legislative measures, government officials, political upheavals, and now the
legal servants have created havoc in the country. In anticipation of the aforementioned
problems, the current study explores the efficiency of the steps taken by media
management in combating rumours through the usage of legal steps as well as
technological expertise. The government, too, has involved itself in the act and has
taken viable steps against the spreading of rumours present on various media platforms

(Shabbir, 2020).

1.2 Background

The large-scale spreading of misinformation has made it necessary for legal
procedures to be amended through government interference. Regulations and acts exist
against spreading false news in the UAE’s legal system; however, in recent times,

violation of these laws has increased tenfold (Elareshi & Ziani, 2019). Reform



measures like spreading public awareness and warnings against the spread of
misinformation by the government have been taken. However, cases of the spread of

false news have only increased (Broussard, 2020).

Since 2017, the police force of Dubai has had to block more than 5,000 reported social
media accounts for spreading false news. The government also arranged a talk with
the media houses on public awareness via social media, educating the public about
false news and suggesting ways to identify them (Allern & Pollack, 2019). In March
2018, the government introduced new regulations for online activities, publishing on
print media, e-commerce, and advertising. Yet several cases kept on recurring. In the
very same year, two cases were taken to court. Ahmed Mansour Al-Endres was
accused of using his social media accounts to publish fabricated news and, as a result,
was imprisoned. In another incident, two women posted a video on their social media
platforms accusing a woman of African origin of kidnapping a child; however, it was
later found that the woman was the child's nanny (Pennycook et al., 2020). The two
women were then charged with disseminating false news using their social media
accounts. Another recent viral video on social media also created quite a stir in the
UAE. The video showed an individual, presumed to be a COVID-19-infected patient,
experiencing seizures. However, it was later confirmed that the said patient actually
experienced an epileptic seizure and was not infected by the virus (Almarzougqi et al.,
2022). Similarly, in another incident, news about the death of five family members
from COVID-19 was broadcast on Abu Dhabi Sports Channel. Evidently, it was later
confirmed that this information was entirely fabricated and that the family did not even

exist in the first place.



Several other cases of false news spreading on different media channels were evident
during the COVID-19 pandemic in the UAE. To address this rising problem,
authorities in the UAE have called and requested media outlets to be more vigilant and
responsible when handling and sharing information about the pandemic with the public
(Pasha et al., 2022; Elareshi & Ziani, 2019). Officials particularly stressed the
importance of verifying the authenticity of news sources and stories to avoid confusion
and chaos among the masses. Salem Al Zaabi, the current acting head of the Federal
Emergency Crisis and Disasters Prosecution in the UAE, said that people making up
fake stories and news channels sharing false information would be detained until
investigations are complete. In addition, the UAE government has also imposed a fine
0f 20,000 Dirhams on people involved in the circulation of unconfirmed and fake news

(Tahat et al., 2020).

In regards to the matter, the police have also sometimes taken the blow. Rumours of
corruption within the police department and allegations of collusion with political
powers are often heard of. Recently, the Dubai Police were in the limelight for waiving
traffic fines. However, the police department soon dismissed those rumours (S. Ali,
2020). Such news could often affect the reputation of a nation, creating an environment
of confusion and distrust. Rumours about public officials could also lead to losing faith
in the law and undermine the integrity of the legal system. It could lead to a state of
lawlessness that permeated throughout the entire nation, and there were existing
punishments for spreading false rumours and news, including the charging of a convict
with million-dirham fines or even imprisonment. However, such efforts have managed

to keep false news from being spread.



1.3 Problem Statement

The relationship between rumours and media (both traditional and social) is prominent
as rumours always spread everywhere and are not something new to society. Instead,
they are present and influential in most civilizations and cultures throughout history.
They are closely connected to human gatherings but differ from one society to another
in terms of motive and the impact thereof (Al Tumi, 2019). According to surveys, in
recent times, the spread of misinformation has increased. Social media platforms hold
the record for the highest number of false news cases. However, digital and print media
are also not exempted from having such cases (Al Baloushi, 2019). Digital- and
internet-based media might be prone to publishing incorrect information as a direct
result of spreading propaganda, but print media might also follow the same pattern.
Therefore, it is the collective duty of media houses, the government, and public
officials (e.g., law enforcement agencies and policymakers) to deal with the problem

(Tahat et al., 2020).

Hassan (2017) argued that there are many effects of rumours through modern means
of communication, starting from the distortion of individual and institutional
reputations, the exacerbation of discord in the society, and the weakening of morale to
the various issues in local, regional or global public opinion in the political, economic,
social and military fields (S. Ali, 2020). The spread of rumours in society may lead to
the political and economic collapse of a state, and the aim of spreading rumours is to
stir up strife and destabilize security and stability in societies. Recently, it has also
been observed that the spread of electronic rumours and their circulation speed has
accelerated. Electronic rumours are no longer just false news or information circulated

by a person. Instead, they have become more than that, as specialized institutions (e.g.,



state actors, private companies, or rogue entities) are standing behind them, and media
outlets have mastered the manipulation and presentation of information to weaken

countries (Ramadan, 2019).

Ali (2020) asserted that rumours affect the public, as the repercussions of false
information are often confusion, public outrage, chaos, and false accusations. For
example, on April 3rd, 2020, a rumour was spread saying that Dubai Police arrested
an Asian man for uploading a video of a COVID-19-related topic on social media.
This was a rumour, and police had issued a warning about spreading such rumours.
Some incidents have recently created enormous confusion, and these days, the spread
of false information is increasingly harmful, especially during crises. As a form of
anticipation, responsible parties, including mainstream media platforms and social
media account owners, have implemented several measures. Some of those steps
include filtering the information they receive before publishing, scrutinizing the news
source, controlling their own social media pages, and imposing limits on the exposure
of the news shared. Those who are responsible have started making use of technology
to monitor the origins of the news and being very investigative before a piece of news

is published (Dempsey et al., 2018).

It became clear that the widespread rumours in societies can be highly attributed to the
technological revolution, i.e., people mostly consumed all kinds of information in the
virtual world by overlooking the sources. Today, it is possible for anyone without the
appropriate technical skills and means, such as journalists from well-established
traditional media platforms, to be the “producer” of their own news. There is almost

no barrier to sharing information since the use of social media platforms today does



not require the users to be specifically capable of the production of “news” that follows
journalistic standards. This, eventually, comes with a very complex problem once it
becomes so difficult for the public, who receives this information, to distinguish the
right from the wrong, the good from the bad, and the truth from the rumours (Mitra et
al., 2021). Furthermore, rumours and false information have become a very substantial
concern during and after the COVID-19 crisis, particularly for the entities working to
nullify these rumours and mitigate their further impacts. In Dubai, these rumours also
pose a severe threat to national sovereignty and integrity, hinting at the need for an
investigation into the effectiveness of Dubai Police in managing rumours (Song et al.,

2021).

Notably, studies in law enforcement's response to rumours on social media, especially
regarding the Dubai Police, are relatively determinate. While there is a significant body
of literature on the spread and effect of rumours in different regions, i.e., China,
Nigeria, Bangladesh, etc., (Hui et al., 2020; Islam et al., 2020; Shi & Qu, 2020), a
substantial gap exists in understanding how law enforcement agencies, such as Dubai

Police, perceive and address rumours spread through social media platforms.

Current research tends to focus more extensively on the societal implications of
rumours and misinformation (Rocha et al., 2023; Wang et al., 2021), usually bypassing
law enforcement's precise strategies and challenges in combating these phenomena
within the digital landscape. Consequently, there is a demand for more targeted
investigations into the effectiveness of Dubai Police's approaches to mitigating the
spread of rumours on social media platforms and their general implications for societal

stability and public trust.



The cited literature highlights the pervasive impact of rumours and misinformation in
contemporary society (Almomani & Al-Qur’an, 2020; Naeem et al., 2021; D. Wang,
2021), especially in the digital age characterized by the widespread adoption of social
media platforms. Studies consistently underline the detrimental effects of rumours on
public trust, social cohesion, and institutional credibility, highlighting the urgency of

effective countermeasures to mitigate their impact (Shahamatinejad, 2021).

Overall, the existing literature highlights the critical need for empirical research that
examines the perceptions, strategies, and challenges faced by law enforcement
agencies (Rusho et al., 2021), such as the Dubai Police, in managing rumours and
misinformation on social media platforms. By combining theoretical insights with
empirical evidence, this study aims to contribute to the development of evidence-based

conclusions for combating rumours and misinformation in the digital age.

Furthermore, existing research highlights the need for more robust law enforcement
approaches in addressing the distinctive challenges posed by rumours and
misinformation in the digital ecosystem (Hu et al., 2021; Ralph et al., 2022). The rapid
dissemination and amplification of false information through social media platforms
obligate innovative strategies and proactive engagement by law enforcement agencies
to effectively fight the spread of rumours. Existing frameworks and conceptual models
from the literature also offer valuable insights into the background mechanisms driving
rumour propagation and public exposure to misinformation. These frameworks
provide a conceptual foundation for understanding the basis of rumour diffusion and
the factors affecting individual behaviour and decision-making in online information

consumption (Song et al., 2021).



Furthermore, there need to be more empirical studies investigating the perceptions,
attitudes, and operational protocols of Dubai Police regarding rumours circulating on
social media platforms. Understanding how Dubai Police conceptualizes and responds
to rumours on social media is important for informing evidence-based practices and
improving the agency's ability to address emerging threats to public safety and security
in the digital age. Given the immediate evolution of digital communication
technologies and the increasing plurality of social media platforms as primary sources
of information dissemination, there is an acute need for comprehensive research that
investigates the rumour propagation within the digital ecosystem and the efficacy of
law enforcement interventions, especially those executed by Dubai Police, in

countering the spread of misinformation and disinformation online.

14 Research Question
The current study has five research questions that the research aims to answer:

1) How do perceptions within Dubai Police concerning social media's role as a
source of information in Emirati society affect their response to rumours?

2) What are Dubai Police's perspectives on how social media platforms contribute
to spreading rumours in Emirati society?

3) How do perceptions within Dubai Police regarding the reliability of social
media influence their strategies for managing information dissemination in
Emirati society?

4) To what extent do Dubai Police's efforts effectively mitigate the spread of
rumours through social media platforms in Emirati society?

5) What measures are developed by Dubai Police in counteracting the rumours

through social media in Emirati society?



1.5 Research Objective
The study has four research objectives that are derived from the research problem and
questions, which are to:

1) Investigate Dubai Police's perceptions concerning the role of social media in
disseminating information within Emirati society and its implications for
rumour management.

2) Evaluate Dubai Police's understanding of how social media platforms facilitate
the spread of rumours within Emirati society.

3) Analyze Dubai Police's perspectives on the reliability of social media as an
information source and its implications for their communication strategies.

4) Investigate the effectiveness of Dubai Police's measures in countering the
propagation of rumours through social media platforms within Emirati society.

5) Scrutinize the current measures designed and implemented by Dubai Police in

counteracting the rumours through social media in Emirati society.

1.6  Research Scope

The study focuses on the effectiveness of media crisis management in combating
rumours in the Dubai Police Department during the years 2022-2023. The study
considers records of various incidents of spreading misinformation that have created a
public outcry, which has created mass confusion. The study also considered the
multiple laws that the UAE government has imposed to control the spread of false
news. A few incidents showed that perpetrators were punished if caught (Jamil, 2020).
It has also been observed that social media platforms are the most available mediums
for wrongdoers to spread misinformation. The steps taken by the media management

have also been mentioned. However, the study faced several limitations. More

10



information is needed on the exact steps and measures taken by the media management
to combat the issue. More statistical data is also needed to support certain formulations,
such as the number of cases per year and imprisonment details. The deeper causes
behind the spread of false news have been left unexplored as that would require more
intricate knowledge of how different media houses function and would bring into
question their affiliations. The exact impact of false news on the public has been left
unexplored as individual case studies must be properly conducted (S. Ali et al., 2022a).
The study has scope for further development, and more information can be gathered
about the various issues that media management has faced over the years due to the
spread of false news and how they have developed their strategies to combat these
problems. The study can be expanded to include the different aspects of false news

and how that affects the collective consciousness of the citizens.

1.7 Significance of the Research

The current study offers insights into the implications of the new peril plaguing the
citizens of Dubai, i.e., the spread of false rumours. Recent observations showed that
the number of false news on various media has only been increasing. The increase has
been due to two reasons: the rise in social media usage and the incapability of media
houses to control the spread of unconfirmed news (Ejaz et al., 2022). Therefore, Dubai
Police have been monitoring cases of false news and taking measures to reduce the

amount of misinformation being spread.

This study is significant as it explores the efficacy of the measures taken by the police

in combating spreading rumours and critically analyzes the reasons behind the steps

and their long-term effects. The spread of rumours has impacted the citizens of Dubai
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as it has created unnecessary confusion. In addition to rumours, false news can lead to
adverse consequences and affect a nation's sanctity; misrepresenting it on the global
stage shall potentially harm the country's international reputation. Consequently, it is
hardly surprising that the public starts to question the efficiency of legal bodies in

controlling the situation.

This research also enables the Dubai Police and other professionals in the associated
field to identify gaps in the current media crisis management, which still allows people
to share and spread false information, and adopt suitable tactics and strategies to fill
these gaps and ensure that the practice of spreading rumours and fake news is

completely mitigated (Elareshi & Ziani, 2019).

1.8 Research Terminology

i. Rumours

Ali (2020) defined rumours as "perceived as coming from one or more people's
information statements about some events that are not officially confirmed (Hamdan,
2017). Al-Sarem et al. (2021) defined rumours as "A process of promoting false and
baseless news to influence public opinion." Thus, the current study defines rumours as
sayings, news, and stories circulated by individuals in a particular society without
proof of their validity or verification. These stories or news may be accurate, but in

most cases, they are far from the truth.

ii. Media

Media serves as a tool that allows communication between two parties, the media itself

and the public, or a sender and a receiver, through many different platforms (Al
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Aashry, 2020). Media are the communication outlets or tools used to store and deliver
information or data (Dempsey et al., 2018). Based on the two sources, the current study
defines Media as "the mechanisms and tools through which news is transmitted to the

members of society through multiple channels."

1.9 Conceptual Framework

H1 Social Media
Information

Social Media Dubai Police

[ Social Media Rumours ]

H3

Reliable Source
of Information

Figure 1. 1 Conceptual Framework

1.10 Research Hypotheses

H1. There is a statistically significant relationship between social media and
information in the Emirati society.

H2. There is a statistically significant relationship between social media and rumours

in Emirati society.



H3. There is a statistically significant relationship between social media and reliable
sources of information in Emirati society.
H4. Dubai Police significantly affects the circulated rumours on social media in

Emirati society.
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction

With the rapid development and growth of digital technology, the spreading of false
news and rumours have increased drastically in most societies across the globe. This
results from greater internet accessibility today, exposing people to fake news,
disrupting nations' sanctity, and generating unnecessary chaos (S. Ali, 2020). Such
trends have risen alarmingly in recent times, and despite the adoption of legislative
measures, significant improvements have yet to be noticed in this context. Several
studies have assessed the crisis generated by disseminatfalse news and relevant media
management tactics necessary for addressing and managing such situations. This
section reviews existing literature in this domain in detail to gather a better insight and

understanding of the research topic (Aloqaily et al., 2022).

The best way for the media to build understanding is by promoting media culture.
These media should be vibrant, independent, pluralistic, inclusive, and fair, enjoying
complete freedom in expressing their opinion and free from censorship. Notably, it is
impossible to contribute to establishing dialogue and understanding between the

parties except in the light of media freedom. In addition, free media is essential for
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disseminating information and knowledge, which is the mainstay of informed

democratic participation and good governance (Sabban, 2017).

Journalists must be able to practice their predefined details without fear. They must
have freedom of movement to gather facts and opinions, disseminate news, hold
officeholders accountable, and protect their informants. In return, journalists are
required to uphold the highest ethical and professional standards and conduct
themselves according to general moral principles. Media organizations and
professional journalists' associations must encourage accurate, professional, and
ethical reporting. This can be achieved through developing voluntary codes of conduct,
training for journalists, and developing self-discipline mechanisms. This media
accountability should be organized accordi