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Abstrak

Kajian ini merupakan analisis mendalam tentang isu penting yang memberi kesan 
kepada sistem pengajian tinggi Malaysia dengan merekrut pelajar universiti sebagai 
keldai akaun. Kajian ini didorong oleh peningkatan yang membimbangkan dalam 
jenayah kewangan yang menyasarkan golongan muda termasuk pelajar universiti 
sebagai rakan subahat dalam skim pengubahan wang haram. Pendekatan multidisiplin 
digunakan berdasarkan perspektif kriminologi, pendidikan kewangan, dan 
keselamatan siber untuk menjelaskan faktor kompleks yang mempengaruhi 
kecenderungan pelajar terhadap pengrekrutan keldai akaun. Kajian bertujuan untuk 
mengenal pasti mekanisme asas yang mendorong keputusan pelajar untuk menerima 
tawaran bagi memudahkan transaksi kewangan yang menyalahi undang-undang. Reka 
bentuk kuasi eksperimen telah digunakan dengan peserta seramai 1,018 pelajar dipilih 
untuk kajian ini. Melalui pengumpulan dan analisis data yang menyeluruh, kajian ini 
meneliti tahap kesedaran, pemahaman tentang mekanisme pengubahan wang haram, 
dan proses kognitif yang terlibat dalam merasionalisasikan penglibatan dalam aktiviti 
pengubahan wang haram dalam kalangan pelajar pengajian tinggi. Hasil kajian 
menunjukkan bahawa pengetahuan tentang pengubahan wang haram (kesedaran 
jenayah) mempunyai hubungan yang signifikasi dengan pengenal pastian niat jenayah, 
dan pemikiran rasional dan penerimaan pekerjaan. Intipati kepada siasatan ini ialah 
pembangunan dan pelaksanaan rangka kerja pemikiran rasional berasaskan 
pengetahuan baru, yang direka untuk melengkapkan pelajar dengan kemahiran berfikir 
kritis dan kesedaran etika yang diperlukan untuk menentang tarikan keuntungan 
kewangan yang tidak sah. Oleh itu, daripada kajian ini boleh dirumuskan bahawa 
intervensi pendidikan boleh mengurangkan risiko pengrekrutan keldai akaun dalam 
kalangan pelajar universiti. Dengan menjelaskan faktor sosio-psikologi yang 
menyokong kelemahan pelajar terhadap eksploitasi kewangan, implikasi kajian ini 
boleh digunakan oleh penggubal dasar, pendidik dan agensi berkaitan dalam 
memerangi jenayah kewangan dan menjaga integriti institusi pengajian tinggi. Selain 
itu, kajian ini berupaya meningkatkan kefahaman mengenai interaksi kompleks antara 
celik kewangan, pembuatan keputusan beretika, dan pendedahan terhadap eksploitasi 
kewangan dalam kalangan pelajar universiti di Malaysia. 

Kata kunci: Pengubahan wang haram, Keldai akaun, Niat jenayah, Pemikiran rasional 
berasaskan pengetahuan, Penerimaan pekerjaan. 
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Abstract 

This study provides an in-depth analysis of a significant issue affecting the Malaysian 
higher education system: the recruitment of university students as money mules. This 
research is motivated by the alarming rise in financial crimes targeting vulnerable 
populations, particularly young adults, who unwittingly become accomplices in illicit 
money laundering schemes. In this study, a multidisciplinary approach is adopted, 
drawing upon insights from criminology, financial education, and cybersecurity to 
elucidate the complex factors influencing students' susceptibility to money mule 
recruitment. This research has three Research questions, three Research objectives and 
3 hypotheses. By employing a quantitative research design, the investigation seeks to 
unravel the underlying mechanisms driving students' decisions to accept offers to 
facilitate illegal financial transactions. A quasi-experimental design was employed, 
with a sample of 1,018 students selected for this study. Through extensive data 
collection and analysis, the research examines the levels of awareness, understanding 
of money laundering mechanisms, and cognitive processes involved in rationalizing 
participation in illicit activities among higher education students. The results show that 
knowledge of money laundering (crime awareness), identification of criminal 
intentions, rational thinking and job acceptance have significant relationships. Central 
to this inquiry is the development and implementation of a novel knowledge-based 
rational thinking framework, designed to equip students with the critical thinking skills 
and ethical awareness necessary to resist the allure of illicit financial gains. The 
findings of this thesis contribute significant insights into the efficacy of educational 
interventions aimed at mitigating the risk of money mule recruitment among university 
students. By elucidating the socio-psychological factors underpinning students' 
vulnerability to financial exploitation, the study offers valuable implications for 
policymakers, educators, and law enforcement agencies tasked with combating 
financial crimes and safeguarding the integrity of the higher education system. 
Ultimately, this research endeavors to advance our understanding of the complex 
interplay between financial literacy, ethical decision-making, and vulnerability to 
financial exploitation among young adults in Malaysia. By providing actionable 
recommendations and strategies informed by empirical evidence, the study aims to 
empower students to make informed choices, cultivate resilience against financial 
fraud, and contribute to the promotion of a more secure and ethical society. 

Keywords: Money Laundering, Money Mules, Criminal Intention, Knowledge-
based rational thinking, Job Acceptance. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Study Background  

From a psychological perspective, the 18th-century technological evolution in Britain 

shifted society from agriculture to industry through mechanical innovations. This 

evolution continued through electrical and computerized advancements, culminating 

in IR4.0, characterized by smart and intelligent innovations (Mudgil, 2018; Roblek et 

al., 2016). As global powers and industrial giants transitioned from traditional to 

digital business models, the psychological effects of adapting to this new technological 

era became evident. 

 

In the context of IR4.0, cyber-physical systems (Mudgil, 2018) span ten dimensions, 

including the Internet of Things (IoT), Cloud Computing, Big Data Analytics, 

Augmented Reality, AI & ML, Cybersecurity, Robotics & Automation, Simulation, 

Additive Manufacturing, and Horizontal and Vertical Integration (Roblek et al., 2016; 

Shahroom & Hussin, 2018; Rojko, 2017). These innovations have led to massive 

transformations across sectors such as e-commerce, finance, communication, and 

manufacturing, all of which now operate in globalized, seamless environments tailored 

to the expectations of digital-native generations like millennials. From a psychological 

standpoint, this rapid digitalization has required individuals and organizations to 

undergo significant cognitive and behavioural adjustments. 

 

The embrace of the digital economy, essential for fostering investment and sustaining 

long-term economic growth, introduces new psychological challenges. This 

digitalization links people, organizations, and machines through technologies like the 
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Appendix 1 
 

Questionnaire for Money Mule Recruitment 
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Section B : Job Acceptance 

 
There are 10 job advertisements provided below.  The actual name of the advertiser 
or company has been removed to enable a neutral job selection. 
 
Select options 1 -5 to indicate how likely your preference is to accept the job. 
5 :Extremely agree 
4 :Agree 
3  Not sure 
2 :Don’t agree 
1 :Extremely don’t agree 
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Appendix 2 

 
Expert Opinion & Assessment - Cheryl Tan Hooi Ling 
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Assessment - Cheryl Tan Hooi Ling 

 
 

1. Scale of Assessment 

1 2 3 4 5 6 7 8 9 10 
Strongly Disagree                         
Strongly Agree 
 

2. Assessment Statements  

 
No Statement  Scale 
1 Knowledge Based Rational Thinking Framework based on 

knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia is 
targeting the population 

10 

2 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
fully executed.  

9 

3 The introduction of Knowledge Based Rational Thinking 
Framework based on knowledge of money laundering to 
rationalize money mule job acceptance among higher education 
students in Malaysia is a timely initiative. 

10 

4 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
effectively adopted by students.  

9 

5 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia 
stimulates the rational thinking of the students to rationalize 
money mule job recruitment. 

9 

 
Expert suggestions for improvement (if any):  
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Appendix 3 
 

Expert Opinion & Assessment - Professor K. Jaishankar 
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Assessment - Professor K. Jaishankar 
 

3. Scale of Assessment 

1 2 3 4 5 6 7 8 9 10 
Strongly Disagree                         
Strongly Agree 
 

4. Assessment Statements  

 
No Statement  Scale 
1 Knowledge Based Rational Thinking Framework based on 

knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia is 
targeting the population 

10 

2 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
fully executed.  

9 

3 The introduction of Knowledge Based Rational Thinking 
Framework based on knowledge of money laundering to 
rationalize money mule job acceptance among higher education 
students in Malaysia is a timely initiative. 

10 

4 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
effectively adopted by students.  

9 

5 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia 
stimulates the rational thinking of the students to rationalize 
money mule job recruitment. 

10 

 
Expert suggestions for improvement (if any):  
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Appendix 4 
 

Expert Opinion & Assessment - Dr Riyaz Ahmed 
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Assessment - Dr Riyaz Ahmed 

5. Scale of Assessment 

1 2 3 4 5 6 7 8 9 10 
Strongly Disagree                         
Strongly Agree 
 

6. Assessment Statements  

 
No Statement  Scale 
1 Knowledge Based Rational Thinking Framework based on 

knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia is 
targeting the population 

10 

2 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
fully executed.  

9 

3 The introduction of Knowledge Based Rational Thinking 
Framework based on knowledge of money laundering to 
rationalize money mule job acceptance among higher education 
students in Malaysia is a timely initiative. 

9 

4 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia can be 
effectively adopted by students.  

9 

5 Knowledge Based Rational Thinking Framework based on 
knowledge of money laundering to rationalize money mule job 
acceptance among higher education students in Malaysia 
stimulates the rational thinking of the students to rationalize 
money mule job recruitment. 

10 

 
Expert suggestions for improvement (if any):  
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