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ABSTRACT

The data security of an organisation is not only susceptible to malicious outsiders
and exploitative attackers but also to insider threats. Preventing insider threats is
particularly challenging, especially when they originate from seemingly trusted and
authorised insiders. Currently, in Malaysia there are several legislation touch upon
cyber security. Nevertheless, the regulation of cyber insider threats remain severely
limited and inadequate. Organisations respond to insider threats risks by
implementing their own cyber insider threat programmes. However, the extensive
scrutiny and monitoring of employees that these programmes entail, may lead to
dissatisfaction among employees or even a potential breach of their privacy rights.
Hence, this thesis aims to study the concepts of cyber security and cyber insider
threats in organisations; analyse the existing Malaysian cyber security laws related to
cyber insider threats; examine the application of these laws in regulating cyber
insider threats and study the strategies to balance employees’ right to privacy with
the potential intrusion posed by insider threats programmes. Employing a qualitative
research approach, nine professionals from different backgrounds in Malaysia were
interviewed using a semi-structured approach. Data was collected on the applications
of existing cyber security laws in regulating cyber insider threats and cyber insider
threats programmes. The study found that there is a need to revise existing cyber
security provisions to better regulate cyber insider threats. In many cases, individuals
involved in insider threats face legal consequences, however, there are instances
where they may evade charges or receive lesser penalties. Furthermore, cyber insider
threats programmes have been found to prevent incidents by implementing strategies
to detect, deter, and respond to potential threats within an organisation,
demonstrating their effectiveness in combating cyber threats. Nonetheless, striking a
balance between the right to monitor employees against insiders’ threats and the
right to privacy of employees remains a critical challenge. The findings of the study
are expected to contribute to the body of knowledge on cyber insider threats in
Malaysia and assist the policy makers in improving the legal framework surrounding
cyber insider threats and related programs.

Keywords: Cyber Security, Insider Threats, Privacy Rights, Employees’ Rights,
Legislation
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ABSTRAK

Keselamatan data organisasi bukan sahaja tertakluk kepada ancaman luar dan
penyerang eksploitasi tetapi juga kepada ancaman dalaman. Mencegah ancaman
dalaman lebih mencabar kerana ia melibatkan orang dalam yang nampak dipercayai.
Di Malaysia, terdapat beberapa undang-undang yang menyentuh tentang
keselamatan siber. Walau bagaimanapun, liputan perundangan terhadap ancaman
siber dari orang dalam ini sangat terhad dan tidak mencukupi. Organisasi telah
melaksanakan program ancaman siber dari orang dalam sebagai respon mereka
kepada risiko ancaman siber dari orang dalam. Walau bagaimanapun, pemeriksaan
dan pemantauan yang meluas terhadap pekerja mungkin menyebabkan
ketidakpuasan hati pekerja atau berpotensi melanggar hak privasi pekerja. Oleh yang
demikian, tesis ini mengkaji konsep keselamatan siber dan ancaman siber dari orang
dalam di dalam organisasi menganalisis undang-undang keselamatan siber sedia ada
yang berkaitan dengan ancaman siber dari orang dalam di Malaysia melihat
penerapan undang-undang keselamatan siber di Malaysia dalam mengawal ancaman
siber dari orang dalam dan mengkaji strategi dalam mengimbangi hak privasi pekerja
dan potensi pencerobohan privasi yang disebabkan oleh program ancaman siber dari
orang dalam. Mengguna pakai penyelidikan kualitatif, sembilan orang profesional
dari latar belakang yang berbeza dari Malaysia telah ditemubual secara separa-
berstruktur. Data mengenai penerapan undang-undang keselamatan siber yang sedia
ada dalam mengawal ancaman siber dari orang dalam dan program ancaman siber
dari orang dalam dikumpulkan. Kajian menunjukkan bahawa terdapat keperluan
untuk mengkaji semula undang-undang keselamatan siber yang sedia ada supaya
dapat mengawal ancaman siber dari orang dalam dengan lebih baik. Dalam
kebanyakan kes, individu yang terlibat dalam kes ancaman siber boleh dikenakan
tindakan undang-undang tetapi dalam beberapa keadaan, mereka boleh melepaskan
diri dari tuduhan atau dikurangkan penalti. Tambahan lagi, program ancaman siber
dari orang dalam didapati dapat menghalang kes ancaman siber dengan penerapan
kaedah untuk mengesan, mengelak dan bertindakbalas terhadap ancaman siber dalam
organisasi. Walau bagaimanapun, keperluan kepada suatu kaedah yang mengimbangi
antara hak untuk memantau pekerja terhadap ancaman orang dalam dan hak privasi
pekerja kekal sebagai satu cabaran kritikal Hasil kajian ini dijangka dapat
menyumbang kepada ilmu berkenaan ancaman siber dari orang dalam di Malaysia
dan membantu penggubal undang-undang dalam menambah baik rangka
perundangan berkaitan ancaman siber dari orang dalam dan program-program
berkaitan.

Kata Kunci: Keselamatan Siber, Ancaman Siber Dari Orang Dalam, Hak Privasi,
Hak Pekerja, Perundangan
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CHAPTER ONE

INTRODUCTION

1.1 Introduction

The data security of an organisation is not only susceptible to malicious outsiders and
exploitative attackers, but also to insider threats. An insider threat can be defined as a
security danger that arises from inside the organisation itself. This risk concerns a
business associate or an employee who is permitted to access the organisation’s
sensitive records or accounts and wrongly uses such access. The existing security
measures relatively centre on outsider threats and incapable of discovering and

preventing insider threat.

An insider threat is considered to be even more dangerous for it does not require a
malicious intention. Preventing insider threat is difficult for the trusted and
authorised insiders are involved in it'. An insider can be interpreted in terms of two
basic acts: clear breach of security policies through authorized access and clear
breach of security policies through unauthorised access.? In the first scenario, the
insider utilises their authorized access to perform a specific action that violates the
security policy, such as when confidential material is leaked to an outsider. In this
case, the insider is authorised to access the resources, but he or she utilises that
authority to pass the information to someone who are not authorised to ingress them

(or to disallow authorised person to access such information).

! Pratik Chattopadhyay , Lipo Wang , and Yap-Peng Tan, “Scenario-Based Insider Threat Detection
From Cyber Activities”, IEEE Transactions On Computational Social Systems, Vol. 5, No. 3,

(September 2018), https://www.researchgate.net/publication/327194848 Scenario-
Based Insider Threat Detection From Cyber Activities (accessed November 21, 2021)

2 Matt Bishop and Carrie Gates, “Defining Insider Threat”, (2008),
https://www.researchgate.net/publication/228993616 Defining the Insider Threat (accessed

November 18, 2021)
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Appendix

Interview Questions used in the Study

THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (COURT OFFICER / JUDGE)

Research Question Interview Question

What are the existing lawson | 1. How does Communications and
Malaysian CYBER Multimedia Act of 1998 apply to regulate
SECURITY relating to the Cyber insider threat?

cyber insider threats

management?

2. What are the provisions in
Communications and Multimedia Act of
1998 that are applicable to cyber insider
threat matters?

3. Do you think s. 233 and s. 236 of
Communications and Multimedia Act of
1998 are adequate to govern cyber
insider threat cases?

4.  How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

5. What are the provisions of Computer
Crimes Act 1997 that are applicable to
cyber insider threat matters?

6. Do you think s. 3 and s. 4 of
Communications and Multimedia Act of
1998 are adequate to govern cyber
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10.

insider threat cases?

How does PDPA apply to regulate cyber
insider threat?

What are the provisions PDPA that are
applicable to cyber insider threat matters?

Do you think the Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

Do you think the amendment to Sedition
Act 1948 to cover electronic publications
is applicable to cyber insider threat?

How does Malaysian CYBER
SECURITY laws regulate
cyber insider threats in
Malaysian organisations?

11.

12.

13.

14.

15.

16.

Has there been cases filed in relation to
cyber incidents caused by insiders in the
period your service?

What is the common type of cyber
insider threat that occurs in those cases?

What are the common prayers prayed /
damages claimed by the Plaintiff in such
cases caused by cyber insider threats?

What are the common provisions relied
by the Plaintift?

What are the common defences pleaded
by the Accused / Defendant?

What are the common provisions relied
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by the Defendant?

What is the balancing strategy
between employees’ right to
privacy and the intrusion
caused by cyber insider threat

programmes?

17.

18.

19.

20.

21.

Do you think cyber insider threat
program is a good mechanism to prevent
cyber insider incidents?

Do you think the application of cyber
insider threat program is intrusive to
employees?

Do you think employees have a right to
privacy?

Do you think organisations should be
allowed to intrude the employees’ right
to privacy by imposing cyber insider
threat program?

Is there any way to balance the
employees’ right to privacy and the
intrusion caused by cyber insider threat
programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (LEGAL PRACTIONERS)

No

Research Question

Interview Question

What are the existing laws on
Malaysian CYBER
SECURITY relating to the
cyber insider threats
management?

1.

How does Communications and
Multimedia Act of 1998 apply to regulate
cyber insider threat?

What are the provisions in
Communications and Multimedia Act of
1998 that are applicable to cyber insider
threat matters?

Do you think s. 233 and s. 236 of
Communications and Multimedia Act of
1998 are adequate to govern cyber
insider threat cases?

How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

What are the provisions of Computer
Crimes Act 1997 that are applicable to
cyber insider threat matters?

Do you think s. 3 and s. 4 of
Communications and Multimedia Act of
1998 are adequate to govern cyber
insider threat cases?

How does PDPA apply to regulate cyber
insider threat?
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10.

What are the provisions PDPA that are
applicable to cyber insider threat matters?

Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

Do you think the amendment to Sedition
Act 1948 to cover electronic publications
is applicable to cyber insider threat?

How does Malaysian CYBER
SECURITY laws regulate
cyber insider threats in
Malaysian organisations?

11.

12.

13.

14.

15.

16.

Has there been cases filed in relation to
cyber incidents caused by insiders in the
period your service?

What is the common type of cyber
insider threat that occurs in those cases?

What are the common prayers prayed /
damages claimed by the Plaintiff in such
cases caused by cyber insider threats?

What are the common provisions relied
by the Plaintiff?

What are the common defences pleaded
by the Accused / Defendant?

What are the common provisions relied
by the Defendant?
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What is the balancing strategy
between employees’ right to
privacy and the intrusion
caused by cyber insider threat

programmes?

17.

18.

19.

20.

21.

Do you think cyber insider threat
program is a good mechanism to prevent
cyber insider incidents?

Do you think the application of cyber
insider threat program is intrusive to
employees?

Do you think employees have a right to
privacy?

Do you think organisations should be
allowed to intrude the employees’ right
to privacy by imposing cyber insider
threat program?

Is there any way to balance the
employees’ right to privacy and the
intrusion caused by cyber insider threat
programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (REGULATOR)

No

Research Question

Interview Question

What are the existing laws on
Malaysian CYBER
SECURITY relating to the
cyber insider threats
management?

1.

How does Communications and
Multimedia Act of 1998 apply to regulate
cyber insider threat?

How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

How does PDPA apply to regulate cyber
insider threat?

What are the provisions PDPA that are
applicable to cyber insider threat matters?

Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

Do you think the amendment to Sedition
Act 1948 to cover electronic publications
is applicable to cyber insider threat?
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How does Malaysian CYBER
SECURITY laws regulate
cyber insider threats in
Malaysian organisations?

10.

11.

Has there been cases reported in relation
to cyber incidents caused by insiders in
the period your service?

What is the common type of cyber
insider threat that occurs in those cases?

Such cases will be investigated under
which legal provisions?

What are the common provisions relied
by regulators in investigating cases
caused by cyber insider threat?

Do you think the current existing cyber
security provisions are adequate to cater
to the rising of incidents related to cyber
insider threats?

What is the balancing strategy
between employees’ right to
privacy and the intrusion
caused by cyber insider threat

programmes?

12.

13.

14.

15.

16.

Do you think cyber insider threat
program is a good mechanism to prevent
cyber insider incidents?

Do you think the application of cyber
insider threat program is intrusive to
employees?

Do you think employees have a right to
privacy?

Do you think organisations should be
allowed to intrude the employees’ right to
privacy by imposing cyber insider threat
program?

Is there any way to balance the
employees’ right to privacy and the
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intrusion caused by cyber insider threat
programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (NGOs)

No

Research Question

Interview Question

What are the existing laws on
Malaysian CYBER
SECURITY relating to the
cyber insider threats
management?

1.

How does Communications and
Multimedia Act of 1998 apply to regulate
cyber insider threat?

What are the provisions in
Communications and Multimedia Act of
1998 that are applicable to cyber insider
threat matters?

Do you think s. 233 and s. 236 of
Communications and Multimedia Act of
1998 are adequate to govern cyber
insider threat cases?

How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

What are the provisions of Computer
Crimes Act 1997 that are applicable to
cyber insider threat matters?

Do you think s. 3 and s. 4 of Computer
Crimes Act 1997 are adequate to govern
cyber insider threat cases?

How does PDPA apply to regulate cyber
insider threat?

215




10.

What are the provisions PDPA that are
applicable to cyber insider threat matters?

Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

Do you think the amendment to Sedition
Act 1948 to cover electronic publications
is applicable to cyber insider threat?

How does Malaysian CYBER
SECURITY laws regulate
cyber insider threats in
Malaysian organisations?

11.

12.

13.

14.

Has there been cases reported in relation
to cyber incidents caused by insiders?

What is the common type of cyber
insider threat that occurs in those cases?

Do you think the current existing cyber
security provisions are adequate to cater
to the rising of incidents related to cyber
insiders?

What are the examples of necessary
provisions needed to regulate cyber
insider threats in Malaysian
organisations?
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What is the balancing strategy
between employees’ right to
privacy and the intrusion
caused by cyber insider threat

programmes?

15.

16.

17.

18.

19.

Do you think cyber insider threat
program is a good mechanism to prevent
cyber insider incidents?

Do you think the application of cyber
insider threat program is intrusive to
employees?

Do you think employees have a right to
privacy?

Do you think organisations should be
allowed to intrude the employees’ right
to privacy by imposing cyber insider
threat program?

Is there any way to balance the
employees’ right to privacy and the
intrusion caused by cyber insider threat
programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (MALAYSIAN ORGANISATIONS)

No | Research Question Interview Question

1. | What are the existing laws on 1. How does Communications and
Malaysian CYBER Multimedia Act of 1998 apply to regulate
SECURITY relating to the cyber insider threat?
cyber insider threats
management?

2.  How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

3.  How does PDPA apply to regulate cyber
insider threat?

4.  What are the provisions PDPA that are
applicable to cyber insider threat matters?

5. Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

6. Do you think the amendment to Sedition
Act 1948 to cover electronic publications
is applicable to cyber insider threat?

2. | How does Malaysian CYBER | 7. Has there been cases reported in relation
SECURITY laws regulate to cyber incidents caused by insiders?
cyber insider threats in
Malaysian organisations?

8. What is the common type of cyber
insider threat that occurs in those cases?
9. Based on the existing cyber security laws
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10.

in Malaysia, how does your organisation
respond to cyber insider threat incidents?

Do you think the existing cyber security
laws in Malaysia is capable of regulating
cyber insider threats in your
organisation?

What is the balancing strategy
between employees’ right to
privacy and the intrusion
caused by cyber insider threat

programmes?

11.

12.

13.

14.

15.

16.

17.

Are there any cyber insider threat
management program / policies in place?

If there are such cyber insider threat
management program / policies in place,
are they truly incorporated?

Do you think cyber insider threat
program is a good mechanism to prevent
cyber insider incidents?

Do you think the application of cyber
insider threat program is intrusive to
employees?

Do you think employees have a right to
privacy?

Do you think organisations should be
allowed to intrude the employees’ right
to privacy by imposing cyber insider
threat program?

Is there any way to balance the
employees’ right to privacy and the
intrusion caused by cyber insider threat
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programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (BANK OFFICER)

No

Research Question

Interview Question

What are the existing laws
on Malaysian CYBER
SECURITY relating to the
cyber insider threats
management?

1. How does Communications and
Multimedia Act of 1998 apply to regulate
cyber insider threat?

2.  How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

3. How does PDPA apply to regulate cyber
insider threat?

4.  What are the provisions PDPA that are
applicable to cyber insider threat matters?

5. Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

6. Do you think the amendment to Sedition
Act 1948 to cover electronic publications is
applicable to cyber insider threat?
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How does Malaysian 7. Has there been cases reported in relation to
CYBER SECURITY laws cyber incidents caused by insiders in Bank
regulate CYber imsider Negara Malaysia?

threats in Malaysian

organisations?

8. What is the common type of cyber insider
threat that occurs in those cases?

9. Based on the existing cyber security laws in
Malaysia, how does Bank Negara Malaysia
respond to cyber insider threat incidents?

10. Do you think the existing cyber security
laws in Malaysia is capable of regulating
cyber insider threats in Bank Negara
Malaysia?

What is the balancing
11. Are there any cyber insider threat
strategy between C .
management program / policies in place?
employees’ right to privacy
and the intrusion caused by
. 12. If there are such cyber insider threat
cyber insider threat L
management program / policies in place,
programmes? are they truly incorporated?

13. Do you think cyber insider threat program
1s a good mechanism to prevent cyber
insider incidents?

14. Do you think the application of cyber
insider threat program is intrusive to
employees?

15. Do you think employees have a right to

privacy?
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16. Do you think organisations should be
allowed to intrude the employees’ right to
privacy by imposing cyber insider threat
program?

17. Is there any way to balance the employees’
right to privacy and the intrusion caused by
cyber insider threat programmes?
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THE APPLICATION OF MALAYSIAN CYBER SECURITY LAWS IN
REGULATING CYBER INSIDER THREATS IN MALAYSIAN
ORGANISATIONS
INTERVIEW QUESTIONS (ACADEMICIANS)

No

Research Question

Interview Question

What are the existing laws
on Malaysian CYBER
SECURITY relating to the
cyber insider threats
management?

1. How does Communications and
Multimedia Act of 1998 apply to regulate
cyber insider threat?

2.  How does Computer Crimes Act 1997
apply to regulate cyber insider threat?

3. How does PDPA apply to regulate cyber
insider threat?

4. What are the provisions PDPA that are
applicable to cyber insider threat matters?

5. Do you think The Security Principles of
PDPA 2010 are adequate to govern cyber
insider threat cases?

6. Do you think the amendment to Sedition
Act 1948 to cover electronic publications is
applicable to cyber insider threat?
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How does Malaysian 7. Has there been cases reported in relation to
CYBER SECURITY laws cyber incidents caused by insiders?
regulate cyber insider
threats in Malaysian
organisations? 8. What is the common type of cyber insider
threat that occurs in those cases?
9. Based on the existing cyber security laws in
Malaysia, how does your organisation
respond to cyber insider threat incidents?
10. Do you think the existing cyber security
laws in malaysia is capable of regulating
cyber insider threats in your organisation?
What is the balancing
11. Are there any cyber insider threat
strategy between . .
management program / policies in place?
employees’ right to privacy
and the intrusion caused by
o 12. If there are such cyber insider threat
cyber insider threat L
management program / policies in place,
programmes? are they truly incorporated?

13. Do you think cyber insider threat program
1s a good mechanism to prevent cyber
insider incidents?

14. Do you think the application of cyber
insider threat program is intrusive to
employees?

15. Do you think employees have a right to
privacy?

16. Do you think organisations should be
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17.

allowed to intrude the employees’ right to
privacy by imposing cyber insider threat
program?

Is there any way to balance the employees’
right to privacy and the intrusion caused by
cyber insider threat programmes?
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LIST OF INTERVIEWEES

No Respondent Date of Interview Location of Interview

1. | Judge 1 16.12.2023 Restoran Santapan
Balak, Jitra

2. | Judge?2 16.12.2023 Restoran Santapan
Balak, Jitra

3. | Advocate & Solicitor 1 14.10.2023 Coffee Bean & Tea
Leaf, Nu Sentral

4. | Advocate & Solicitor 2 8.12.2023 Bilik Peguam,
Mahkamah Tinggi Shah
Alam

5. | Academician 1 16.12.2023 Restoran Santapan
Balak, Jitra

6. | Academician 2 24.12.2023 Zoom Video

7. | IT Officer 18.10.2023 Zoom Video

8. | HR Officer 18.10.2023 Zoom Video

9. | Legal Counsel 23.12.2023 Zoom Video
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