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Abstrak

Rantaian blok berizin semakin banyak digunakan dalam persekitaran perusahaan
kerana kawalan akses yang teratur dan kebenaran mengikut peranan. Walau
bagaimanapun, protokol Practical Byzantine Fault Tolerance (PBFT) yang banyak
digunakan mengalami ketidakcekapan dalam pemilihan pemimpin secara giliran
(round-robin) dan tidak mempunyai mekanisme bersepadu untuk penilaian prestasi
nod. Kelemahan ini membawa kepada penurunan kadar pemprosesan transaksi
(throughput), peningkatan kependaman (latency), dan kekangan kebolehskalaan,
terutamanya di bawah keadaan kesalahan Byzantine. Kajian ini bertujuan untuk
mengatasi kekangan PBFT dalam pemilihan pemimpin dan penilaian prestasi dengan
mencadangkan protokol Adaptive Reputation-Based Byzantine Fault Tolerance
(ARepBFT). Hipotesisnya ialah dengan mengintegrasikan pemarkahan reputasi
dinamik bersama pemilihan pemimpin berbilang kriteria secara adaptif, proses
konsensus dapat mencapai tahap kecekapan dan kebolehpercayaan yang lebih
tinggi, disamping mengekalkan toleransi kesalahan Byzantine dalam sistem rantaian
blok berizin. Menggunakan Design Research Methodology (DRM), ARepBFT
mengintegrasikan dua modul utama: CRepScore, iaitu sistem berasaskan kredit untuk
penilaian prestasi nod secara berterusan, dan RepTOPS-Lead, yang menggunakan
kaedah membuat keputusan TOPSIS bagi tujuan pemilihan pemimpin. Protokol
ini telah dilaksanakan dalam simulator NS-3 dengan logik konsensus terbenam dan
dinilai berbanding PBFT serta Random Cluster PBFT (RC-PBFT) di bawah bilangan
nod, beban transaksi, dan nisbah kesalahan Byzantine yang berbeza. ARepBFT
menunjukkan kelebihan prestasi yang konsisten berbanding PBFT dan RC-PBFT
dari segi kadar transaksi, kependaman, dan kebolehskalaan. Dalam konfigurasi nod
dan saiz transaksi yang berbeza, ARepBFT mencapai sehingga 24% peningkatan
kadar pemprosesan dan 19% pengurangan kependaman. Mekanisme ini juga telah
meningkatkan prestasi di bawah ujian tekanan nod Byzantine dan mengurangkan
pemilihan ketua yang tidak normal. Hasil kajian ini membuktikan keupayaan
ARepBFT mengekalkan toleransi kesalahan Byzantine dalam persekitaran rantaian
blok yang dinamik. Kajian ini memajukan PBFT dengan memperkenalkan protokol
konsensus yang adaptif serta peka terhadap prestasi, menyumbang secara teori
kepada bidang toleransi kesalahan Byzantine dan secara praktikal kepada pelaksanaan
rantaian blok perusahaan. Hasil kajian ini mempunyai implikasi untuk sektor
yang memerlukan sistem teragih yang selamat, boleh diskala, dan boleh dipercayai,
sekali gus menyokong penerimaan masyarakat yang lebih meluas terhadap teknologi
terdesentralisasi yang diyakini.

Kata kunci: Lejar teragih, Kaedah pusingan-robin, Operasi ubah-pandangan, Nod
tidak normal, Toleransi kesalahan.

i



Abstract

Permissioned blockchains are increasingly adopted in enterprise environments due
to their controlled access and role-specific permissions. However, the widely used
Practical Byzantine Fault Tolerance (PBFT) protocol suffers from inefficiencies in
round-robin leader selection and lacks integrated mechanisms for node performance
evaluation. These weaknesses lead to reduced throughput, higher latency, and
scalability constraints, particularly under Byzantine fault conditions. This study
aims to overcome PBFT’s leader selection and performance assessment limitations
by proposing an Adaptive Reputation-Based Byzantine Fault Tolerance (ARepBFT)
protocol. The hypothesis is that by integrating dynamic reputation scoring with
adaptive multi-criteria leader selection, the consensus process can achieve higher
efficiency and reliability, while maintaining Byzantine fault tolerance in permissioned
blockchain systems. Using Design Research Methodology (DRM), ARepBFT
integrates two key modules: CRepScore, a credit-based system for continuous
node performance evaluation, and RepTOPS-Lead, which applies the TOPSIS
decision-making method for leader selection. The protocol was implemented in the
NS-3 simulator with embedded consensus logic and evaluated against PBFT and
Random Cluster PBFT (RC-PBFT) under varied node counts, transaction loads, and
Byzantine fault ratios. ARepBFT demonstrated consistent performance advantages
over PBFT and RC-PBFT in throughput, latency, and scalability. Under varying
node and transaction configurations, ARepBFT achieved up to 24% higher throughput
and 19% lower latency. This mechanism has also improved performance under
Byzantine node stress tests and reduced the selection of abnormal leaders. These
results affirm ARepBFT’s adaptive strength in maintaining Byzantine fault tolerance
in dynamic blockchain environments. The research advances PBFT by introducing
an adaptive, performance-aware consensus protocol, contributing theoretically to the
field of Byzantine fault tolerance and practically to enterprise blockchain deployment.
The results have implications for sectors requiring secure, scalable, and reliable
distributed systems, supporting broader societal adoption of trustworthy decentralized
technologies.

Keywords: Distributed ledger, Round-robin method, View-change operation,
Abnormal node, Fault tolerance.
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CHAPTER ONE
INTRODUCTION

Within the context of the Fourth Industrial Revolution (Industry 4.0), blockchain
represents an innovative technology currently being considered for integration into a
digital industrial system. The permissioned blockchain was developed as an alternative
to the public blockchain, specifically designed to meet the demand for deployment in
industry-specific business networks with private transactions that require transaction
throughput and low latency [ 1]]. Most consensus protocols in permissioned blockchain
systems are grounded in Byzantine Fault Tolerance (BFT), originating from solutions
to the Byzantine Generals Problem (BGP) [2], [3]]. Practical Byzantine Fault Tolerance
(PBFT) is among the prevalent BFT-based consensus mechanisms. Although PBFT
is theoretically intended to handle Byzantine faults, it is challenged by its high
communication complexity and inherent inefficiencies. These result in network
scalability problems, characterized by increased latency and reduced throughput
as the network size increases, hindering its effectiveness in larger networks. In
addition, PBFT was confronted with the lack of consensus node evaluation and the
ineffectiveness of round-robin leader replacement during view-change operations.
The main research objective of this study is to develop a consensus mechanism that
includes the ability to evaluate consensus nodes and improve the selection of the leader

node during view-change case in a permissioned-blockchain environment.

This chapter describes this study within its context, where the general background of
the research is briefly described. This chapter begins with a preliminary overview of
blockchain technology, research background, and the research challenges in Section
1.1. Section 1.2 explores several factors that motivate the need for studying the
design and concept behind the blockchain consensus mechanism, specifically for the

reputation evaluation of the nodes and the selection of the leader node. The problem

1
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APPENDIX A
THE TOPSIS STEPS FOR LEADER SELECTION IN

REPTOPS-LEAD

This appendix documents the Technique for Order Preference by Similarity to Ideal
Solution (TOPSIS) method used in the RepTOPS-Lead scheme to objectively rank
consensus nodes and select the optimal leader node based on multiple performance
criteria. It provides a step-by-step mathematical framework for leader selection
to be replaced in view-change operation. By formalizing the decision process, it
supports the study’s claims about node reliability and scalability while enabling future

adaptations of the weighting criteria.

Step 1: The formation of a decision matrix

The process is initiated by forming the decision matrix using Equation [A.T] This
involved a co-ordinated mapping of alternatives (consensus nodes) with the selected
criteria of this study, indicating how each criterion is satisfied by each alternative
(nodes). Given a set of alternatives A = {A; | i = 1,2,...,m} and a set of criteria
C={Cj|j=1,2,...,n}, where X = {x;j | i=1,2,...,m;j=1,2,...,n} represents
the decision matrix and x;; is the value of ith alternative with respect to jth indicator.
Each element in the decision matrix, such as A;C;, represents the intersection between

the alternative and the selected criteria. Throughout all the equations presented in this

section, i =1,2,...,mand j=1,2,...,n.
XA C; X120 X130t XA
X21 X22 X223 v X2n
Xij = (Al)
XmC;  Xm2 Xm3 - XA,GC,




Step 2: The normalization of the decision matrix

Then it constructs a normalized decision matrix for the nodes using Equation[A.2]

rij=—— (A.2)

Step 3: The computation of the weighted normalized matrix

In this step, a set of weights of the selected criteria is applied to compute the
weighted normalized decision matrix. The weight calculation is performed using the
Entropy method as in Equation [A.3| to accurately determine the relative importance
of the selected criteria. The weights obtained through the Entropy method were then
utilized as input in the TOPSIS framework by RepTOPS-Lead to select the optimal

alternatives.

H; = pijlog, pij (A.3)

Subsequently, a weighted normalized decision matrix is computed using Equation[A.4]
based on the weights assigned and the values of the normalized decision matrix. v;;
represent the weighted normalized value for ith node and jth criterion, while w; is the
weight for jth criterion.

Vij = Wj XTij (A.4)

Step 4: The determination of the positive and negative ideal solutions

The algorithm then determines both the Positive Ideal Solution (PIS) and the Negative
Ideal Solution (NIS) from this normalized decision matrix using Equation and
Equation respectively. These equations demonstrate that A* is given from
aggregating the best possible values for each criterion (PIS), and A~ instead comes

from the worst possible values for each criterion (NIS) of the normalized matrix.
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AT = {max (v;;)| j€J} (A.5)

A~ = {min(v;;)| j€J} (A.6)

Step 5: The calculation of the separation measures

Subsequently, the algorithm calculates the separation measures and relative closeness
to the ideal solution. For the separation measures, the distance of each node in
the system from the PIS (Equation and the NIS (Equation is calculated,

evaluating how closely they align with the intended outcomes (current leader).

(A.7)

(A.8)

Step 6: Determining of the relative closeness to the ideal solution
Using these distances, the relative closeness (C) of the ith node is calculated using
Equation[A.9|for the TOPSIS score (closeness coefficient). Ultimately, the alternatives
can be ranked based on the closeness coefficients, with the best alternative being the
one that receives the highest score. This score provides perspective on their relative
positions within the network.

S

Cf=—1— (A9)
LSt

Step 7: Ranking the alternative nodes based on TOPSIS Score

In the last step of the TOPSIS method, the alternative nodes are ranked according
to their closeness coefficients, ranging from the best with the highest C; value to the
worst alternative, with the lowest C; value. The top alternative in the list, characterized

by the highest (C7) value, is deemed the solution [211]], [170].
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APPENDIX B
CALCULATION OF DECISION CRITERIA WEIGHTS USING

THE ENTROPY METHOD IN REPTOPS-LEAD

This appendix provides a tutorial on calculating objective weights for multi-criteria
decision-making using the entropy method in the RepTOPS-Lead scheme. It
demonstrates how to systematically evaluate network nodes based on three key
criteria: Cumulative score (unique values for each node), Current Leader status
(binary: leader vs. non-leader), and node status (categorical: reliable, normal, invalid).
The entropy method is particularly valuable because it eliminates subjective bias in
weight assignment by mathematically determining the importance of each criterion
based on the diversity of data within that criterion. Criteria with more scattered
or diverse data receive lower weights, while criteria with less diversity but high

discriminative power receive higher weights.

In this specific example, the ’current leader’ criterion receives the highest normalized
weight (0.884) because it has the most uneven distribution with only one leader among
50 nodes, which makes it highly effective in distinguishing between alternatives.
The document walks through the complete mathematical process, from calculating
individual probabilities for each class of criterion, computing the entropy values,
deriving raw weights as reciprocals of entropy, and finally normalizing these weights
to sum to one. This methodology is commonly applied in network analysis, system
reliability assessment, and distributed system evaluation, where objective data-driven
weight assignments are preferred over subjective expert judgments. The following is
a step-by-step method for applying entropy-based weighting in multi-criteria decision
analysis, specifically for leader node selection in RepTOPS-Lead. The calculation is

based on the example data for 50 nodes.
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Step 1: Calculate the probability of each parameter.

i. Cumulative Score

Since each score has a unique number, the probability will become:

1
Total number of Node

Probability Cumulative Score =

1
Probability Cumulative Score = 0 ~0.02

ii. Current Leader

Number of Leader
Total number of Node

Probability Leader =

1
Probability Leader = 50 ~0.02

Total Number of Not Leader
Total number of Node

Probability Not Leader =

49
Probability Not Leader = 0 ~ 0.98

iii. Node Status

Total Number of Reliable Node
Total number of Node

Probability Reliable =

Probability Reliable = % ~0.18

Total Number of Normal Node
Total number of Node

Probability Normal =

31
Probability Normal = 0 ~0.62

Total Number of Invalid Node
Total number of Node

Probability Invalid =

10
Probability Invalid = 0 ~0.20

Step 2: Entropy calculation for each class in each parameter.

Hj = pijlog, pij (B.1)
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Heumutative = (0.02 x 10g,0.02) = —0.112877124
Hicager = (0.02 x log, 0.02) = —0.112877124
Hyot Leader = (0.98 x log, 0.98) = —0.028563419
Hgetiable = (0.18 x log, 0.18) = —0.445307614
Hyormal = (0.62 x log, 0.62) = —0.427589125

Hinyatia = (0.20 x log, 0.20) = —0.464385619

Step 3: Calculation of Entropy for each parameter

Hp=—

.
pijlog, pij (B.2)

j=1

Where c is the number of classes in parameter, P(x) = p;;, and P = parameter.

Hrotal cumulative = —(50 X (—0.112877124)> = 5.64385619
Hrotal leader = — ((—0.112877124) + (—0.028563419)) = 0.141440543

Hiode Status = — ((—0.445307614) + (—0.427589125) + (—0.464385619)) = 1.337282358

Step 4: Calculate the weight for each parameter. Reciprocal of the entropy.

1 1
Weight - - —0.17718382
c12 Total Cumulative HTotal Cumulative 5.64385619
1 1
Weight - — — 7.070108627
1M ol Leader = 77— 7 () 141440543
1 1
Weightyode st = — 0.747785233

Hrode Stars 1.337282358

Step 5: Normalized the weight.

Weightro, cumulative
Total weight

B 0.17718382
~ 0.17718382+7.070108627 4 0.747785233

Normalized WeightTotal Cumulative —

=0.022161613
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WeightTotal Leader
Total weight

B 7.070108627
~0.17718382 4 7.070108627 + 0.747785233

Normalized Weightr, a1 1 cader =

= 0.884307684

WeightNode Status
Total weight

B 0.747785233
~0.17718382+7.070108627 +0.747785233

Normalized Weighty,ge status =

=0.093530703

The sum of the weights assigned to all criteria must equal 1.
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