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ABSTRAK

Informasi dan Teknologi Komunikasi adalah salah satu daripada alat yang berkuasa di
dalam menambahbaikkan perkhidmatan yang diberikan oleh kerajaan, meningkatkan
peluang-peluang ICT dan berpeluang bersaing di dalam pasaran global. Namun
segalanya hendaklah bermula daripada perancangan yang sempurna demi mendapat satu
teknologi yang boleh digunapakai untuk membantu di dalam menjalankan dan
memudahkan urusan kerja seharian. Dengan menggunakan Metodologi ISP yang telah
diterbitkan sebagai panduan bagi kerajaan negeri membangunkan ISP sendiri, projek ini
secara umumnya adalah untuk membangunkan Pelan Perancangan Strategik (ISP) bagi
Kerajaan Negeri Perlis. Dengan berpandukan metodologi ini, kajian telah berusaha
mengenalpasti keadaan persekitaran ICT semasa dan mencadangkan persekitaran ICT
yang baru bagi meningkatkan penggunaan teknologi ICT dalam menjalankan tugasan di
dalam pentadbiran Kerajaan Negeri. Adalah dengan penuh harapan agar cadangan Pelan
Strategik Teknologi Maklumat ini dapat memberi sumbangan yang berharga kepada
Kerajaan Negeri Perlis di dalam pembangunan dan pelaksanaan ICT.

II



ABSTRACT

Information and Communication Technology (ICT) is an increasingly powerful tool for
improving the delivery of government services, enhancing ICT development
opportunities and participating in global markets. Proper planning must be done in order
to get a technology plan that can be used to help identify and prioritise the applications
that are needed for the state. Using the methodology that was published by MAMPU as a
guidance for the state government to develop their own Information and Communication
(ISP) Strategic Planning, this thesis is to develop an ISP for the Perlis State Government.
With the help of this methodology the study focus on identifying the current ICT
environment and to propose the new ICT environment to enhancing the usage of ICT
technology in order to perform their task in the Perlis State Government Administration.
Hopefully this ISP can give a valuable information and as a guidance in ICT development

and implementation for the Perlis State Government.
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CHAPTER 1
INTRODUCTION

Information Communication and Technology (ICT) is an increasingly powerful tool
for improving the delivery of government services, enhancing ICT development
opportunities, and participating in global markets MAMPU, (2003). This we could
see from the government effort in enhancing the development of ICT in all
government agencies in Malaysia. Lots of new technologies such as new hardware,
software such as open source software which is more cost effective has been

introduce to the market as an alternative for the government agencies.

According to Luftman et al. (2000), the word strategy is derived from Greek, where
it means “the art of the general”, and today, the term strategy has been adopted by
and used frequently in the business world. Business strategy is defined as business
decisions taken at particular points in time by different people in response to sets of
perceived environmental factors. Strategy is basically about making choices based
on the following criteria:

i) The selection of business goals;

ii) The choice of products and services to offer;

iii)  The design and configuration of policies that determines how the firm

positions itself to compete in its markets;
iv) The appropriate level of scope and diversity; and
V) The design of organisational structure, administrative systems, and

policies used to define and coordinate work.

Perlis State Government is headed by the Perlis State Secretary and assisted by two
deputies in administration and development. There are sixteen (16) departments and
six (6) semi-government agencies that operate under the State Secretary Office,



which itself contains two (2) departments. These two departments are led by a
Deputy State Secretary of Administration, who is responsible for the management
of eleven (11) units, and a State Secretary of Development, who has three (3) units
under that have to be managed. The management and administration of Perlis State

Government are monitored by the Minister of Perlis State.

The ICT unit functions directly under the Deputy State Secretary of Administration,
and this unit was officially formed in November 1997. It has already been nine (9)
years since its establishment and there have been a lot of development in ICT that
has been made, such as in the networking, hardware, and software that are used by
the state staff. This unit is called the Department of Information Technology and
only contains five (5) ICT staff, where they report directly to the Deputy State
Secretary of Administration. They are responsible in the planning and

implementation of ICT for the whole of the Perlis State Government.

Therefore, the Information and Communication Technology Strategic Planning for
Perlis State Government is sorely needed. The document will be used by the Perlis
State as guidance to perform strategic planning and also carry out a standardized
implementation to control the development of ICT in the state. This strategic
planning is set for five years since it takes into consideration the Ninth Malaysia

Plan (Rancangan Malaysia ke-9 — RMK 9).

1.1 Problem Statement

Even though there have been plenty of enhancements in ICT development that has
been made, there is still no standard ISP documentation regarding the procedures or
standards that should be followed by the Perlis State Government in standardising
their ICT development.

The lack of standard documents to be followed has made the smoothness of ICT
enhancement a little bit slowed and not standardized. The development or



implementation of an ICT project is currently based on how important it is to the

state government, without consideration for the long term.

There has not been any ICT Strategic Planning (ISP) developed for the Perlis State
Government currently. This could possibly be why the ICT development is slow
and not properly planned in the Perlis State Government. Development of this ISP
is important for the Perlis State Government since the aim of having the ISP is to
provide insight and to give guidance about the current status of ICT and the future
planning of ICT developments for the state. Funds given from federal government

would depend on the number of projects that the state can identify.

1.2 The Research Questions of the Study

There are two (2) research questions listed to identify the aim of this research:-

e What are the current ICT environments in the Perlis State Government?
e How will the ISP document help the state in enhancing their ICT

development?

1.3 The Objective of the Study

The research is undertaken with the following objectives:

e To identify current ICT environment and future ICT requirement in the
Perlis State Government

e To prepare an ISP document for the Perlis State Government.



1.4 The Significance of the Study

The ICT Strategic Planning (ISP) documentation would assist the Perlis State
Government to plan for the ICT development and identify projects needed for the
state.

1.5 The Scope of the Study

This research will focus on identifying the current ICT environment and future ICT

requirement for the Perlis State Government and produce an ISP document.



CHAPTER 2
LITERATURE REVIEW

2.0 Introduction

This section will discuss some related papers and literature pertinent to this study.
The discussion will be mainly based on the planning aspect, which would involve
the hardware and peripherals, networks, systems and applications, security, as well

as the human factors.

The development of this ISP will be based on the Malaysian Administrative
Modemisation and Management Planning Unit (MAMPU) guidance for the overall
ICT planning based on the documents that they provide, such as the Standards,
Policies and Guidelines — ICT Strategic Plan Guideline (2003) and ISP Framework
Version 1.0 (2003). This guide was developed by MAMPU for implementing the
methodology for strategic ICT planning which includes ICT environment
assessment and planning systems evaluation and selection, and also programmed
and project management. Its integration with ICT has been tailored accordingly to
suite the Public Sector needs, MAMPU (2003).

2.1 Defining Strategy

MAMPU (2003) has defined strategy as the pattern of missions, objectives, policies
and significant resources utilization plans stated in such a way so as to define what
business the agency is in and the kind of agency it is or is to be, and therefore

strategy and business visions are closely linked.



MAMPU (2003) has stated that there are six (6) elements that drive the
development of the ISP Plan:
1. Business alignment
e Establishing a communication path, shared understanding of
technology and business domain and integrating to some extent
the business and ICT planning process.

o Clearly assessing the ICT impact of the business imperative.

2. Vision
o Establishing the broad tenets and ‘product’ set for ICT delivery
today and several years ahead.

3. Allocation and Value
¢ Understanding the value of current spending and ICT resource
allocation.

e Adjusting the spending according to business priorities.

4. Enabling
o Identifying areas to apply emerging technologies and trends that
have the potential for competitive differentiation or operational
benefit.

5. Governing and Capabilities
o Instituting the proper sourcing and responsibilities of ICT
delivered products to manage across organisational or ICT
boundaries
¢ Identifying the competencies necessary for delivery.



6. Action and Measurement
e Creating the valuation model and prioritized initiative portfolio

to drive downstream effort and execution

e Providing a systematic means of determining the most
appropriate strategic investment and to ensure that the
government agency is prepared to develop and implement them

in the most effective and efficient way.

McNurlin and Sprague (2000) defined strategy as  Stating the direction you want
to go and how you intend to get there”. They believe executives nowadays think in
term of ‘strategy-making’ rather than planning. Where the result of ‘strategy-
making’ is a plan. They also defines strategic as “having a significant, long-term
impact on the growth rate, industry and revenue” of an organisations. This is where
the strategic system planning deals with planning for the used of information

system and technologies for strategic purpose.

According to Lufman et. al (2000) IT Strategy is a set of decisions made by IT and
functional senior management that either enable or drive the business strategy. It
leads to the deployment of technology infrastructure and human competencies that
will assist the organisation in becoming more competitive. IT strategy must be
concerned not just about technology choices but also about the relationship of
technology choices to business strategy choices. The selection of appropriate
technologies can in many situations, have substantial influence on or even drive the

transformation of the business strategy.

Ward and Peppard (2002) defined strategy as an integrated set of actions aimed at

increasing the long term well being and strength of the enterprise.

Eventhough the major goal of IT and system strategic planning is a detailed
alignment of IT with business strategy, this detailed alignment includes not only



consideration of process rationalities to achieve efficiently and -effectiveness.
Important political and legal rationalities also impose particular demand on process.
These other rationalities must be address before departures from the well known
hierarchical response to problems can be perceived as legitimate. If these
rationalities are not honoured, civil servants, various stakeholders groups and

political appointees will veto or slow innovation (Ramnath and Landsbergen, 2005).

2.2 Defining Planning

McNurlin and Sprague (2000) defined planning as “Developing a view of the future
that guides decisions making today”. They come out with this definition by arguing
the about the business environment today that is so turbulent, making the future
unpredictable. According to them there are three types of planning. Figure 2.2

summarizes this three planning types:

Figure 2.2 : Three Types of Planning

Horizon Focus Issues Primary Responsibility
3-5 years Strategic Vision  architecture, e Senior Management
business goals e CIO
1-2 years Tactical Resources allocation, ¢ Middle Managers,
project selection e IS line partners
e Steering committee
6 months — | Operational | Project management e IS professionals
1 year Meeting time e Line managers
Budget targets e Partners

McNurlin and Sprague (2000) also stated 6 fundamental reasons why planning is so

difficult to do. Here are the reasons:

i) Business Goals and Systems Plans Need to align
Strategic system plans need to align with business goals and support
those objectives. Unfortunately, if top management believes the




firm’s strategic business goals are extremely sensitive and the CIO is
not a member of the top management team, the IS department can be
left out of the inner circle that develops these plans. Fortunately,
more and more CIOs are being made part of senior management. In
addition, a strong trend is moving systems planning into a
responsibility shared among the CIO, CTO and other members of
senior management. With the emergence of e-commerce, CEOs are

realizing they need to be directly involved in systems planning.

ii) Technologies Are Rapidly Changing

How can you plan when technologies are changing so rapidly? One
answer is continuous planning. Gone are the days of an annual
planning cycle that is done in the last few months of the year and
then put aside until the following year. Rather, the planning process
first needs to form a best-available vision of the future on which to
base current decisions. Then the technology is monitored to see
whether that future vision needs alteration. When it does,
adjustments in current decisions are made. Some organisations have
an “advanced technology group” charged with the responsibility for

watching and evaluating new technologies.

iii)  Companies Need Portfolios Rather Than Projects

Another planning issue is the shift in emphasis from projects
selection to portfolio development. This move requires a more
sophisticated form of planning because projects must be evaluated
on more than their individual merits. How they fit into other projects
and how they balance the portfolio of projects become more

important measures.



iv)  Infrastructure Development Is Difficult to Fund

Everyone knows intuitively that the development of infrastructure is
crucial. It is extremely difficult however, to get funding just to
develop or improve infrastructure. Often it must be done under the
auspices of a large application development project. The challenge
then is to develop improved applications over time so that the
infrastructure improves over time. Most recently, companies have
had to undertake a rapid succession of infrastructure investments.
First, converting from a mainframe to a client-server architecture
that divvies up cleans and synchronizes data and finally shifting to
Internet telecom protocols for communications. Boards of directors
have finally realized they have to “bite the bullet” and fund this huge
multiyear projects, just to remain competitive. Making these large

stakes bets increases the difficulty of the systems planning process.

V) Responsibility Needs To Be Joint

It is often easier to do something yourself than together a coalition to
do it. But system planning initiated by and driven by the CIO has not
proven as effective as systems planning done by a full partnership
among the CXOs (CEO, CFO, CIO, COO) and other top executives.
System planning has become business planning. It is no longer just a

technology issue.

vi) Other Planning Issues.

Several other characteristics of planning in general make strategic
system planning difficult. Because a tension is always present
between top-down and bottom-up approaches, the planning must
strike a balance between radical change and continuous
improvement. Most organisations have developed a planning

“culture” with which system must be compatible. Taken together,

10



this sampling of issues clearly illustrates why systems planning is
difficult but crucial task.

Maddison and Darton (1996) defined planning as discussing various alternative of
what might happen in the future and choosing between these, making decisions and
communicating their consequences. This may include rules, procedures, laws,

constraints and justifications about plans.

They also define Business Strategic Planning as develops and document a clear
understanding of the nature of the organisation — why it exists, its core objectives
and top management’s long term strategic plans. This process should be going on
continually among top management. Its provided a continual top-level framework

for ISs, organisational units and other systems.

According to Ward and Peppard (2002) any IT/IS strategy process must be capable
of rapid and partial reuse to interpret changes in any of the inputs and adapt the
strategy appropriately. This implies a framework for quick and accurate
interpretation, in IS application terms, of changes in the environment. The
framework is a logical step in the strategy process whereby techniques can be
adopted and applied in a coherent yet focused way.

As describe by Edwin E. Tozer, (1996) there are five major activities involved in
IS/IT Strategic Planning Cycle. The activities are:
i) Establish context and scope
ii) Determine business and information & support needs
iii) Establish overall IS/IT strategy and derive
recommended solutions
iv) Prepare and deliver the implementation plan

v) Continuing review and maintenance

11



The details flow of activities and information involved can be seen in Figure 2
below:

[Existing strategic & . .
\EAT Regular ‘event driven’ review
plan

Estblishovenll AT

stralegy &
Stategy derived

recormrended
sohtion

§ MANAGEMENT, MONIT ORING AND CONTROL FROCE S5

The ISTT sizaiegic plarming cycle - EdwinE. T canr 1996

Figure 2: The IS/IT Strategic Planning Cycle

2.3 Humans Factors in Implementing ICT Projects

There are lots of arguments in dealing with human factors in introducing and
implementing ICT either in government organisation or private sectors. New

technology sometimes is not accepted by certain people because of many reasons.

CIOs and IT managers are the most important person responsible in planning and
making decision about ICT in their companies. They also believe that top-down
way in planning and making decisions in ICT is a better way in the success of the
ICT projects (Lufman et. al, 2000).

12



According to Kim and Cho (2000), it is necessary to either update an existing
network management system and the associated equipment using a standard
network management protocol or develop an integrated network management
system. Technologies and organisations evolve together and mature through time.
This statement is support by Renken (2004) where he argued that growing towards
process are improving cumulatively. He believes that the organisation must strive to
accomplish Information System and Information Communication Technology
(IS/ICT) management objectives in the most effective way, in the shortest possible

time, and at the lowest possible cost.

Human factors are quite a big problem in implementing the ICT in any organisation
even from the top level of management and the users of the technology. The most
important individuals are the IT managers and the Chief Information Officer (CIO),
who do all the planning and decision making for the organisation. Luftman et al.
(2000) had argued that IT managers should have business skills other than
technology so they can know their job well. They also wrote a few business skills
that are needed for the IT managers:

i) Financial

ii) Human Resources

iii)  Relationship Management

iv) Legal

V) Governance

vi) Marketing

vii) Negotiating

viii) Leadership

There are always objections to new technologies that have been introduced either in
phases or one time introduced. But according to Hubona and Blanton (1996),
beliefs imply a degree of instrumentally tied to an action whereas attitudes are
purely affective. Beliefs are related to an individual’s subjective assessment

(benefits or risks) that performing some behavior (such as beliefs about the

13



advantages and disadvantages of using a new technological improvement) will
result in a specific consequence (acceptance or rejection), whereas attitudes relate to
an individual’s positive or negative affective feelings about performing that
behavior.

According to Motjolopane and Brown (2004), from their research there is a chain of
command involved in the managerial structure and strategy in an organisation
where the formulation of organisation-wide strategic ICT plan in consultation, is
made by the Chief Information Officer (CIO) with the various ICT committees,
containing representatives from both administration and academia.

2.4 ICT Security

The usage and implementation of ICT is also believed to invite a lot of ICT security
threats. In order to reduce and avoid the risk in security breach, MAMPU (2005)
has taken steps in producing some security documents for all government agencies

to use. The documents are:

i The Malaysian Public Sector Information Security Risk Assessment
Methodology (MyRAM)

ii. The Malaysian Public Sector Information Security High-level Risk
Assessment (HiLRA) Guide

iii. MyRAM handbook

Information security is defined as the protection of information from a wide range
of threats in order to ensure business continuity, minimise business damage, and

maximise financial investments and business opportunities (MAMPU, 2005).

In conclusion we could see there the development of ICT is involving every stage
of workers from up until bottom. The importance of it that it has to begin from the
top to bottom otherwise there will be a lot of difficulties in convincing the upper

management because of the time and cost involved in implementing any ICT

14



project. Eventhough there will always be rejection in the beginning but ICT
managers with proper knowledge; plan and implementation the ICT project can be
succeeded. The information and data will be more secure in planning and
implementing good security procedures suitable with the organisations ICT

implementing structures.

The Risk Maturity Model is adopt from The Malaysian Public Sector Information
Security Risk Assessment Methodology (MyRAM) that is published by MAMPU
for the usage of government agencies in controlling their security in ICT in their
agencies. Another document involved is The Malaysian Public Sector Information
Security High-Level Risk Assessment (HILRA) Guide also produced by MAMPU.

The general frame work can be seen in Figure 3 below:

| Idertification of guidance, refemrres & stardards |
]I

|Déiziﬁ:.;@jecﬁm] HILRA

| HighLevel RA i= Implenent S afeguand based
ﬂ OnMynus

Praoceed todo )

Detail RA?

Requirerverds:

Objectives

Landance

Risk Idertification Contrmacus Review of

// Performance and Risk

The Risk Maturity Model

»

| Risk armlysis & compatation |
i l

|E¢b-l.evelRmumdaﬁas]

1
|Risklﬁﬁgaﬁmph:s !

Inplamentation
i

Figure 3: The Risk Maturity Model
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CHAPTER 3
RESEARCH METHODOLOGY

The methodology that will be used in this research is adapted from the methodology
that MAMPU developed for the guide of the government agencies (MAMPU,
2003). The methodology is described in Figure 3.1: ISP Methodology as shown

below:

Figure 3.1: ISP Methodology

Analyre Basiness Breirommaend (WHY'?)

[ Ay Rueiag of Sanezrt sdurtife Arcas ol
Agury P bosirese potertial S urtegic
Oyvapvisyy sreipreyert Arvartyss

v

[ BT (A |

Analyze ICT Erviroamed (WHAT)?,
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Sket4smm
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Develop Fplamadadion Plan, (WHEN)?

3.0 Imtroduction

As can be observed in Figure 1, there are four phases involved in the methodology.
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Each phase contains steps and details of activities to be followed. The phases are:
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i) Analyse Business Environment (WHY?)
ii) Analyse ICT Environment (WHAT?)

iii)  Develop ICT Strategy (HOW?)

iv)  Develop Implementation Plan (WHEN?)

3.1 Analyse Business Environment (WHY?)

At the first phase in analyzing business environment, the background of the agency
and its business strategy is analyzed. The main focus would be on the agency’s
main functions, business issues, opportunities and outcomes. The primary
objectives at this stage are:
i) To clarify and document the agency’s corporate and individual
business objectives, strategy and capabilities;
if) To build and refine a strategic framework which documents and
links agency objectives, business strategies and strategic initiatives;
and
iii) To understand the current market relevant to the agency’s nature of

business.

At this phase an interview and site observation has been done in order to collect
information regarding the current business environment. Official documents such as
meeting minutes and filed documents and official Perlis website are referred also to

completed the information needed.

3.2 Analyse ICT Environment (WHAT?)

The second phase is analysing the ICT Environment, and information about the
current ICT environment needs to be gathered and assessed. The objectives in this
phase are:
i) To identify the agency’s current ICT readiness and potential in
supporting the government through ICT initiatives;
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ii) To identify the current progress of these initiatives and examine their
relative strengths and importance; and
ili)  To perform ICT assessment to measure ICT usage and effectiveness

of agency.

At this phase a two day workshop has been done from 22-23 of August 2006 to
collect the needed information. Participants are asked to answer a simple
questionnaire regarding their department information of ICT. From the 16
departments and 12 units that were called to attend the workshop only 13 are
available. In order to get full data, site observation has been done. At this phase the

current ICT Environment has been identified.
3.3 Develop ICT Strategy (HOW?)

In phase three, which is the development of an ICT strategy, its new application and
the functionality processing requirements that will have a strategic impact on the
current ICT environment are identified and a set of prioritised application for the
target environment are defined. The objectives of this phase are:
i) To identify the ICT opportunities to better support the business
strategy; and »
ii) To design the target ICT environment, covering prioritised target
application, technology architecture, and ICT governance.

At this phase, a discussion has been done with the ICT units in order to get the full
idea of their target ICT environment. The outcome of the discussion is more on ICT
centrallisation in hardware, system and application and network and also a

discussion of information sharing within the Perlis State Government.
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3.4 Develop Implementation Plan (WHEN?)

In the last phase, which is to develop the implementation plan, the major projects
that are required to implement and execute the strategy are selected, scheduled, and
the cost and technology resources required are also defined. The objectives of this
phase are:
i) To develop a roadmap that highlights the major projects required to
implement the recommended strategy; and
ii) To estimate the investment required to implement the recommended

ICT environment.

At this last phase the implementation plan is based on the BPTM and PSSO’S need
and in the based of The Ninth Malaysian Plan (RMK-9). The cost estimation is
based on the latest quotation given by vendors and the target budget for each
projects.
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CHAPTER FOUR
FACTS AND FINDINGS

4.0 Introduction Of The Organisation

The state of Perlis is located in the north of West Malaysia, which is bordered by
Thailand and the state of Kedah. It is only 795 kmp? and in the Monsun Tropica
climate zone with “WINTER WIND” from Teluk Siam. Its temperature is 21-32°C
and its rainy season is from May to December and Hot Dry Season from January to
April. The population of Perlis consists of 198,335 residents with a development
rate is 0.84% (1991-2000).

This Information and Communication Strategic Planning (ISP) is done for the usage
of Perlis State Government, which involves 12 units and 16 departments. The head
of Perlis State Government Office is the State Secretary and he is cided by his two
deputies. They are the Deputy State Secretary of Administration and Deputy State
Secretary of Development. The final say of a state administration decision is by the

Minister of Perlis in a formal meeting with all heads of department and state excos.
4.1 The Business Environment

The Perlis State Secretary Office is a major organisation responsible for the
planning, managing, implementing, monitoring and evaluating the overall
implementation of economic, social and physical development for the state and
country. As a government agency, Perlis State Secretary is a non-profit organisation

but gives services to others. The services are not just for the citizens of Perlis but
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also others from outside that needed the services from the Perlis State Government,

such as matters pertaining to land, ICT or consultancy in laws and many others.

4.1.1 Agency Overview

There are 12 units directly under the Perlis State Government that are involved in

this study. The organisation chart can be found in Appendix A. The units are:

1.

A S A G

Pentadbiran YAB Menteri Besar Perlis (MB)
Pentadbiran Dewan Undangan Negeri (DUN)
Unit Pentadbiran dan Kewangan (P&K)
Bahagian Pengurusan Manusia (BPM)

Unit Audit Dalam (AD)

Unit Perancang Ekonomi Negeri Perlis (UPEN)
Unit Perumahan dan Kerajaan Tempatan (UPKT)
Unit Pentadbiran Daerah (UPD)

Unit Protokol (P)

10. Unit Majlis Sukan Negeri (MSN)
11. Bahagian Pengurusan Teknologi Maklumat (BPTM)
12. Unit Muzium Negeri (MN)

There are also 16 departments that serve under the Perlis State Government that are

involved in this study:

A S R A G o A

Pejabat Setiausaha Kerajaan Negeri Perlis
Pejabat Penasihat Undang-Undang Negeri Perlis
Pejabat Kewangan Negeri Perlis

Jabatan Kerja Raya Negeri Perlis

Jabatan Tanah Dan Galian Negeri Perlis

Jabatan Pertanian Negeri Perlis

Jabatan Mufti Negeri Perlis

Mahkamah Syariah Negeri Perlis

Pejabat Pembangunan Negeri
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10. Jabatan Pengairan Dan Saliran Negeri Perlis

11. Jabatan Perkhidmatan Haiwan Negeri Perlis

12. Jabatan Kebajikan Masyarakat Perlis

13. Jabatan Hal Ehwal Agama Islam Dan Adat Istiadat Melayu Perlis
14. Jabatan Perhutanan Negeri Perlis

15. Jabatan Perancangan Bandar dan Desa Negeri Perlis
16. Pejabat DYMM Tuanku Raja Perlis.

4.1.2 Current Business Environment

The mission and vision of the Perlis State Government is being responsible for

planning, managing, implementing, monitoring and evaluating the overall

implementation of the economic, social and physical development.

There are lots of functions and objectives of this state but the major objectives of

the Perlis State Government are:

1.

To provide skilful Secretariat Services to Majlis Mesyuarat
Kerajaan, Pejabat Menteri Besar, Dewan Undangan Negeri, Majlis
Mesyuarat Kerajaan and Jawatankuasa-jawatankuasa Majlis
Mesyuarat Kerajaan in order to implement the tasks in base and law
legislation and coordinate and evaluate the implementation of
development projects.

To supervise and coordinate the model in state project development
planning in accordance with political aspiration, citizens and the
country requirements.

To provide basic necessity that is more perfect and organised to the
low income group and the people outside town.

To provide a competent and effective personal IT coordination with
emphasis on country development.

To increase the state administration machinery with an effective

organisational structure and optimum post.
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6. To ensure the budget for management and development that is

controllable and effective.

4.1.3 Areas Of Potential Strategic Advantages

In order to enhance ICT in the Perlis State Government, Pusat Komputer Negeri

was formally formed in November 1997. since then it is now called Bahagian

Pengurusan Teknologi Maklumat (BPTM). It was formed in the coordination by the

Federal Government, in implementing the E-Government as one of the seven

flagship policies in Multimedia Super Corridor (MSC) that will bring the state

towards quality management based on Multimedia and Information Technology.

The potential areas of Strategic advantages that will be discuss here, will be towards

ICT only. From the personal observations there are five areas in ICT in the Perlis

State Government that need to be refined. The areas are:

1.

LA O

Hardware and Peripherals
Applications and Software
Network and Internet
Security

ICT Support Staff

4.1.3.1 The Objective of Bahagian Pengurusan Teknologi Maklumat (BPTM)
They are a few major objectives in forming this department by the Perlis State

Government. The objectives are:

e To provide skilful Secretariat Services to Majlis Mesyuarat Kerajaan,

Pejabat Menteri Besar, Dewan Undangn Negeri, Majlis Mesyuarat

Kerajaan and Jawatankuasa-jawatankuasa Majlis Mesyuarat Kerajaan in

order to implement the task in base and law legislation and coordinate

and evaluate the implementation of development projects.

e To develop application systems by studying all the current needs to

increase the productivity and performance of the Perlis State

Government in administration with the latest technology.
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e To coordinate the usage of computer operation and all the staff
requirements.
e To create Government Administration with computer knowledge.

e To evaluate and coordinate computer and peripheral gains.

4.1.3.2 The Nature Tasks And Services Of BPTM

Bahagian Pengurusan Teknologi Maklumat (BPTM), has the major task of giving
services to the Perlis State Government and its agencies. Internally, all the budget
request by the agencies will be screened by Pejabat Setiausaha Kerajaan Negeri
with the financial officers. Currently the budget for ICT every year is very limited
and if any additional requirement, it would have to wait and much work is needed

to make the management believe in newly proposed projects.

Externally, there are some agencies that have budgets from the federal government,
which is beneficial for some agencies. They can survive without the budget from
the state, but there are still much to do to enhance the ICT development in the Perlis
State Government. The opportunities usually came from federal government when
there is some money that has been allocated to ICT development in Perlis. Some of
the projects that contributed in terms of money and services are, MyGDI by
MaCGD], e-SISPEN by JPA, SPT by KPKT and SPEKS by AG. Hopefully with
this ISP the state can clearly know the importance of ICT for the state government.

4.2 The ICT Environment and Assessment

We will discuss about the current ICT status and environment here where all the
information needs to be gathered and accessed. A two day workshop has been done
with the help of Bahagian Pengurusan Teknologi Maklumat (BPTM) in gathering
all the needed information. The Delphi Techniques is used for analyzing the

information gathered and get the approval from the top management involved in
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performing this ISP development. Other methods that have been employed include

personal observations and site visits to get the needed requirement.

4.2.1 Performing The ICT Assessment
According to MAMPU (2003), performing the ICT assessment involves five

components in analysing the current ICT environment. (See Figure 4.2.1).

OSystems

M Strategy

O Delivery
OTechnology
M People

Figure 4.2.1: The Five Components for ICT Environment Analysis

The five components are:

e Strategy: examines what ICT strategies are in place, how effectively they
support the business and how the business manages and controls ICT. Most
are covered in the earlier stages when defining the overall mission of the
agency, with respect to the ICT.

e Delivery: examines how resources are organised, monitored and controlled
to deliver ICT services and ICT projects.

e People: examines how ICT relates human resources are organised and
managed in ICT and examines the skills and attitudes of users and ICT staff.

o Technology: examines how technology trends are identified, the
effectiveness of the technology architecture and how technology is
deployed.
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e Systems: examines the business functions that are supported by ICT

applications and the extent of them, and seeks to identify any unsatisfied

demand that may exist.

4.2.1.1 Existing Hardware & Peripherals
From the 16 departments and 12 units that are involved in this study only 13

attended the workshop and answered the questionnaires. Site observation has been

done to get the needed data and information.

Bahagian Pengurusan Teknologi Maklumat (BPTM) is the ICT centre for the Perlis

State Government. That is why currently they are more advanced than other

agencies. They control all the computer facilities in Perlis State Secretary and all of

the 12 units. In this study we will focus more information in Perlis State Secretary

Office and only the 12 units. Below are the hardware specifications for the Perlis

State Secretary and its units:

Table 4.2.1.1 - Hardware Specifications:

ITEM | UNITS SERVER COMPUTER | PRINTER | SCANNER | OTHERS
(UNIT) (UNIT) (UNIT) (UNIT) (UNIT)
1. BPTM e Web e Office=7 | 3 units 2 units e Plotter=
Server (e Training 1 unit
e Email Room = o Notebook
Server 18 = 3 units
e Dns
Server
e Firewall
2. MB - 5 1 - 1 laptop
3. DUN - 3 - -
4, P&K - - -
5. AD - - -
6. UPEN - 1 -
7. UPKT e SPT 1 -
server
e SKH
8. UPD - 6 1 -
9. P - 1 -
10. MSN - 5 1 - 1 laptop
11. MN - 1 -
12. BPM - - -

SPT — Sistem Pendaftaran Terbuka and SKH - Sistem Kutipan Hasil
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4.2.1.2 Existing Software and Application

The study will focus more on the 12 units under the Perlis State Secretary Office.
This is because all the items are controlled by BPTM. From the questionnaires
given and site observations, it was found that about 99% of the software is pirates.
The only original is at the BPTM where the major problem here is that there is not
enough budget to cater for all the applications and software needed.

The major software used are:
e Microsoft Office 2000 and 2003
e Windows 98
e Windows 2000
e Antivirus — McAffee, Norton, PC Cillin

The Application or System:
1. MyGDI-aGIS system provided by MaCGDI
E-SISPEN - a personal system provided by JPA
SPT — an online registration system provided by KPKT
SKH - a PPRT house payment collection developed by a vendor
SPEKS — an accounting system provided by AG

AN O S o

PMS - a project monitoring system provided by ICU

4.2.1.3 Existing Network

Recently all units inside Kompleks Pentadbiran Kerajaan Negeri Perlis are
connected to the internet using a 512Kbps Leased Line. The Network line backbone
is a fiber optic cable that was developed under the Sistem Perakaunan Berkomputer
Standard (SPEKS) project, which was under budget from the Department of
Accountant Malaysia (AG).

There also six state departments inside this complex are connected to the internet

using the same backbone.

27



The six departments are:

i. Pejabat Penasihat Undang-Undang Negeri

il. Pejabat Kewangan Negeri

ii. Pejabat Pembangunan Negeri

iv. Jabatan Pengairan dan Saliran Negeri
\2 Jabatan Kebajikan Masyarakat
Vi. Jabatan Perancang Bandar dan Desa

Table 4.1.2.3 - Network Specifications:

ITEM | DEPARTMENT NETWORK/INTERNET | SPEED COMMENTS
1. SUK/BPTM LAN Connect all
Leased Line 512Kbps units in SUK
WAN (PRISMA) Complex
2. Jabatan Tanah dan | LAN M
Galian WAN
Intranet (SPEKS)
ISDN 64K
Streamyx
3. Jabatan  Perkhidmatan | Streamyx M
Haiwan Intranet (SPEKS)
ISDN 64K
4, Pejabat Perhutanan Streamyx IM
Intranet (SPEKS)
ISDN 64K
5. Jabatan Hal Ehwal | Streamyx (SISMI) IM
Agama Islam Intranet (SPEKS)
ISDN 64K
6. Jabatan Pertanian Streamyx IM
Dial Up
Intranet (SPEKS)
ISDN 64K
7. Mahkamah Syariah LAN
Streamyx (E-Syariah) 1M
Intranet (SPEKS)
ISDN 64K
8. Jabatan kebajikan Leased Line 512Kbps SUK/BPTM
Masyarakat Intranet (SPEKS)
9. Pejabat Kewangan Intranet (SPEKS) 512Kbps SUK/BPTM
Negeri Leased Line
10. Jabatan Perancang Intranet (SPEKS) Not connected to internet
Bandar dan Desa recently because of network
failure
11. Pejabat Penasihat Leased Line 512Kbps SUK/BPTM
Undang-Undang Negeri
12. Jabatan Kerja Raya Intranzt (SPEKS) 64K
ISDN
Streamyx 486K
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13. Jabatan Mufti Negeri Intranet (SPEKS)
ISDN 64K
14. Pejabat Pembangunan Intranet (SPEKS) 512Kbps SUK/BPTM
Negeri Leased Line
1S. Jabatan Pengairan dan | Intranet (SPEKS)
Saliran Negeri Leased Line 512Kbps SUK/BPTM
16. Pejabat DYMM Intranet (SPEKS) IM
Streamyx

For The Current Network Environment Diagram see Figure 4.1.2.3(a), Figure
4.1.2.3(b) and Figure 4.1.2.3(c):

Blok A BlokB
| PejabatB
'~ BlokC
Blok D
BlokE E
Komplek Kerajaan Negeri

Figure 4.1.2.3(a) - State Network:
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RANGKAIAN BAGI KOMPLEKS PEJABAT SETIAUSAHA KERAJAAN NEGERI
PERLIS
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UPKT - Urut Perumahan dan Kerajaan Tempatan
UPEN - Unit Perancang Ekonomt

UPD - Unit Pentadbiran Daerah

JKM - Jabatan Kebajikan Masyarakat

JPBD - Jabatan Perancang Bandar dan Desa

JPS - Jabatan Pengairan dan Saliran

BN - Perbendaharaan Negeri/ Jabatan Kewangan
PENTADBIRAN SUK MB - Pejabat Menteri Besar

DEWAN - Pejabat Dewan Undangan Negern

SUK - Setiausaha Kerajaan Negeri

PEJABATMB / SUK /
DEWAN

Figure 4.1.2.3(c) - Connection Inside Complex PSSO:

4.2.1.4 Existing ICT Security

Security is the most important part in ICT especially if the units or departments are
using the Internet, otherwise uninvited guest will be lurking into the network
systems. Luckily for the Perlis State Government Agencies, there are no big trouble
occurred in their systems, even though the security level is very low. From the
workshop, the answered questionnaires had revealed some terrible facts, where the
security level is very low in the ICT development in Perlis. To get a better and
overall view of ICT Security in the Perlis State Government, three ICT staff from
three different departments were chosen in filling the questionnaire that was

develop by MAMPU (2003) in High Level Security Assessment (HiLRA). From
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the outcome of the questionnaire, two departments do not have any formal
document on ICT security information for the staff to be followed. There are much
work to be done in order to get a good security level in all these departments. Only
written statements from the federal government are available and followed by these

three ICT executives.

PRISMA is one of the first security level that has been used in BPTM in Perlis State
Secretary. It is an Intrusion Detection System (IDS). It functions to detect all the
unauthorised access into the web content of web Perlis using AWRS (Automated
Web Recovery System). PRISMA is one of the projects provided by MAMPU.
Then they have the firewall as the first protections against unauthorized, outgoing
or incoming packet into the Local Area Network (LAN). Recently BPTM has
implement MySurfGuard, an open source software to filter web content called
DensGuardian to prevent users from accessing certain sites containing pornography
or from using Yahoo Messenger. This was done by looking for “weighted phrase

limit exceeded” such as “nude”, “gay boy” or other inappropriate words that were

keyed-in by users did this. The phrases are provided in the software.

From the analysis of the answered questionnaire, the majority of the users from the
units and departments are still using old antivirus software and pirated software.
The only units that have an up to date antivirus is the BPTM but it is still obsolete.
From the personal observation study, it has been identified that this is because of
the budget for the ICT in Perlis was very low in term of security. Even though the
ICT units has argued about this in the budget meetings and so on there is still no
special budget provided for security purposes because the state is still trying to gain
more computer facilities first, rather than for security purposes. Recently the ICT
units has made progress in getting some budget for security for their servers to

avoid more damaged in their networking system.
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Luckily all the servers in the ICT unit are using open source software <o the threat
from viruses and vandalism are low. The anti-viruses used are also an open source

software, so it is available from the internets.

4.2.1.5 Existing ICT Support Staff
There are only five ICT staffs in the ICT unit to control all the ICT matters in the

Perlis State Government. In order to run the ICT implementation smoothly in big
departments, such as Jabatan Kerja Raya, Jabatan Tanah dan Galian Negeri and
Mahkamah Syariah, only one ICT staff is provided for each department.

The lack of ICT support staff in monitoring and maintaining the ICT affairs in the
Perlis State Government makes it very time consuming. The 12 units under the
Perlis State Secretary Office and 16 other state departments are very hard to
maintain. These ICT staff also have to monitor and give technical support to the
semi-government departments such as:

1. Perbadanan Perpustakaan Awam Negei Perlis
Majlis Perbandaran Kangar
Baitulmal

Perbadanan Kemajuan Ekonomi Perlis

A

Majlis Tindakan Pelancongan Negeri Perlis

4.2.2 Recommended Short-Term Action
From the current ICT environment above, a few Short-Term Actions can be
implemented. Below are the recommended short-term projects for Perlis State

Government Agencies:

i Completion of all computers and peripherals inside the Perlis
State Secretary Complex.

i. Centralised all Networking Systems inside the Perlis State
Secretary Complex.

jii. Upgrade all anti-viruses in all computers inside the Perlis
State Secretary Complex.
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iv. Have the appropriate flow chart or term of references to
avoid the misuse of facilities such as personal computers,

Internet and etc.

4.3 Development Of ICT Strategy

In this stage, new applications and their functionality processing requirements that
will have strategic impact on the current ICT environment are identified and a set of
prioritised applications for the target environment are defined and suggested. The
objectives of this stage are to:
i. To identify the ICT opportunities to better support the
business strategies
il. To design the target ICT environment, covering prioritised
target applications, technology architecture and ICT

governance.

4.3.1 Identification Of ICT Opportunities

The purpose of this phase is to generate ideas and identify opportunities enabled by
new applications or current applications not presently within the agency. These
opportunities should cover the business process operations and operating decisions
that can be improved through the extension of application support. The ICT
opportunities that will be covered here are:

i New Information
ii. Physical changes
ii. Business Opportunities such as organisational changes and

business process transformations

iv. Lower computing hardware and software costs
There are a few techniques in identifying ICT opportunities such as competitive

analysis of the external environment, value chain analysis, CFS analysis, and

organisational impact analysis, and the applicability of emerging technologies.
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In this phase, we will focus on value chain analysis where according to MAMPU
(2003), value is identified by defining high priority activities that are performed by
an agency. Value chain analysis is used to model an organisation’s internal business
environment. It identifies the value brought to the marketplace. It is based on the
premise that competitive advantages are best understood by looking at the firm as a

system of discrete but interdependent processes.

Michael Porter has described that the Value Chain Analysis concept of companies
where, “every firm is a collection of activities that are performed to design,

produce, market, deliver and support its products or services” as cited in Ward and
Peppard (2002).

As a centralised ICT units that controll the ICT affairs for the whole Perlis State
Government, BPTM have a few majors activities of functions:
a. To provide consultation in ICT
b. To provide technical support for government agencies in
Perlis
c. To plan and organise ICT affairs in Perlis

d. To plan ICT development in Perlis.

Performing gap analysis is by identifying the gap in performance between the
current ICT environment and the target ICT environment. From the current ICT
environment we could see that there are a few issues involved. The issues are:
1. There is no centralisation in ICT management either of hardware or
software.
2. The backbone in the Perlis State Secretary Office is also not
completed and has different environments.
3. There are no centralised data centres or ICT security controls.
4. State Agencies outside the Perlis State Secretary Office Complex

have different network environments.
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As a centralised ICT unit, BPTM has the power to contrcl the development of ICT
in the Perlis State Government if given the proper budget and having proper tool.
From the current ICT environment, we could define four major ICT opportunities
that should be given attention to make the development and implementation of ICT

in the Perlis State Government more successful. The four ICT opportunities are:

1. Centralises of the networking system in Perlis State Government
using VPN for networking system in the Perlis State Government
where BPTM has the sole gateway to the internet.

2. Develop a data centre for the Perlis State Government

3. Full control in the hardware and software acquisition for all Perlis
State Government Agencies.

4. Have a proper ICT policy in state level to control, monitor,

implement, maintain and plan for future ICT development

Implementing all these ICT opportunities will make lots of changes in the physical
development of ICT in Perlis, in terms of networking facilities, hardware, and
software, and also in ICT support staff that should be added according to the work
load. There are a few benefits that have been identified in implementing these ICT
opportunities:

i. By having a data centre, new and old information can be kept in one
place and can be accessed by users according to the level of
authorization that will be given according to type of data and type of
users.

ii. Cost in buying servers can be saved because of the data centralisation
and centralised networking system.

iii. Information can be more complete, more accurate, and more reliable
because it is from one trusted source.

iv. More effective management control can be applied here where all

actions and decisions are made from one source.
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vi.

Vii.

Clerical workload can be reduced because all the data are centralized
and no duplicated jobs could exist.

There will be a reduction of supervision time because all are centralised.
There will be equipment and space reduction because all servers are
located in one place so no need to use up space in other departments for

the servers.

The risk that may occur in implementing these ICT opportunities can be seen

according to a few aspects:

i

ii.

iii.

To make this ICT opportunities work, a high-end facilities are needed
but it is only a one time investment.

In implementation risk, there may be problems according to terms of the
supplier delivery and in syvstem development.

In terms of organisational risk, there are slots of support needed from the

agency’s organisational infrastructure

4.3.2 Defining The Target Application
The objective of this phase is to define target applications (TA) that should be

included in the target ICT environment and to summarise the significant features of

the target applications that will influence implementation and operation.

4.3.2.1 Development Of Initial TA

Here, the task involved is in the envisioning of initial TA, including preliminary

definition of the functional requirements of these applications. The approach taken

to develop an initial framework is to revisit information system opportunities for

improvement and develop the initial TA architecture based on ICT opportunities

identified previously.

There are a few steps that have been taken:

i.

Identifying the current application to be retained, enhanced or replaced.

37



ii.

iii.

The initial business system architecture of the current applications has
been done. There are a few current application systems identified that

need to be retained and enhanced:

e Accounting System - SPEKS

e Personal System — e-SISPEN

e Land Monitoring System - MyGDI
o Filing Systems

e Email Systems

e Security — Anti-virus, network monitoring

SPEKS, MyGDI and e-SISPEN are the application systems that are

provided by federal agencies and implemented by state agencies.

Revising the scope of the certain target application so that related current

application might be retained

e The scope of the target applications must be able to serve various
type of users and can be functions smoothly when installed in
centralised positions

Defining new TA

There are a few TAs that are identified to be useful for the agencies to be

used in enhancing their performance in their working environment:

¢ Filing Systems

e Meeting Applications System — where all meeting arrangements are
done online, towards paperless (video conferencing, minutes
distributions, and meeting information distribution)

e Web Application Management Systems — to update the web or portal
online - one stop centre (include all applications in one portal)

e Online Booking for Meeting Room
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e Online Helpdesk in ICT Technical Problem

e E-DUN, Perlis E-GIS , HRMIS , E-Tanah , E-Local Government
(E-PBT) — Projects from federal government.

e E-Citizen / E-Community — Projects from the federal government

¢ E-Business / E-Holidays — Project from the federal government

All the systems required, are to be developed by the vendor because of
the shortage of ICT support staff. There is not enough ICT support staff
to develop a development team. The system will be centralised for the
users who are authorised to handle the system. Only the filing system
which is for certain users only, will be specifically for a certain
departments only. Projects from th¢ federal government are usually

accepted by the state government if they are useful.

iv. Categories of the TA
The TA has been categorised as three different kind of applications:
e Office Automation System — Filing System
e Operation Support — Meeting Application System, Online
Helpdesk In ICT Technical Problem
e Real-time Processing and Control - Online Booking for Meeting
Room and Web Application Management Systems

4.3.2.2 Building TA Overview
In this stage we also have to know what are the major inputs and outputs and
process descriptions involved. The identified TA can be categorised as in Figure

4.3.2.2: The Target Application Portfolio below:
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Figure 4.3.2.2: The Target Application Portfolio

The System Characteristics:

1. Meeting Application System

e Meetings are organised online in calling participants, meeting feedback

and minutes sending.

2. Online Helpdesk in ICT Technical Problem

e Users can get help online from this system

e Users will enter the problem and get feedback within 24 hours

3. Filing System

e To manage the file processing system

e To summarise files and current letters as either in or out

e To make easier for the management to identify the file and its content

o To know the file locations

4. Online Booking For Meeting Room System

e To manage and organise the usage of a meeting room

e The booking can be done online and get the result on the spot
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5. Web Application Management System
e To organise a web site
e Certain users in certain departments can update their web site online for

certain information, such as daily activities or announcements.

4.3.3 Development Of Technology Strategy

The objective of this phase is to identify a set of technology components to support
the TA. A technology design and architecture will be developed to capture various
components (e.g. communication, database, server and clients system software,

security, and control)

Technologies in ICT are changing very fast and to obtain the latest technology
involves a big budget. The Perlis State Government is a very small state that
produces small income from its tourism and state investment so the budget is very
strict. Currently the budgets given for ICT projects are based on the importance of
the projects for the state government. Therefore its has been decided to used the
existing infrastructure, but with some upgrading especially in the networking
system in order to have centralised controlling systems in the networking and

application usage.

In having a centralised controlling system in networking and application usage, it
would benefit the users in having one standard place to connected to and of course
it would make it easier for the ICT staff to perform the maintenance either in
networking, application, or security. To make all this real, ICT staff and users need
to get special training in networking and application usage in order to know how to

use the latest ICT environment.

4.3.3.1 Technology Requirements:
The technologies involved in this new ICT environment arc according to the
projects involved:

e High-end Application servers to cater for 100 — 200 users at one time.
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Upgrade the current servers — Web Server, E-Mail Server, DNS and
Firewall and other related servers such as proxy, anti-virus, database,
network monitoring system, spam, VPN, etc

Connection to BPTM from all state agencies

Leased Line 128KB or higher from state departments

Upgrade Leased Line form 512KB to 2MB or higher from BPTM

Create a data centre at BPTM

4.3.3.2 The Target Technology Architecture

Perlis state government is driven towards having a centralised controlling centre

that will be situated at BPTM. The targets ICT architectures are:

4.3.4

A centralised networking system

A centralised data center

A centralised application retrieval and usage

A state portal as an interface for the application usages.
A centralised ICT security

Development Of ICT Governance Framework

The purpose of this phase is to define and recommend to the senior management

framework, which is the process of how ICT policy, resources, and systems are

establish, deployed, managed, amended, and enforced.

The Perlis State Government is a non-profit organisation, which serves as

government agency. The implementation of this strategic ICT planning will give

some major profit for the organisation in:

e Moving towards a more dynamic, efficient and innovative ICT
trends in handling the administration and management of the state
affairs.

e Centralised controlling in networking and application systems in

helping day-to-day jobs in the agencies to become more efficient
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e The services provided by the agencies will be running more
smoothly and efficiently.
e Have a single centre for controlling the ICT development and

implementation in the state.

4.3.4.1 ICT Services and Skills Required
The important role in this ICT planning and implementation depends on the role
played by the Chief Information Officer (CIO) and the ICT Manager within the

organisation.

Ward and Peppard (2002) argued that the role of CIO has change over the years,
their titles are often changing to reflect new focuses and emphases. There are five
roles critical for the success of today’s CIO:

i. Leadership

il. Visionary
iii. Relationship builder
iv. Politician
\A Deliverer

Ward and Peppard (2002) also argued that the leadership exhibit by the CIO is a
key aspect in achieving success with IS. Two components of leadership of critical
importance for the CIO are:

i) Ability to create a set of value expectations shared across all areas of
the business — one sensitive to the realities of the competency,
competition and culture.

ii) Ability to deliver on those expectations measurably. CIOs must
understand and express IT’s value in a way that is meaningful to all

executives.
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IT Manager as the middle person should also acquire more knowledge in ICT from
time to time in order to follow the latest technology. To implement the new ICT
strategy, ICT support staff should be added in the field of

i Networking

ii. Data Management System

iii. ICT Security

Even though the current ICT support staff know how to handle the new ICT
Environment, the workload that will be too much for just five ICT staff to control

everything properly.

4.3.5 The ICT Governance Framework
The ICT Governance Framework is described in the Table 4.3.5: The ICT

Governance Framework below:

Table 4.3.5 — The ICT Governance Framework:

Item | Current ICT Target ICT Environment | Comments
Environment

1. Networking: Networking: The project will be
Inside SUK Complex: | State Net — Virtual Private | done phase by phase:
LAN Network Phase 1: Inside SUK
WAN Inside SUK Complex: Complex
Leased Line— 512KB | LAN Phase 2: Outside SUK
Backbone — fibre optic | WAN Complex

Leased Line - 2MB Phase 3: Outside SUK

Outside SUK | Backbone — fibre optic Complex
Complex: Phase 4: Upgrade line
LAN Outside SUK Complex: Phase S: Upgrade line
ISDN Leased line 128KB Apply: Network
Dial Up Monitoring System

2. Application Systems: | Application Systems:
From Federal: From Federal: The ICT support staff
e SPEKS e SPEKS need to be added in
e MyGDI e MyGDI order to face the
e SPT e SPT workload.
e E-SISPEN e E-SISPEN
e PMS e PMS




State System:

¢ Filing system

e Web Management
System

e Online Booking For
Meeting Room

e Online Helpdesk in
ICT Technical
Problem

e Meeting Application
Systems

Data Centre:

Data Centre:

None Will be developed at one
specific site.
Servers: Centralised Servers:
Current Servers: Current Servers: Servers will be
e Web e Web divided into putlic
e E-Mail e E-Mail and private servers.
e DNS e DNS
s Firewall e Firewall
Added Servers:
Application Servers
ICT Security: ICT Security:
e At PCs - PC | Centralised ICT Security

Cillin, Mc Affee,
Norton
e At Servers — open

e Upgrade and update
antivirus at PCs from
centralized antivirus

source antivirus server.
e NW monitoring &
NW Management
System
ICT Support Staff: Target  ICT _ Support
Current staff: Staff:
CIO-M52 (1) CIO - F48

IT Manager — F41 (1)
System Analysts — F41
1)

Programmer — F29 (2)
OMPD -F11 (1)

IT Manager — F44 (1)
System Analysts — F41 (4)
Programmer — F32 (2)
Programmer — F29 (6)
OMPD -F11 (4)
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4.3.5.1 The Target Network Environment
The Target Network Environment are shown in Figure 4.3.5.1(a): Inside Complex
PSSO and Figure 4.3.5.1(b): Outside Complex PSSO as seen below:

RANGKAIAN BAGI KOMPLEKS PEJABAT SETIAUSAHA KERAJAAN NEGERI
PERLIS

BANGUNAN
KEBAJIKAN MASYARAKAT

...............

BANGUNAN MABMAI'W\‘ [‘;zﬁ’: B8
mMaHMUD MAT A
Fiber-Opnik
upPKT UPEN urp PBD F BN
BANGUNAN
JAM BESAR PETUNJUK :

UPKT - Unit Perumanan dan Kerajaan Tempatan
UPEN - Unit Perancang Ekonomt
UPD - Unit Pentadbiran Daerah
JKM - Jabatan Kebaykan Masyarakat
JPBO - Jabatan Perancang Bandar dan Desa

JPS - Jabatan Pengairan dan Saliran

BN - Perbendaharaar Negert / Jabatan Kewangan
Pﬂm:;::hlwxl PENTADBIRAN SUK M2 - Pejabat Menteri Besar

OEWAN - Pejabat Dewan Undangan Neger
SUK - Setiausaha Kerajaan Negeri

Figure 4.3.5.1(a) — Inside Complex PSSO
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Figure 4.3.5.1(b)- Outside Complex PSSO

4.3.5.2 The Target ICT Security Environment
The Target ICT Security Environment can be seen below, Before installing anti-

virus server- Figure4.3.5.2(a) and After installing anti-virus server - Figure
4.3.5.2(b) as below:

Figure 4.3.5.2(a)- Before installing anti-virus server
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Figure 4.3.5.2(b) - After installing anti-virus server

4.4 Development Of Implementation Plan

This final stage will define the major projects that are required to implement and
execute the strategy selected and schedule the cost and technology resources

required. The objectives of this stage are:

o To Develop a roadmap that highlights the projects required to implement
the recommended strategy

o To Estimate the investment required to implement the ICT environment.
4.4.1 Develop ICT Implementation Roadmap

An implementation Plan can be defined as an action plan that determines how to

transform an agency’s strategy into reality.
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The objectives of this phase are to:

o To identify primary development projects that determines the major

milestone and phases

o To define the supporting projects which serve to implement the selected

ICT strategy including target applications, organisational unit and

structure, policies, procedures, equipment and system software

o To develop the plan and implement the ICT strategy

Table 4.4.1: The Implementation Roadmap

Item | Target ICT | Comments Implementation
Environment
1. Networking: The project will be
State Net - Virtual | done phase by phase:
Private Network Phase 1: Inside SUK | 2006
Inside SUK Complex: | Complex
LAN Phase 2: Outside SUK | 2007
WAN Complex
Leased Line - 2MB Phase 3: Outside SUK | 2008
Backbone — fibre optic | Complex
Phase 4: Upgrade line | 2009
Qutside SUK Complex: | Phase 5: Upgrade line | 2010
Leased line 128KB Apply: Network (2008 — after the VPN is
Monitoring System completed)
2. Application Systems:
From Federal: The ICT support staff
e SPEKS need to be added in
e MyGDI order to face the
e SPT workload.
o E-SISPEN
e PMS
State System:

e Filing system

e Web Management 388://
System
e Online Booking
For Meeting Room 2008
e Online Helpdesk in
ICT Technical 2009
Problem
e Meeting
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Application 2010
Systems (the development of the
application system is
according to current needs)
3. Data Centre:

Will be developed at
one specific site.

2009

4. Centralised Servers:
Current Servers:

e Web

E-Mail

DNS

Firewall

Added Servers:
Application Servers

Servers will be divided
into public and private
servers.

e upgrade the current servers
(2006)

2006-2007

5. ICT Security:

Centralized

Security

e Upgrade and
update antivirus at
PCs from
centralized
antivirus server.

e NW monitoring &
NW Management
System

ICT

2006-20010

6. Target ICT Support
Staff:

CIO - F48

IT Manager — F44 (1)
System Analysts — F41
@

Programmer — F32 (2)
Programmer — F29 (6)
OMPD —-Fl11 (4)

2007-2010

Post upgrading and added staff
will be done according to
current needs.

4.4.2 Estimation Of Financial Implication

The purpose of this phase is to develop estimates for the implementation of the

recommerdations. This assumption is based on current price given by vendors in
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their purposed quotation. The Estimated Financial Implication can be seen in Table
3 as below:

Table 4.4.2: Estimated Financial Implication

Apply: Network
Monitoring System

Item | Target ICT | Comments Implementation /
Environment Estimation Price
1. Networking: Networking Blue Print RM?70,000
State Net - Virtual
Private Network The project will be done
Inside SUK Complex: phase by phase:
LAN Phase 1: Inside SUK | 2006/ RM100,000
WAN Complex
Leased Line - 2MB Phase 2: Outside SUK [ 2007 / RM200,000
Backbone — fibre optic Complex
Phase 3: Outside SUK | 2008 / RM200,000
Outside SUX Complex: Complex
Leased line 128KB Phase 4: Upgrade line 2009 / RM100,000
Phase 5: Upgrade line 2010/ RM200,000

(2008 — after the VPN is
completed) — RM100,000

Will be developed at one
specific site.

2. Application Systems:

From Federal: The ICT support staff

e SPEKS need to be added in order

¢ MyGDI to face the workload.

e SPT

e E-SISPEN

e PMS

State System:

e Filing system 2007 / RM50,000

e Web Management 2007 / RM50,000
System

¢ Online Booking For 2008 / RM50,000
Meeting Room

e Online Helpdesk in 2009 /RM50,000
ICT Technical 2010 / RM50,000
Probl.em .. (The development of the

* Meeting Application application system is
Systems according to current

needs)
3. Data Centre:

2009 / RM300,000
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Centralised Servers:
Current Servers:

e Web

E-Mail

DNS

Firewall

Added Servers:
Application Servers

Servers will be divided
into public and private
servers.

e upgrade the current
servers  (2006) /
RM200,000

2006-2007 / RM100,000

ICT Security:
Centralised ICT Security

e Upgrade and update
antivirus at PCs from
centralized antivirus
server.

e NW monitoring &
NW Management
System

2007-2008 / RM50,000

Target ICT Support
Staff:

CIO - F48

IT Manager — F44 (1)
System Analysts — F41
Q)

Programmer — F32 (2)
Programmer — F29 (6)
OMPD -F11 (4)

Post upgrading and
added staff will be done
according to current
needs.

2007-2010

Budget — Depends on
their salary
Expected
RM500,000

budget =

Hardware & Software

Current Hardware:
Servers
Computers
Printers

Scanners
Compact disk
Diskette

Others computer
accessories
Current Sotware:
MSOffice 2K/XP
Office2K

Opensource —
Open Office

Linux,

BPTM control the
acquisitions of the
hardware and software
for units under SUK but
for state agencies
acquisitions are done by
themselves

RM100,000 are budgeted
for each year acquisition
for hardware and
software under this plan
which will be including
state agencies.
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CHAPTER FIVE
CONCLUSION

5.0 Overview

The purpose of this chapter is to give concluding remarks on the study conducted

with some recommendations about future work and limitations of the study.

5.1 Future Work

The outcome of this research is a target ICT environment needed by the Perlis State
Government. The adapted methodology used for this research is proposed from
MAMPU and all state government agencies are advised to use this methodology as
their guidance in developing their own ISP because it is very suitable and approved
by MAMPU.

This research can be widen up into more specific study either in human factors or
technical aspects. This study can be more widen up if the support from the
champion as MB can be obtained, may be the information requirements of the top

state executives can be specified.
More formal approach and support from top management of Perlis State Secretary

Office and other state agencies can allow more access to their information

requirements.
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5.2 Limitation

Even though all information needed are provided but there are few limitations has
been recognize while doing this research:

a. It is difficult to do ISP alone, thus the minimum requirements have
been identified.

b. It is also not possible to talk to the top executives in the state,
example Excos and other Top Management Executives due to their
time constraints.

c. Most interviews and data collection were done through the ICT unit

who are able to give the reliable state ICT informations.

5.3 Conclusion

The purpose of this study is to develop an ISP documents for the use of the Perlis
State Government in enhancing their development of ICT in the state. The target of
this study is to identify the current ICT environment and purposed the target ICT

environment to the Perlis State Government.

The current ICT environment identified is what are current environments of five
areas involved in this study that is hardware and peripherals, software and
applications, network, security and ICT support staff. The target ICT Environment
that has been identified is what the Perlis State Government need in the next five
years and all the projects identified will be implemented phase by phase regarding
the budget that will be allocated each year according to The Ninth Malaysian Plan
(RMK-9).

This ISP documentation will help the Perlis State Government to plan and
implement ICT infrastructure and the new target ICT environment in more
strategically and efficiently. This ISP has been develop by adapting the ISP
Methodology that was published by MAMPU on 2003 as a guidance for other
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government agencies in building their own ISP documents. This ISP is suitable
because the Perlis State Government is a state agency and all the methods are
suitable to apply in building the ISP for the Perlis State Government. Hopefully all
the information and suggestion in this ISP can help the Perlis State Government in

enhancing their ICT development.
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Questionnaire

This questionnaire is develop for the participant of a ‘Brainstorming Workshop’ to collect data
about ICT current status in Perlis State Government in term of hardware and peripherals, software,
application system, human resources and security. This workshop is one of the method using to
collect data for the development of ICT Strategic Planning for Perlis State Government.

PERSONAL INFORMATION

1. YOUR POSITION?

Group A Officer
Support Staff Level 1
Support Staff Level 2
Others. State

2. ARE YOU AN IT STAFF?

[ ] Yes
[ ] No

3.  YOUR ORGANIZATION TYPE?

Ministry

Federal Government
State Agencies

State Legal Agencies
Others. State

P — — p— p—
[ S Iy Sy S Wy Y

4. HOW LONG HAVE YOU BEEN WORKING IN THIS UNIT/DEPARTMENT?

] More than 30 Years
] 20 —29 Years

1 10 - 19 Years

] 0-9 Years

5. HOW MANY STAF ARE THERE IN YOUR UNITS/DEPARTMENT?

More Than 500

300-499

200 -299

100 - 199

50-99

0-49

Please state how many staff in your Unit/Department

F— p— p— p— p— f— —

6. ARE THERE ANY PLANNING IN HIRED NEW ICT STAF IN FUTURE?

[ ] Yes
[ 1 No
If there’s any please state how many.
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COMPUTER & PERIPHERALS

7. HOW MANY COMPUTERS ARE THERE IN YOUR UNIT/DEPARTMENT?

More Than 200 units
150 — 200 Units

100 — 149 Units

50 — 99 Units

Below 50 Units

P— p— p— p— p—

HOW MANY PRINTERS ARE THERE IN YOUR UNIT/DEPARTMENT?

[ ] More Than 200 units
[ ] 150 — 200 Units
[ ] 100 — 149 Units
[ ] 50 — 99 Units
[ ] Below 50 Units
9. WHAT TYPE OF PRINTER YOU HAVE IN YOUR UNIT/DEPARTMENT?
Printer Type Color Standalone Sharing
Buble Jet
Laser Jet
Dot Matrix
Heavy Duty
Other?

10. HOW MANY LAPTOPS ARE THERE IN YOUR UNIT/DEPARTMENT?

More Than 200 units
150 — 200 Units

100 — 149 Units

50 — 99 Units

Below 50 Units

[r— p— — p— p—

11. HOW MANY SERVERS ARE THERE IN YOUR UNIT/DEPARTMENT?

More Than 20 units
15 — 20 Units

10 - 14 Units

5 —9 Units

2-4

Below 2 Units

[— p— p— p— p— —
[ Sy S O VY Y ) S f —]

12. PLEASE TICK [/] YOUR SERVER TYPE

Email Server
Application Server
DNS Server

Web Server

Others. Please State.

— p— p— p—
[ Y S -
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13. HOW MANY PLOTTERS ARE THERE IN YOUR UNIT/DEPARTMENT?

] More than 10 Units
] 5 —10 Units

] 2 — 4 Units

] Below 2 Units

] None

P p— ) —

14. HOW MANY  SCANNERS ARE THERE IN YOUR UNIT/DEPARTMENT?

More Than 100 units

50 — 100 Units

20 — 49 Units

5 - 19 Units

Below 5 Units

Heavy duty scanner? Please state.

(e — p— p—

15. IS THERE ANY PLANNING IN INCRESING THE NUMBER OF HARDWARE IN
YOUR UNIT/DEPARTMENT IN FUTURE?

[ ] Yes
[ ] No
If there’s any please state the hardware type &how many.

Hardware Type Units
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SOFTWARE
16. WHAT TYPE OF OPERATING SYSTEM ARE YOUR UNIT/DEPARTMENT USED?

Windows 95/98/ME/ 2000/ XP

Open Source Operating System Linux/Mandrake/Suse/etc
Window NT

Others. Please state.

— — p— —
[UUNE Y VNI SO [y )

Operating System User
Windows ME

Windows 98

Windows 2K

Windows XP

Windows NT

Open source (Linux/Mandrake)
Others ?

17. WHAT TYPE OF APPLICATIONS ARE YOUR UNIT/DEPARTMENT USED?

[ ] Microsoft Office 95/2000/2003
[ ] Open Source application.
[ ] Others. Please state.
Application User
Microsoft Office 95
Microsoft Office 2K
Open Source Application (eg: Star Office)
Others?

18. IS THERE ANY PLANNING IN BUYING NEW SOFTWARE IN YOUR
UNIT/DEPARTMENT IN FUTURE?

[ ] Yes
[ ] No
If there’s any please state the hardware type &how many.

Software / Application Units
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NETWORK

19.

20.

21.

22.

23,

24,

WHAT TYPE OF NETWORK DOES YOUR UNIT/DEPARTMENT HAVE?

Local Area Network(LAN)
Wide Area Network(WAN)
Intranet

Others. Please state.

None

[ p— f— — f—
[y S Y W Y T —'

PLEASE STATE YOUR SPESIFICATION FOR YOUR NETWORK EQUIPMENT?

Item Type Brand Description Quantity
0. Eg: HUB 3COM 8 port 10 base T Hub 2

1. Hub

2. Switch

3. Router

4,

5.

ARE THERE ANY INTERNET SERVICES AVAILABLE IN YOUR
UNIT/DEPARTMENT?

[ ] Yes
[ ] No

HOW MANY COMPUTERS ARE THERE CONNECTED TO THE INTERNET?

More than 50 units
40 — 50 units

30 - 39 units

20 —29 units

5 — 19 units

less than 5 units
None

[ TRV S I S Iy S Sy -

WHAT TYPE OF LINE DOES YOUR UNIT/DEPARTMENT USED TO CONNECT TO
THE INTERNET?

Leased Lined.
Streamyx.

Dial up.

Others. Please state.

[T i Sy —

Please state the speed. Eg: 512KB, 1IMB

PLEASE STATE SUBNET DETAILS.

Subnet Details Subnet Mask Public/Private




25. WHAT TYPE OF INTERNET USAGE IN YOUR UNIT/DEPARTMENT?

[ ] Email
[ ] Information Searching
[ ] Others.

26. PLEASE STATE TCP/IP DOMAIN NAME SERVER?

Do You Have DNS Server

What Domain

27. DO YOU HAVE ANY PLAN IN THE FUTURE TO UPGRADE YOUR NETWORK?
Please attach your current and future network diagram here.

[ 1 Yes
[ ] No
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ICT SECURITY

28.

29.

30.

31.

32.

33.

34.

3s.

IS THERE ANY WRITTEN SECURITY POLICY DOCUMENT AVAILABLE TO ALL
AGENCY STAFF RESPONSIBLE FOR INFORMATION SECURITY?

[ ] Yes. Please state.
[ ] No

HAS MANAGEMENT APPROVED OF THE ICT SECURITY?

[ ] Yes. Please state.
[ ] No

IS THE SECURITY POLICY PUBLISHED AND COMMUNICATED FOR ALL IN THE
AGENCY TO USE?

[ ] Yes. Please state.
[ ] No

DO STAFS UNDERSTAND AND ABIDE BY THE SECURITY PGLICY?

[ ] Yes. Please state.
L ] No

DO ALL COMPUTERS & SERVERS IN YOUR DEPARTMENT ARE INSTALL WITH
ANTIVIRUSES?

[ ] Yes
[ ] No

If No please state how many computers are install with anti virus.

WHAT TYPE OF ANTIVIRUS DOES YOUR DEPARTMENT HAD?

Mc Affee

Norton

PC Cillin

Open Source Antiviruses
Others

F— ) p— —
[ Iy S W S

ARE ALL OF YOUR ANTI VIRUS IS LICENSED?
[ ] Yes

[ ] No

[ ] Only a few are licensed. Please state

PLEASE STATE HOW MANY COMPUTERS/SERVERS ARE INSTALLED WITH
ANTI VIRUSES?

ANTIVIRUS (UNITS) NON ANTIVIRUS (UNITS)

COMPUTER

SERVER
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36. WHAT TYPE OF MAJOR PROBLEM IN HANDLING ICT SECURITY IN YOUR
UNIT/DEPARTMENT?

Hackers
Viruses
Misused
None

[ Sy iy S ']
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Interview Transkript

Pejabat Setiausaha Kerajaan Negeri Perlis
Kompleks Ibu Pejabat Kerajaan Negeri Perlis
01000 Kangar

Perlis

1) Cik Noorhayati Binti Md. Jasin(ICT Manager)
2) Encik Mohd Saffuan Bin Che Mansor (IT Executive)
3) En Amishahrizal bin Amir Khan (Ketua Audit Dalam)

Tarikh : 01 September 2006

Masa

: 9.00am- 12.00noon

Who is the responsible person in planning and implementing the ICT in
Perlis State Government?

Al - YAB MB, YB SUK, YB SUK and IT Manager

A2 — CIO and IT Manager

A3 — Chief Information Officer — Pn Zamila Hashim (Timbalan SUK
(Pentadbiran))

How much is the budget provided for ICT development each year for Perlis
State Government?

Al — Depends on project Proposed and budget approved by treasury. Range
RM200-RM500K

A2 — Depends on state approval — Total amount RM3.6 million in RMK-9

A3 - Unknown

What is the major function of Bahagian Pengurusan Teknologi Maklumat
(BPTM) in Perlis State Government?

A1 - Planning, manage and implement ICT development for Perlis State
A2 — Plan, monitor, develop and maintained all related ICT planning
A3 - To manage, to plan, and to develop ICT in Perlis State Government

How long is the process in a budget acquisition for a new added project?
Please state the reason why it is too long if it is more than 5 month.

Al — Depends on the scope of the projects & budget needed.

A2 — Depends on the availability of commitiee members
A3 — Unknown
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5. What are the problems arise in doing ICT planning, development and
implementation in Perlis State Government?

Al —Don’t have experts in ICT projects planning, support from top
management & budget constraints.

A2 — Budget, commitment from user & difficult to influence top
management

A3 - Budget and commitment from users

6. The current ICT support staff in BPTM, who involved in controlling and
handling all the ICT in planning, managing, implementing and other related
jobs in Perlis State Government are only five (5) person. It is enough?

A1l —Not enough staff, need staff on networking & infrastructure team,
software development & Technical support team.

A2 — Not enough staff in future

A3 — Enough for current capacity but not suitable for future development.
Need to increase more support staff approximately 5 more

7. If the projects from the ISP blue prints are implement. Need the ICT
Support staff to be increased? Why?

Al — Must increase to manage, supervise and implement all the projects to
ensure the projects implemented successfully.

A2 — Yes, to be more specific in various task & projects

A3 — Yes. Current manpower to support all planned project far are not

enough

8. From your own observation and validation, what can you rate the ICT
development in Perlis.
1-verybad 2-bad 3 - slow 4- - good 5 — very good

o a0 oe
N BN =

Al — answer : C
A2 —answer : C
A3 —answer : C
9. Other comments

A1l — ISP is the most important part as a guideline in developing state ICT

infrastructure.
A2 —none
A3 - none
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