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Abstract 

The ability of sending a secret message through a network nowadays has become a 

more challenging and complex process. One of the reasons why we need tools to 

detect the hidden message is because of security and safety. Secret messages can be 

both for good or bad, and subversive groups have been known to send secret 

messages to coordinate their terrorist activities. Thus, a technique such as 

steganalysis is one method example to detect a secret message. Much of the technical 

steganalysis work had been carried out on image, video, and audio steganalysis, but 

in any agency or organisation, all business documents generally uses the natural 

language in text form or document form. Therefore, this research employed a 

detection factor based on the evolution algorithm method for text steganalysis. The 

aim of this project was to detect a hidden message in an observed message using text 

steganalysis. 
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CHAPTER ONE 

INTRODUCTION 

 

1.1 Introduction 

This chapter provides an overview of the entire study.  The first section describes the 

background of the study that leads to the implementation of the whole research. This 

is followed by problem statement, research questions, objectives, scope of the study, 

significance of the study, and research organisation. The last section provides the 

way this research report is summarised. 

1.2 Background of the Study 

In recent decades, computer development and the expansion to use in different areas 

of life and work has come to the fore, and one of the many issues that is being raised 

is security of information which has gained special significance. This is because the 

information is now being treated as a commodity or a resource comparable to labour 

and capital (Hillman, 1982). One of the concerns in the area of information security 

is the concept of information hiding (Shirali-Shahreza and Shirali-Shahreza, 2006). 

The information hiding concept has received attention from the research community 

and from industry since before the 1990s and it is changing fast since the first 

academic conference on the subject organised in 1996. There is a difference between 

information hiding and encrypting where the goal of information hiding is to avoid 

intrusion or discovery of hidden data. Meanwhile, the goal of encrypting is to restrict 

data access. 



The contents of 

the thesis is for 

internal user 

only 
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