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Abstrak

Digital Watermarking Intermedie Significant Bit(ISB) adalahsatu teknik baru
peneraparwatermark dengan menggantikan piksel imej as@nganpiksel yang
baru. Ini dilakukan dengazaramemastikarpersamaan yang nyata antpiksel baru
denganpiksel asal dan pada masa yang samha@ watermarkdi dalam pksel baru
tidak di ubahsuaiSalah satu teknik yang popular dalamatermarking adalah
mengunakanLeast Significant Bit(LSB). la menggunakan spatial domain yang
diselitken dalam imej LSB. Masalah yang biasa dihadapi dengan kaed&iaim
imej tersebut mudah di ubahsuai dd&emungkinan berlaku gangguan pada imej
setelahwatermark diterapkan LSB boleh digunakan dengan menggantikan satu,
dua, atau tiga bit; ini dilakukan dengan menukar bit tertentu tanpapapperubahan
lain dalan bit pikseltersebut Objekif tesis ini adalah untuk merangka algoritma
baru bagi meningkatkakualiti dan robustnessmej digital watermarkingdengan
menerapkan dua bit imgjatermarkke dalam setiap piksel. Ini dapat meningkatkan
robustneskeduadua mej tersebut di samping meningkatkan keupayaaiermark
berasalkan pada teknik ISB. Walau bagaimanapurtradeoff antara kualiti dan
robustnessperlu dilakukanuntuk mendapatkan keseimbangan kedudukan yang
terbaik untuk kedudlua bitwatermarkyang di ubakuai. TeknikDual Intermediate
Significant BitgDISB) telah dicadangkan dalam kajian imtuk mengatasi masalah
dalam LSB Keputusanujian yang diperolehi daripada teknik yang dicadangkan
adalah lebih baik berbanding dengan LSB dari $&gak Signal to bise Ratio
(PSNR) danNormalized Cross CorrelatiofNCC). Kajian ini juga menyumbang
padapembinaarpersamaan matematik yang baru kdagianuntuk mengubalknam

bit pikselwatermarkselepas menerapkauoa bit yang baru

Kata kunci: Watermark, Intermediat Significant Bit, Kualiti, Robustness, Least
Significant Bit.



Abstract

Intermediate Significant Bit digital watermarking technique (ISB) is a new approved
technique of embedding a waterméskreplacing the original image pixelgth new

pixels. This is done byensuring a close connection between the new pixels and the
original, and at the same tim#he watermark data can be protected against possible
damage. One of the most popular methods used in watermarking is the Least
Significant Bit (LSB). It uses a spatial domaitmat includes the insertion of the
watermark in the LSB of the image. The problem with this method is riois
resilient to common damagand there is the possibility afnage distortion after
embedding a watermark. LSB may bged through replacing one bit, two bits, or
three bits; this is done by changing the specific bits without any change in the other
bits in the pixel. The objective of this thesis is to formulate new algorithms for digital
image watermarking with enhancedage quality and robustness by embedding two
bits of watermark data into each pixel of drgginal image based on ISB technique.
However, to understand the opposite relationship between the image quality and
robustness, gadeoffbetween them has beenndoto create a balance andatmuire

the best position for the two embedding bits. Dual Intermediate Significant Bits
(DISB) technique has been proposed to solveegigting LSB problemTrial results
obtained fromthis technique are better compared witle LSBbased orthe Peak
Signal to Noise Ratio (PSNR) and Normalized Cross Correlation (NCC). The work
in this study also contributes new mathematical equations that can study the change
on the other six bits in the pixel after embedding twa bits

Keywords: Watermarking, Intermediate Significant Bit, Quality, Robustness, Least
Significant Bit
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CHAPTER ONE
INTRODUCTION

1.1 Background

Currently, digital watermarking and information hidingve become important
topics of computer science due to the increasing popularity of the Internet and the

critical ned of data securityghin et aJ 2004).

Digital watermarking is a special case of general information hiding probtem.
inserts a perceptually transparent pattern known as a watermark imaga called
original or cover using an embedding algoritimwhich itis undetecble to human

eyes but visible to computer processes for data declargitmdaghegtet al, 2009.

In other word, digital watermark is a signal which is permanently embedded into
digital data(audio,images, videos, and text) which can be detected or extracted later
by meansof computing operation to make assertion of the data. The watermark is
hidden in theoriginal data, in such a way that it is inseparable from the data and so
that it is resistanto many operations which do not degrade dhiginal data Thus,

by means ofvatermarking, the work is still accessible but permanently marked (Lu,
2005). This method successfully shields the copyright of the originality for media
which is organization markfor instance, in the original media. The image quality
has not been corrupted through the watermarking system, and the inserted watermark
should recover dependably. Itaiso essential for the embedded watermark to be resilient

against noise and otheypical image processing attacks. These attanky be blurred
1



images, sharpened images, compressed imagebs cropped imagedeungpanich et al

2010.

Digital waternarking provides the owner of a piece of digital data the mé&ans
invisibly mark the dataThe mark could be used to serialize a piecdata as it is
sold or used as a method to mark a valuable image. For examptaeatkiag allows
an owner to safelygst an image for viewing, but legally provides embedded

copyright to prohibit others from posting the same image (Lu, 2005).

Since the beginning of human communication, the desire to communicaeraty
has existed. There have been many solutiortkisoproblem, and the mostidely
used and investigated is cryptography (Schneier, 1996; Massey, 3888i0ns,
1992). The use of cryptography in communication makes it obvious totrader
that the communication is secret because of the encryptiontdeegverthe digital
watermarking problem requires that the very existence of communigagorthe
watermark itself) is kept secret. This can be achieved by embeddingtienark in
the media imperceptibly and detecting it whenever required. Sudhgital

watermark may carry any information, depending on the application (A@G83).

The difference between cryptography and watermarking is more intuitive.
Cryptography encodes a normal message into a secret message. If an encrypted
message is inteepted, it may immediately arouse suspicion. Once the encoded data

is decoded, the data becomes totally unprotected. On the other hand, watermarking



hides the existence of a message; so ifotiginal is intercepted, the message may

remain concealed (Q2005).

Any algorithm for watermarking should consist of thrgerts. The first, which is
exclusive to the owner, is th&atermark. The second one is th&ncode) for
embedding the watermark into the data, and tthed one is the(Decode) for
extradion and verification(Abdullatif et al 2013. Figure 1.1 demonstraté®ththe
encodinganddecodingprocesss. h the first statethe watermark is embedded into

an original image through a key file, either forsible or invisible watermarking
Thus, the watermarked image can be obtaindtile the decodingstate entails
reading the image that was watermarked and the key file used to extract the
watermark. The watermark will be extracted using the same key usethe

embedding/encoding sta@g&bdullatif et al 2013.
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Figure 11. Embedding and Detection proceségbdullatif et al 2013

In detail, there are different types of watermarking images depending on human
perception, or according to the types of documents to be watermdrkedour
watermarking procedusefor documentsare idertified which are Text, Image

Video, and Audig Watermarking Singh& Gupta,2011).

Meanwhile there are two types of watermarking techniques d#pgnon human
perception:(Visible Watermark and (Invisible Watermark Visible watermark is

visible to the viewer since it is translucent and covers an image. This is for the sole
4



purpose of ownership and copyright security. An invisible watermarkherother
hand, is embedded in the data so carefully that any adjustments done to the pixel
values are not realized. Tipgocess of extractingvatermarkcan beof one of the
three typesthe first one inonblind, while the second one gemiblind, andthird
one isblind. In the nonblind watermarking schemedwo important thingsfor
watermark discovery ameeeded, the original imagandthe secret keyMabtoul et

al, 2007).

For the purpose of extraction, the sdstind scheme requires a secret kayd a
sequence of watermark bNleanwhile, the blind scheme needs only a secret key for
extraction, which is why the retrieval of thego (watermark)does notneed the

original image(Honggin & Fangliang, 2010

Generally, the most common techniques of wateking are: The Spatial Domain
Watermarking Techniqu¢Chan, et al. 2004; Wanget al 2001; Schyndelet al
1994, and Transform Domain Watermarking TechnigDeboliaet al 2011;Anwar
et al 2010). In the spatial domain technique, timain idea is to niee the insertion
process for the watermark image into the original one by chamgirigin amourst
of pixels in theoriginal image(Dejun et al 2009. The main advantages to this are
the implementation is ea&siand investigate simplicityOn the other handhe dis
advantageds there isa possibility to discover the inserted watermahtough

computemprogramgShih, 2010 Yang & Zhang, 200p



The simplest and the most commmethodused in the spatial domain watermarking
technique is the Least Significant Blit3B coding(Lin et al 201Q. The value of the
image & not influenced by the insertion of a watermark into a particular image
(Peungpanicket al 2010. The process entails the insertion of the watermark by
exchanging theLSB of image information by the new informabn from the
watermark However, one of the main disadvantages of this technique is that it is not
recommended for copyright authentication since it can be removed from the original
image easily, and it can easily be replaced by an enormous amount otlechbéd,

asit has notincludead important data. Hence, this technique can easily be destroyed

and is unsaféMegalingamet d, 2010.

Furthermore, Genetic AlgorithnG@) is used by other studies émhance thémage
quality) and(robustness(Mohamedet al 2011 Zamaniet al 2009, as wellasit is
considered as one of the important methods which support the quality enhancement
of the watermarked image and it is represented widely as an optimization technique

(Goyalet al 2009.

A technique called kermediate Significant Bit I8B) tried to solve LSBE s
weaknessesThe study devela a solid watermarking model using the spatial
domain technique, whilst retaining the significant watermarking needs of picture
quality and reasonable capacity by embedding only one bit. The technique proved
that theedge oftherange give the highest qality for watermarked image, while the
middle oftherange give the highest robustness against image attakikis. is done

via using new pixels in the place of watermarked image pixels which help to secure

6



the watermark data from attackat the same tim&eeping the quality fothe

watermarked imagé&eki & Manaf, 2009.

The work in this research setsiew direction folSBby enhancing ivia embedding
two bits that can handle many limitationand by embeddingtwo bits in LSB
method This new direction will be used in this research to enhance the image quality
using derivative mathematical equations which study the effect of all bits in the

embedding process.

1.2 Problem Statement

The problem withdigital watermarkng is that it requireguality and obustness to be

met. However, they are almost ays in conflict with oneanother(Emami et al,

2012 Chetouani et al, 2010; Aliwat al 2013; Zeki & Manaf, 2009; Bediet al,

2009; Langelaaet al 2000).For example whethe quality is high, the robustness
decreases and vice versa. Therefore, there is a need to have a balancing mechanism

for handling quality and robustness together.

The watermarking algorithm must embed the watermsarthat it does not affect the
quality of the underlyingoriginal data. The watermark teuly invisible if theoriginal
data cannot be distinguished from the watermarkéormation. However, since
users of watermarked data normally do not haseessto the original data, they
cannot perfam this comparison. Therefore, it is sufficient ttla@ modifications in
the watermarked data go unnoticed, as long as the data comgared with the

original data (Gulati, 2003; Shelby, 2000).
7



The second important requirement of watermarking schersegolustness.
Robustness refers to the ability of the inserted information to withstand image
modifications (intentional or unintentional). The watermark should be difficult to
remove or alter without the degradation of t@ginal image (Voyatzis and Ris,

1998 Chen, 2003). However, it is important to note that the level of robustness
requiredvaries with respect to the application at hdddki, 2009) Improving the
robustness of a watermark so as to withstand attacks has been one of the main study

objectivesin digital image watermarkinHemahlathaa & Chellppan, 2012

The common watermarking techaogthat turns out well in the Spatial Domain is the
LSB (Chanet al 2004; Wanget al 2000). Many studies that used th8B method

have been developed by embedding two bits from every pixel taken from the
watermark image into each pixel of the originahge(Aarthi et al 2012 Bamatraf

et al 201Q Thapa & Sood, 20)1

One of theLSB methodlimitations is the watermarked image distortion after the
embedding proceg€hanet al 2004; Maity and Kundu, 2002 his is because the
main idea of the LSB replaces the embedding bits wiiidinal bits directly(Jadav,
2013 Zeki & Manaf, 2009; Schaynedel, 1994herefore, this will lead to ignoring

the effectiveness of other bits.

To overcome this problem is to find a new way for embedding two bits in digital
watermarking for the purpose of studying the effect in changiingther bits in the

same pixel after the embedding process.
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Another limitation of the existingSBmethodis that it is not robustnoughagainst
possibleattacks. Robustness relates to how much the inserted information can resist
any form of image altations.The disadvantage of this technique is that it can easily

be replaced by an enormous amount of embedded bits; since it does not consist of
vital information presented visually, so this technique can easily be destroyed and is

unsafe(Wu, 2002.

To overcome this limitation, a new wafor embedding two bits in digital
watermarking is needed to get a strong watermarked image and for it to be more

robust against possible attacks.

The two requirements oduality and robustness always conflict with each other
(Emamiet al, 2012; Chetoum et al 2010; Aliwaet al 2013; Zeki & Manaf, 2009;

Bediet al 2009; Langelaaet al 2000).

To overcome this problem, a new way by making a balance between image quality

and robustness has to be done.

1.3 Research Questions

Based on the problentbat deals with embedding two bitdescribed in the previous

section, tle study trieso answer the questiorzs below

1. Can adding another bit improve the quality of watermarking image?

2. How can the enhanced algorithm be used to handle image distortion?
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3. Can the shanced algorithm resist all attacks?
4. How can the enhanced algorithm maketradeoff between quality and

robustnes?

1.4 Research Objectives

This study is carried out in response to solving the described problems and to answer
the research questisas definedn the previous section. Hence, the mabjective

of this thesisis to propose new algorithms that simultaneously enhance both image
quality and robustness based on the existing techn®iBeThe followingspecific

objectives should be achieved:

i. To develop an enhanced algorithm basedl®B so that the new algorithm
could ald another bitandimprove the quality of watermarking image.

ii. To develop an enhanced algorithm based®B techniquethat can handle
image distortion.

ii. To develop an enhanced alijom based ohSBthat can resist image attacks
and increases the robustness.

iv. To develop an enhanced algorithm basedSBiwhich canmake atradeoff
betweenimage quality quality) and resistance against image attacks

(robustness

1.5 Scope of the Study

This study emphames on using a blind technique for watermarking imagehe

spatial domain to embetivo bits of the watermark image into each pixel of the
10



original image. The thesis focuses on usi&B techniqueto embedtwo bits of
watermark into lte original imageThe important thing is that the watermarked
image cannot be noticed by the third patty maintainthe safetyof the secret
message. The other important thing is that the watermarked image hasotmisie

against attacks which ttg remove the new pixels after the embedding process.

The study use the dataet from Grayscale Standard Images

(http://www.dip.ee.uct.ac.za/imageproc/stdimages/grey3calednd Datase of

Standard 512x512 Gray scale test imagetsp://decsai.ugr.es/cvg/CG/base.htm)

Twelvegray scalemages(256x256 pixel$ areused In addition,six watermarkgray
scaleimages {28x128 pixel3 areused in this study.

Practically all images can begitally watermarked; however, some types will yield
to obtain the best results from using this powerful technol®@ys study usethe
imagesof varioustypes of format likeTIFF, GIF, andPNG.Besides that, the study

test the images with uncompres$edanat(BMP) and JPEG.

1.6 Significance of the Study

The work in this research sets:iew direction folSB via enhancing iby embedding

two bits that can handle many limitatigrend by embedding two bits in.SB
method This new direction will be used in thresearch to enhance the image quality
using derivative mathematical equations which study the effect of all bits in the
embedding process. This new direction will then be usedhi@in the best
robustness against attacks by using new sets of derivagjuations. The study

suggests making #radeoff between image quality and robustness uddi§B
11
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technique to gea strong imagebesides keeping image quality for the watermarked
image asnuch aspossible The outcome of this research is a neshnique DISB,
which can enhance the image quality and find the best robustness against

watermarking attacks by embedding two bits.

1.7 Thesis Organization

This thesis is partitioned into six chapters.Chapter Onefocuses on digital
watermarking and provides a brief daption of the types of watermarkinghe
watermarking terminology and preliminary definitions are introduced. Furthermore,
the chapter clarifig briefly the watermarking algorithm process of embedding and
extracting. In addition, in the problem statemmnélaborated and the objectives of
the study are outlined, the scope of the stigdglso explained and the data set
introduced, finally the significance of the study clasftbe contributions and the

goals of the study.

ChapterTwo reviews the previgss works related to watermarking techniques. Since
the number of related studies is numerous, only the most related studiénagth
quality and how to enhance the quality anddesmage distortion after embedding
the watermark imagare discussedrherobustness requiremeistalso reviewed in
this chapterLater, its narrowdown to focus on the most commstadiesexplaining

the various models that useadadeoff between image quality and robustness
Moreover the evaluatin for image quality and rolstnesss discussedalong with

the measurement criteria that used for testing.
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This is followed by the techniquehosen forthis study, whichis called ISB, the
review of this technique is focused on the mathematical equations, the image quality
measurema which is calledPSNR MSE and image robustness against attacks
which is calledNCC, BER The optimal pixel value that @sGA is also clarified by
several studies. In addition, the related works that deals with image quality,
robustness, and thieadedf between thenarealso reviewed. Finallythe summary of

the reviews istthe end of this chapter.

Next, the proposed methodology in this work is elaborateGhiapterThree. This
chapterexplainsthe structurdor the new techniquand presents thenethodology

for this thesis to enhance algorithms for embedding two bits of the digital watermark
image based on thH&B technique. In addition, this chapter introduces the-gets

and the tools thadreused in this study. Besidésat it presents therdiancement of

the ISB technique by using two bits, and clardfithe proposed methodology that

used to enhance the image quality by embedding two bits of the watermark image
Image robustness also discussed. Aadeoffbetween image quality and rolbusss

is presentedAlso, the evaluation for the proposed algoritisrdiscussed and the
measurements criterarepresented in detaiEinally, the summar of this chapter is

presented.

Then,ChapterFour presents the proposed Dual Intermediate Sigmifi8its DISB)
method First, the chapter presents the enhancementSBmethodand presents the
ISBmethodby embedding two bits of watermark imadfealso presents arekplains

in detail thelSB technique,and the proposed Dual Intermediate SignifitaBits
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(DISB) techniqueln addition, the chapter presents the image quality algorithm based
on the proposedISB techniquewhich is calledQuality AGAalgorithm. Besides
that it presents the proposed image robustness algorithm badetSBriechnique
which is called Robust_ AGAalgorithm then presents proposetthe tradeoff
algorithm between image quality and robustnedsch is called Tradeoff AGA
algorithm The chapter also includ¢he mathematical Equations ft8B technique
andDISBtechnique withflow-charts and pseudo cad®r each of them. Finallyhe

summary of the chapter is presented.

This is followed by Chapter Five which presents the actual embedding of the
watermark images based on the propd3kK2B method and the experimental results.
Besidesthat all the tables andfigures that presents the results of the proposed
techniqueareclarified. The experimental results of the image quality by finding the
PSNRand MSE values for all embedding bits based on the propossgthodare
revealed In addition, the results ofthe proposed algorithms compared with the
existingLSB andGA are presentedhrough tablesThe experimental resultsf the
embedding process of the proposed image robusamese calculatingof NCCand
BER to evaluate the imagrobustnessare presented and clarifiech tables and
figures. Furthermore,the tradeoff between image quality and robustnessalso
included. The analysis of the proposed algorithams included in this chapter

through fgures that explain the results.
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Finally, ChapterSix includes the conclusion of this studyndthe proposed future

work with hopes of unlocking nevwdeas that can be developed and applied from this

study.
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CHAPTER TWO
LITERATURE REVIEW

2.1Introduction

The art and science of transmittingdisclosednformationin suitable carrier such
astext, image, audio and video files is also known as data hidihgnikaiselvan et
al, 201). In the present digital world, haybe used in a consideralf@mulation to
the data. The most popularly used formain the Internet(accordingto their

reputation are, txt, ompand jpeg(Brabin & Tamilselvi, 2018
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Figure 2.1. Classification for information hidig techniques (Petitcolas ef1#199)

As demonstrated ifrigure 2.1, information hiding can be presented as a tree with

branches. Watermarking and steganography are almost the same in the sense that
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they both aim to use as little to almost no degeneration of the cover object in the
process of inserting the information in the cover message. The only difference is that

watermarking increases the iIimageds resil]|

For the purpose of avoiding any forrhitbegal copying of data (piracy of data), the
watermark is integrated. Thus, watermarking is also becoming a subject of argument.
Watermarking has the ability to maintain the original image by keeping it intact and
recognizable, which is different frontegjanography or encryption. Moreover, image
watermarking can be divided into two that are noticeable (visible) and unnoticeable
(invisible). Watermarking that is noticeable carries with it an image message that
states the possession of that image spetific®n the other hand, an invisible
watermarked image may seem the same except that it may not be likegihal

unmarkedmage(Ramaniet al, 2009.

In relation to the prdem in general information hiding, four significant parameters
are usually used to ascertain that the watermarking scheme is of great value. They are
robust,quality, (capacity) payload, and security trddeoffis involved between them

as illustrated in igure 2.2(Al-Ataby & Al-Naima, 2010Gunjal & Mali, 2013.

Digital watermarking is a method used to insertycmt details or other data into
the underlying data; hence, the inserted or embedded information should preserve the
originalsi gnal 6s value with r es p-gabdstnessoandt he t

capacity.
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Figure 2.2. Watermarking Requireemts(Al-Ataby & Al-Naima, 201)

The first requirement is quality, which means that vhkie of the aginal signal
should not be influenced ke watermark.The watermarking embedding is a kind
of distortion of the host image. The perceptual invisibility of the distortion of the
watermarking is the preliminary condition for commoatermarking schemes €
Santis,2008) The second requirement is robustness, in whiclwiitermarked data
should be resilient to removal or elimination by unofficial distributors. Hence, it has
to be resilient to certain signal processing operations, nditteljng, compres®n,

and filtering with compressiorCapacity is also requide This refersto how many

bits are inserted at one gdén addition, the capacity of watermarking should be
closely related to the imageds odontent,
different image. Finally, security refers to the inability of the hacker to extract

hidden informatior{Zhang and Zhan@004).
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Quality and robustness have made watermarking a popular topic of discugsion
and Yang, 2003 Podilchuk & Delp, 2001lPodilchuk & Zeng, 1998thatis why the
study will focus on themThis studyis focused on two requirementisat are image

quality and robustness.

In addition, many studies in the past used different datasets is é¢mumber of
images, size of images, and the type of images&axeng2008) used fouoriginal
gray and colored digital images withe size of 256x256 pixels for testing his
proposed watermarking scheméeungpanich et g12010) used seven color images
with the sizeof 256x256 pixels,on the contraryHonggin and Fanglian¢2010) used
sevenoriginal grayscale images witthe sizeof 512x512 pixds, Anwaret al (2010)
used ten standard images as cover images and the secret infalgelshtiaget al
(2010) usedour standard images as the cover image to check the quality and the
robustness of their pposed watermarking method, Let al (2010 usedfour
grayscale images awiginal imageswhich are downloaecd from USGSIPI Data
base with size 52812 pixels,Yang and Zhan@2009) used two grayscale images as
original imageswith the sizeof 512x512 pixels and two images as waternsaskth

thesizeof 128x128 pixels.

2.2 Enhancing Quality of Watermarked Imagesand Handling Distortion

With the aim of ascertaing the proprietorship of a range of multimediach as
images,audio, and video, the method of digital watermarking is appladital
waternarking attains the exclusive rights protection of inserting a signal with

cettifi abledata for originaty (Peungpanich et al, 201LGGenerally, theémage quality
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should bekept asmuch agpossible and cannabrrupt by the watermarking system,

whereas thensertedwatermark shoultbe recovered dependably.

In most cases, the watermark should be inserted using the chosen algorithm that does
not affect the original dataods value.
watermarked information cannot be seen, the watermark Bscamdetectable

(Gulati, 2003).

Various studies on image watermarking have been done continuously in previous
years. These studies can be categorized as spatial ddraagiorm domainor both

(Peungpanich et a2010Q.

2.2.1The Transform Domain Techniques

In transform domain, manyf the techniques of transformation are first implemented

to the original image. Then the inséoh processcan be donébyy changing the
coefficients of the transform field. The change that is used may be Discrete Cosine
Transform DCT) (Ahmad & Gaydecki, 20Q9Dejun et al 2009 Gunjal & Mali,

2017, Gupta & Jain, 201 or Discrete Fourier TransfornDET) (Ansariet al 2012
Dubolia et aJ 2011 Jun & Jun, 200p Discrete Wavelet TransfornD{VT) (Tripathi

et al 201Q Yonggianget al 2009.

In relation,Cox et aJ (1997)proposed a watermarking technique by embedding a
watermark in thé&CT domain using the concept of spread spectrum communication.

The authors realized that, in order totab a robust watermark, the watermark

20
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should be embedded in lefrequency components of the image, and does not need
the original data for extracting watermarks. The method #uel watermark to the
image by modifying the 1000 largest coefficients of B@T (excluding theDC

term). These components are heuristicalhd perceptually more significant than
others. An important open problem is the construction of a method that would
idertify perceptually significant components from an analysis of the imagehe
human perceptual system. Such a method may include additional considerations
regarding the relative predictability of a frequency based on its neighbors. The latter
property is important in combating attacks that may use statistical sagabyf
frequency spectra to replace components with their maximum likelihood estimate.
The study showethat by using theBavariancouple imagethe proposed algorithm

can extract a reliableopy of the watermark from imagery thistdegraded with
several common geaetric and signal processingocedures. An important caveat

here is that any affine geomettransformation must first be inverted

A Discrete Wavelet TransformDWT) based watermarking scheme proposed by
Tripathi et al (2010) makes useof both blind and noiblind algorithms. The
highlight of the algorithra is that besides protecting the copyright of teginal
image, they also protects the watermark from any misuse. Since the embedding
process uses data from the source image, thaotixin of the watermark by an
unauthorized person is not possible. It thus serves the twin purposes of providing
copyright protection to the watermark and increasing the security of the whole
process. For this purpasenew pseudo random generator bagethe mathematical

equationshas been developed and used successfully at various stages in the
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algorithm. The new concept of applying pseudo randomness in selecting the
watermark pixels makes the process more resistant to attacks. In conjunction, the
randonness is also incorporated in selecting the location to embed the watermark.
Furthermore the watermarked image was tested under various attacks and they
found that the proposed technique is better than the contemporary techifiggies.
dependency of the wermark on the cover image makes the technique resistant to
copy the attacks. It was found that the method is resistant to most of the commonly

occurring attacks.

Finally, the proposed technique can be made more robust by introducicgnttept
of FuzzyLogic, Adaptive Fuzzy Logic, or Neural Networks. Furthermore, Fuzzy
Logic can be used instead of pseuwdndom approach, in the selection of the-sub

blocks, where the watermark pixels are to be embedded.

Besides a number of disadvantages of the transfommaoh have been discussed by

Kao and Hwang (2005)Iin particular, while the transform domain is regularly more
robust than the spatial domain techniques, it still loses some embedded data after
performing the lossy compression process to the watermarlagkifisangelaaret

al, 2000 Wang & Pearmain, 2004 herefore, users are not able to hide the text
information in it Chung et gl 2001) Earlier, Swanson (1996leared that the

process of compression and hiding is extremely complex than the spatiahdomai

On the other hand, Bhatnagand Raman (2008)resented a serhiind reference

watermarking scheme based DNWT and Singular Value DecompositidivD for
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copyright protection and authenticity. They used a gray scale logo image as the
watermark insteadfathe randomly generated Gaussian noise type watermark. In
embedding the watermark, the original image is transformed into a wavelet domain
and a reference stimage is formed using directive contrast and wavelet
coefficients. To embed the watermark inteference image by modifying the
singular value of reference image, the singular value of the watermark is used. The
reliable watermark extraction scheme is developed for the extraction of the

watermark from distorted images.

2.2.2The Spatial Domain Techniques

On the other hand, the watermark could be simply inserted into the original image
through the other domain which is called spatial domain. This is done by modifying
the gray levels of certain pixels that are present in the original if&igk, 2010.

The benefis are low complication and easy execution; however, this also makes the

embedded data more vulnerable to detection through a computer analysis or attack.

This is one area that an image is symbolized through the strengths at the known
points in space, anithe demonstration of image data usually use®/it & Hwang,

2007 Chenet al 1999.

The watermark has to be inserted this way since these methods arerohaaceo
with direct alteration of the values of the image pixels. They are straightforward and
computationally competent. They do not require difficult application and need very
little computational power due to their ability to change the color, luminance

brightness val ues (@datryan &Asagyart,2000 i mage 6 s
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A number of studiegBamatraf et al201Q Fridrich & Goljan, 2003 Hajisamiet al,
2011, Maity & Kundu, 2002 Mohammad & Asad, 2008Viukherjee et al 2004
Nasiret al, 2007 Seddik et al, 2003Singh & Gupta, 201;1Zeng & Wu, 201 hawe

used the spatial domain techniques.

Predictable spatial domain watermarking is the least dependable; hence, it is not
widely used. It is here that changes are made to the pixels of indiscriminately chosen
areas based on the signature of logo. Based predefined algorithm that might

have different complexities in practical systems, the chosen image data are prevented
slightly. The maindrawback to this conventional watermarking is that removal from
the initial image is made simple, which makes this hoét unsuitable for the

authentication of copyrigh{Megalingam et al, 2030

In this case, the transform domain watermarking method has shown better
effectivenes in attaining thequality and resilience in comparison with the spatial
domain method. However, too much data cannot be inserted in the transform domain
since this will lead to a considerable deformation of quality ofaihginal image
(Dejun et al, 200p Some disadvantages of this transform domain were presented by
(Kao & Hwang 2005. Although the transform domain is usually more robust than
the patial domain technique, it still loses some embedded data after performing the
lossy compression cess to the watermarked imag®¥ang and Pearmain, 2004;

Langelaar et aR000.
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In the spatial technique$,SB is used to embed the watermark into thegioal

image so that the watermark can be embedded into an image without influencing the
I mageods s(Jam & Rdi,i2@1Ra The advantages of using this technique are

it is very easy, fast, efficient, and the watermarked image quality might be simply
controlled(Thapa & Sood, 20)1Furthermorethis method makes it possible for the
insertion of small objects several times so that in.élvent that there may be any
loss of image thlamay occur through attacks, one remaining watermark would still
be considered an achievement. This technique contains a range of variations.
Generally, it includedogo insertionby substituting the.SB of the original image

data with the information from the logo. The most common way used in
watermarking utilizes a spatial domain, which involves the insertion of the

watermark in th&.SBof the image.

2.2.2.1 Enhancing Image Quality Using.east Significant Bit

Many studies have been carried out in thaddfiusing the traditional SB or by
embedding two or three bits as well as to enhance the q@ahtyhi et al, 2012;
Bamatrafet al, 2010,Thapa & Sood, 20)1 while other studies try to make the
enhancerant by using Genetic AlgorithnG@) (Mohamed et al2011 Zamani et al

2009. It is considered as one of thmportant methods which support the quality
enhancement of the watermarked image and it is represented widely as an

optimization techniquéGoyal et al 2009.

When inserting information or data in a cowerage the LSB methodis applied.

Modifications are made to the pixels inside the cawsage by bits of the secret
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message. Based on the message, the 4 to 1 leababeto be modified even with

the inserted first 8 bytes of the grid. Generally, for the purpose of concealing a secret
message with a coveanage only half of the bits in ammageare modified. The low
quality of the watermarked image (less thiwe 4bit LSB makes any change to the
LSBof a pixel result in small changes in the intensity of the colors. However, these
modifications are not apparettt the human eye. The changed bits can be obtained

by a passive attacker due to this simple proce(Bmenatraf et al2010Q.

The first LSB has been recommended widely. In contrast, this proposed
watermarking algorithm uses the third and folr8Bto the data. As a response to
the security reson, it is anticipated that the existence of the hidden data in the third
and fourthLSB will not be anticipated. In accomplishing that, first, the image in
grayscale is selected atite algorithm transfers the data into binary values after they
are typed.Then, it hides the data in the image, and the watermarked image is
obtained. Later, the data will be obtained by the receiver and removed from the

watermarkedmage(Bamatraf et al, 2010

A bit plane can be defined as set of bits with the same position in relevant binary
numberswhichis also known as a bflane of digital image&Zeki & Manaf, 2009.

For image penetratioreight smilar bits are formed from the grayscadé every

pixel; the first bitplane includes a set of the most important bits and the 8fidnie
includes the least important bits. Computation and the insertion of a load of data
which helpmaintain a good level of quality are made easier W#B Fa any

insertion, the added LSBs are used that cause further deformed. idsulall pixels
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in an image can tolerate a huge quantity of modifications without making it obvious.
The main number of theSBs with modified gray values that do not produce a
detectableartifactin each pixel is distinctive. Apart from that, according to Wu and
Tasi(2003) , the modifications of the gray

areas are further easily noticed by human €¥eki et a] 2011).

Yet another easy and resilient watermarking method with random mapping features
is proposed. This algorithm carries with it the idea that watermark embedding can be
more resilient comparedith the traditionalLSB method. It makes the secured
random coordinate of the cover image enhance the resilience of the watermarked
image. It has been found that the watermarked image contains a higher quality in the
case of the proposed scheme coragato the use of theSB method(Lee et al

2009.

Furthermore, a study bgumari et aJ (2009 used an_SB method viainserting the
watermark The study showed th#here are three possibilities aftiie embedding
processi) no changes on the value of the pixglthe value of the pixel increases,
and iii) the value of the pixel decreases to oftee studydivides the image into a
non-overlapped window of a predefined size. Any windowhefsize(m x m) will be
having () pixels. Each pixel in the window ispeesented by a location (xi, yj) and
a gray level valueof pi. By embedding a bit i.SB the pi value will have the
following three cases. Cade pi values may be the same, if the correspondi&8g
of pi and embedded b#rethe same i.e., 1 or 1 and 0@ Case2: pi values may be

incremented by one, if the LSB pfis zero and embedded bit value is one. Case
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pi values may be decremented by oneSBof pi is one and embedded bit value is
zero. If thepi is even, itsLSB is zero; therefore, its vaé will be changing as
represented in Casel or Case 2. If phes odd, itsLSBis one; therefore, its value

will be changing as represented in Casel or Case 3. Based on the above three cases,
the present method found that the ambiguity of pixel valukswirising at the time

of reconstruction between successive even and odd values. To overcome this present
method, it is essential to treat the successive even and odd values of the window as
the same, i.eni andni+1, whereni is an even number, andetllifference ohi+1

andni is always one. The method is applied on more than 32 different images with
different sizes. However, the present work shows four of t#werof the sizeof 100

x 100, and converted each character of the watermarked text as &@dbi by
dividing each character value by m@dThe fourbit remainder is appended to make

8 bit text character, as 12 bit character. The meitiexdified would overcome with

a solution for the ambiguity of gray level values, which arose between swvecess

even and odd values after inserting the watermark Wiy

Bamatraf et al(2010) produced an easy and resilient watermarking algotib@rd

and thedth LSBmethod This is for the sole purpose of defense that the hidden
data is not expectetb be inLSBs three and fourFirst, the image in a grayscale
image is selected and the data is transferredioary value after being typed. Then,
the data is concealed in the image with the algorithm. The watermar&gdis then
received, data ragved back, and that data is extracted from the watermariagk
Four covelimages of 512x 512 pixels grayscale images were utilized. The first was

for the insertion of secret information containing 128 bytes in determined pixels in
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LSB three and fourand then the retrieval of watermarked images without visible
deformation and subtracting the watermarked image from the initial image to
contrast. The second was for the insertion of similar secret data containing 1023
bytes in the four images, then retiieg the watermarketmages with no obvious
deformation and deducting the watermarked image from the imtegeto discern

them. Because of the modification EB three and four, a black image will be
noticed as a distinction between the initialageand the watermarkeishage The
values of the 3rd and 4thSB are 4 and &espectively, and 12 is the ultimate
distinction of thepixels between the two imagebketvalue 12 in grayscale images is

nearly black.

Another blockbased multiplébit spatial domi spread spectrum image
watermarking systemwas proposed byshosh et al (2009 where a gray scale
watermark image is represented by less number of binary digits using channel coding
and spatial bphase mdulation principle. The method developed an image
watermarking algorithm that can serve the purpose of media authentication as well as
secure the communication of an image like a message signal in real time
environment. This has been accomplished by éxpipthe strong spatial correlation

of the neighboring pixel values of the cover imablee methods made here for the
cover image ofthe size 256x 256 with 8 bits per pixel. On the other hartle
watermark image size taken was %464 with 4 bits pepixel. The cover image is
partitioned in 8% 8 nonoverlapping blocks, and watermark image i< 2 non
overlapping blocksThe proposed watermarking is based on ¢benbination of

channel coding and spread spectri@chnique. The binary of watermark imagge
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thesize 32x 32 is obtained using spatial-phase modulation by assigning a binary
digit for a substring consisting of 64 symbolhe algorithm is simple with low
computation cost and can be easily implemented in hardagial design of the
proposed algorithmis also developed and thus makes it suitable for real time

authentication as well as secured communication

A modified LSBembedding approach has been proposed recdiméymain goal for
this study is to make enhancemémt the commorLSBby using two bits from the
watermark into each pixel of the original imagarthi et al 2012. To make the
embedling process fodata ino a cover image, th&SB method is applied. The
application of theLSB methodmeansthat the pixels which arénside the original
image will be replaced with bits from the watermatiese bits represent the secret
need to be hiddenThese modifications are not apparéatthe human visibility
system but can easilype detecied by sveraltypes of image attacks. The proposed
method used one cover image wille size 256x 256, while the size othe
watermark image applied with many size in each time of embeds]ibg x 50 and
100x 100.TheLSBscheme is chosen ftie proposed workThe conventionalSB
scheme provides low embeddingeraindow distortion and is irreversiblélowever,
the conventionalLSB scheme uss only one bit in every pixel for embeddinghe
proposed scheme presents a modifi€sB embedding strategyhat satisfies th
reversibility and improves the embedding rate by using two bits in every pixel for
embedding.The hgher thePSNRvalues the better the quality of themage. Since
the secret datss embeddedn the 3rd and4th LSB bits of each pixeljt has been

noticed that there aome changes witthe value of the pixels. Because of thise
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scheme cannot be used for crajaplications where reversibility is mandat.

Khodaei & Faez (2012) suggested an adaptive-lidiag technique based diSB
replacement and pixel and value differencifRvD) for grayscale images. The
method divides the covémageinto some nofroverlapping blocks containing three
consecutive pels, and picks the second pixel of each block as the central pixel
(called basepixel). Then LSBreplacement is applied to inserbks of secret data in

the basepixel by using optimal pixel adjustment proce€PAP. The quantity of
secret bits thatan be inserted in the two pixels is decided through the dissimilarity
between the bagaixel value and other pixel values in the block. In this procedure,
the differences are classified into lower level and higher level with a number of

ranges. Then, thaumber of secret bits that are to be inserted into each block is

gained based on the range which the different values belong to. A huge quantity of

secret information can be implanted with this procedure while maintaining a high
visual quality of the stegonages. Compared tother three datéhiding methods
which are investigated in this study, tRENRvalues and the embedding capacity of
theproposed technique are greatarthe experiments, tenayscaleimages withthe
sizeof 512 x 512 are used as tesover imagesMoreover the secret data bits are
generated by a random numigemerator. Generally, for evaluating the performance
of datahiding method, four criteria are utilized: the distortion #imel visual quality

of the stegamages, the embeddirgapacity, the complexity and the security of the
embeddinghiding algorithm. These factors are conflicted together ted data

hiding methods rarely can prepare all these fadbthe same timelhe proposed
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method tried to satisfihese performanceitgria. Their algorithm can embed a large
amount ofsecret data while maintaining acceptable image qualibyvever, their
proposed algorithm only has fixesimbedding capacity. In addition, the derivation
for threeconsecutive pixels in the boundary regismpoorlymanipulated using raster

scan order, resulting in inaccurgteel differences.

Another study proposed bgChan & Cheng, 200Q1lis for an improvement to
efficiency and an enhanoent to image qualityThe MSB is called the first bit,
while the LSB is called the eighth bitwith the use of the optimal substitution
process and local pixel adjustment processjrittagie quality of the resulting stego
image is much better than that thfe simple replacement method. However, the
optimal substitution process may require a huge computational cost f@Atle

find an optimal permutation matrix. Moreover, the local pixel adjustment process
operates only on the last three bits (b#8)@rd the fourth bit but not on all bits. As

a result, the local pixel adjustment process may not be optimal.GFhes not
required and the local pixel adjustment process is modified to operate on all of the
bits except the fifth bit, which is used to embkd tlata, and the bit location will be

rearranged according to a key to avoid possible attack.

A study proposig an adaptive data hiding algorithipased orLSB substitution and
PVD for grayscale imageblas been conductday Tsaiet al (2014) The main pont

of this algorithm is to use a dynamic blosibdivision to replace pixel traversal.
This algorithm also consists of three phasesrahnge division, data embedding, and

data extractionThe study used 8 gray scale ima@es cover image with different
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sizes of blocks. Theexperimental resultare obtainedfrom eight commonly used
grayscale imagesFurthermore, the pixels in the boundary region can be
manipulated, allowing accurate pixel differences tadbaved for data embedding.
The embedding capagitind image quality ithe proposedalgorithm can be adjusted
according to the block size. Thstudydemonstratethe feasibility of this technique
for adaptive data hiding with the support of experimergailts. Intime aheagdthey
hope tointegrate tle imageinterpolation scheme and then perform pixel difference

calculations to consider both the embedding capacityraage quality.

Another method using 3LSB watermarking techniqeehas beenproposed by
Dadkhahet al (2012),which is ableto authentate the digital image and detect the
tamper locations accuratelyThe proposed method improved tampdetection
technique. In the proposed algorithm aliPwatermark keyis created from each
block of original image which is embediedto the last threesignificant bit ofeach
block. The proposed tamper detection method cossistwo parts which both are
the comparison of the content thfe 12bit that hasbeen watermarked toriginal
image In thefirst level, the average intensity bitwecomparedwhich arethe last 2
bits of the 12bit, whereas thesecond level is theomparison of the remaining 10
bits, in which all hare to be identical otherwise tamperingvill be occur The

experimentafesult clearly proved the efficiency tife proposednethod.

Hsieh et gl (2000) introduced a general concept call@d-k)/n method to improve
the cover image quality for all traditional watermarking techniques, and another

special case fain+1)/n method is also proposed. (n+1)/n method, an intermediate
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set isderived from the information set by a simple Exclusd/ operation. In the
algorithm, the intermediate set is embedded rather than embedding the information
set directly. As a result, the number of feature modifications for embedding the
intermediate sewas found 25% less than that for embedding information set
directly. Additionally, the quality of the cover image applying the propdgsed)/n

method was 2.5db better than the traditional one.

Yin et al (2002) proposed an embedded annotation data,eomascopyright logos,

and fragile watermarks simultaneously within an archive image. In their works, the
annotation data are embedded within eight surrounding pixels of each 3 x 3 image
block using thea.SBreplacement method. The multiple copies of annmtadire also
embedded, in which each copy of the annotation was separated by boundary line
signals that are embedded together with the fragile watermark. The annotation data
within the cropped images could always be extracted if any two consecutive vertical
and horizontal boundary lines (which embraced a square area) could be found. On
top of that, a museum copyright logo is also embedded to prove the ownership of the
archived images. Furthaore a fragile watermark, based on tH¥S is embedded

in the cetral pixels of 3 x 3 blocks imperceptibly. Hence, any alteration to the

watermarked image could be detected and located with a high probability.

Al-Jaber and Alogily (2003phen introduced an algorithm which makes use of the
LSBmethod to embed the infoation within the inhomogeneous areas of the cover
image. In the algorithm, an error correction code is used to increase the probability of

retrieving the message, and to enable the receiver to detect any alterations in the
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cover media. In this case, theceiver informs the sender about such alterations. This
model makes use of thEVS properties and embeds the message in the most
important areas of the image. Experimental results prove that this method is efficient
and effective to be used, in additiontthe finding which reveals that it produces high

quality images.

Another study for watermarking colored images (such as cartoon imagedidime
images, binary images, maps and the like) was proposé&thibgt al, (2002) The

main idea of this algorithns to use the prioritized stitdocks by pattern matching in
selecting the pixels with the least visual quality reduction of embedding. In the
algorithm, a suiblock withthesizeof 3 x 3 is employed to evaluate the embeddable
priority of its central pixelby examining its eight neighbors. Each <lbck is
associated with a rank, indicating the effect on its visibility by assuming the change
of the central pixel. The higher rank implies that the alteration of the central pixel
reduces less visual qualitgnd it should have a higher priority for embedding. It was

found that the algorithm performs well.

In the scheme proposed Kyilasanathan (2003)he polarity of the central pixel of

an image block is determined by calculating the differebeéween theenter pixel

of the image block and the mesaof the image block pixels. Additionally, a fragile
watermarking scheme, which embeds the marks on the central pixels of the image
blocks based on the polarity of the pixels, has also been proposedthideaTurity

level of the scheme and the possible extensionuitiple watermarking schemes are

investigated.
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In detail, the most common way used in watermarking utilizes a spatial domain that
involves the insertion of the watermark in th8B of the image. Tis enableghe

logo to be inserted into the original imadpy trying to keep the quality of
watermarked image amsuch aspossible.On the other hand, tHeSBis not resilient

against attacks

2.2.2.2Enhancing Image Quality Intermediate Significant Bit (ISB)

The main idea for the proposed technique depends on bit plane model which means
fitakes a bHplane of digital images as a set of bits having the same position in the
respecti ve biAdstadng to this mthdygraystale image depiction
contairs eight bitplanes,a groupof the Most Significant BitsMSB) being in the

first, and theLSBin the 8th. The Intermediate Significant BitSB) are placed from

the 2nd to 7th biplanes(Zeki and Manaf, 2009).

The important thing when the embedding pess has been done is to keep the
quality of watermarked image asuch aspossible.If the original image and
watermarked image cannot be differentiated, the watermark becomes unnoticeable.
Nevertheless, because thaginal image of the watermarkeiinage is not easily
attainable, comparisons cannot be made. Hence, it is essential the changes in the
watermarked image are imperceptible since it @ compared with the original
image Gulati, 2003; Shelby, 2000)n the meantime, the highest value of theuinp

signal (frequently 255 for 8 bit grayscale images) is the Peak Signal to Noise Ratio
(PSNR (Eggerset al, 2000. After inserting the logo, th®SNRis applied for the

watermarked i magebs quality assessment.
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PSNR nevertheless, thenage property gets better as tHRSNRgets bigger. An
adequate quality of watermarked image regarded by many is wheRSN&is
greater than 30 diZeki, 2009; Bennour, Dugelay; and Matta 2Q&0me need it to
be 34 dbCheung, 200; Eggers, Su, & Girod, 200@nd others require 38 db as an
adequate image qualitfHosinger and Rabbani 2000 According to these
illustrations, an adequate image quality for this researchPSNRvalue equal or

larger than 30db.

In accordancewith the parameters of every {ptane, Zeki and Manaf(2009)
evaluated the position of the watermarked pixel. Hence, if it is located in the middle,
when the pixel is affected by any attacks, this causes complexity in the moving of a
chosen bit to a nevocation.The study usedatermark object (loganage) which is

in grayscale level image. It contains 90 x p@els and will be embedded within the
original grayscalelevel imagewhich contairs 256 x 256 pixels. The embedding

done with all bitplanes ad few different types of attacks have been applied to the
watermarked image in order to test the robustness ofptbposed technique.
However, any minor modification by attacks on the pixel value that is positioned on
the outer range will move the pixiedm one range to another. The result showed that
the 4" bit-plane, in which the distance from the edge of the range for the position of
the watermarked pixel was 6, was where the-bb#ined logo from the undistorted
watermarked image can be found. danclude, the study contributes to the body of
knowledge by replacing the clasgi&B method with a new one calld&B, which
develops the resilience and makes sure the value of the watermarked images is intact.

ThelSBassisted in locating the thresholalwes for the greatest embedding status.
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Another proposed wavelet based Digital Watermarking approach with two steps is by
Peaumal & Kumar(2011. In the first step, a Threshold based on Intermediate Bit
Values TIBV) of image pixels is proposed by selecting the image pixel for inserting
the watermark. In the second step;aftiar's method is used for inserting the Digital
Watermark bits in the selected pixels of the first step. These two steps make the
proposedl'IBV-DW method more efficient and hard to break. To test the efficacy of
the proposed’'IBVDW method, various statistical measures which indicate a high
quality, unrambpguity, confidentiality and integrity of the present technique. The
proposed method embeds more than one bit by usingtté&f's method in the
selected pixels based dmBV approach in a single pass using wavelet decomposition

and also derives high embeddethge quality.

Finally, an approximation approach is proposed HEyami et al (2012 for
idertifi cation of the rightful owner of the property by utilizing the remaining
information of the attacked watermarks regardless of the attack behavior. Here, the
owneship of the property igdertified by coupling theBilSB (Duo-ISB-Bit-Plane)
watermarking algorithm with théll (Histogram Intersection) technique. BilSB
approach, while the main watermark delivers the ownerghigrtifi cation
information, the sulwvatemark, which is a bipattern histogram, is the statistical
information regarding the main watermark. In addition, thre@ditern histograms,
namely - original, extracted and computed swhtermarks have been used for
approximation purpose. An investigam has been achieved using a standard Lena
grayscaleoriginalimage of 512¢x 512 pixels, a trademark image of 889 pixels as

a subwatermark. The proposed approach was successfully achieved by preserving
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the quality of the watermarked image and, stangouslyjdertifying the ownership

of the property.

2.2.2.3Enhancing Image Quality Using Genetic Algorithm (GA)

One of the most important algorithms used to enhance the image quality and
robustness i$GA, in which can be found anappropriate positionni the original
images toembeda watermarkn a way thatretains thamage quality Particularly,
spatial domain techniques are known for poor values of fidelity, although they are
simpler to implement. The study proposed a technique which em@laykat used
normalized correlation of the cover image and watermarked image as the basis of
fitness function that needs to be optimized and works by searching appropriate
embedding locations of watermarks within the cover image which are treated as the
populationof the GA. This is the reason of the wide applicationGA in optimal

areasFigure 23 describes a simpl8Ain its simplified form(Goyalet al 2009.
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Figure 23. Genetic Algorithm proces$yal et al 2009

Another study introduces a method of adapbliad digital image watermarking in
the spatial domaifAnwar et aJ 201Q. In this study, both cover and secret images
are partitioned into equsgtsized blocks. Then, theriginal for each secret image
block isintelligently selected througBA which helpsin identifying the target blocks

of the cover image such as that with ttfeB embeddingthe visual quality of the
cover image andjuality of secret image remain less affected. At the watermark
extraction phaseonly the watermarked image is required which using Jigsaw
Puzzle SolverJP9, the secret image is reconstructedr experimentgburpose, the
study used somef the standardmages as cover imagend secret imag&Vhile
embeddingwatermarks, the ses of both the cover and the secret imagee kept
similar. The results are first calculated by embeddhm secret image into the cover
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image by using conventionaingle LSB replacement method and then the same
experiment was repeated by doubling gag/load of thesecret data into the cover
image i.e. replacing 2SBs of thecover image by the secret image bNghile in
watermark detection processrandom image isxtracted by exacting linearLSBs

of the stegamagethe method increases the padad? times and keepise quality.

Wang et al, (2000) proposed a data hiding technique in stoand transmitting
important data. Their technique embeds the important data in the Moderately
Significant Bit (MSB) of an image, and applies a global substtustep, as well as a

local pixel adjustment process to reduce any image degradation using the Local Pixel
Adjustment Procesd PAP). In the first step, a polynomial transformatifRhee,
1994)is applied to cipher the watermarked image and obtain arpedumage. In

the second step, the MSB (the fifth bit) of all the pixels of dhginal image is
extracted to form a (binary) residual image. In this stepMBBis called the first bit

while theLSBis referred to as the eighth bit.

Wang et gl(2001)incorporated &A to solve the problem of hiding important data
in the rightmost. SBsof theoriginal image, which involves a huge computation time
to find the optimal result when k is large. The disadaget regarding to
computational time is also explained 6han and Cheng (20Q1} should be noted
that the optimal substitution process requires a huge computational cost@ tihe
find an optimal permutation matrix. Moreover, the local pixel adjustnpeocess
operates only on the last three bits (b#8)@&nd the fourth bit, but not on all the bits.

Hence, it was found that the local pixel adjustment process may not be optimal.
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Further,Chan and Cheng (200fpjoposed an improvement to the schemmduced

by Wang et al(2000)to improve its efficiency and enhance the quality of the image.

In relation, Chan et al, (2004) also obtained results for data hiding scheme in
embedding the k number of bits together within kh@t-planes, by an dpnal LSB
substitution andSA. Using the proposed algorithm, the Worst Mean Square Error
(WMSE between the covemage and the watermarked image, is shown to be %2 of
that obtained by the simpleSB substitution method. As a result, the quality of the
watamarked image could greatly be improved, with low extra computational

complexity.

Previously, Changaet al, (2003)proposed an optimalSB substitution in image
hiding using the dynamic programming strategy. Although the method proposed by
Wang et al(2001) was proven to reduce the computation time, the results it achieved
were not optimal, but they wer €hagad her
al, (2003)made use of a dynamic programming strategy to solve the opti&il
substitution problemln accordance, it was found that the method significantly

reduced the computation time and also achieved an optimal solution.

On the contrary Hala and Zayed (2003nplemented a technique for hiding secret
data in images. Their technique combines twoho@s$ to improve the quality of
images, namely theptimum substitutionmatrix andpixel adjustmentprocess. The
optimum substitution matrix replaces tikeLSBsof the data by other optimum

values to minimize the difference between the carrier image anskethet data. It
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was found that the optimum substitution matrix is a computationally expensive
process. In addition, they implemented a dynamic programming strategy to find the
optimum substitution matrix. After applying the optimum substitution matrixted

secret data was hidden in the image, a pixel adjustment process was used to decrease
by about half of the Mean Square ErrdtSE between the watermarked image and

the carrier griginal) image.

2.3 Enhancing Robustness of Watermarked Image

The second imptant requirement of watermarking schemes is robustagamst
image attacksCopyright authentication or secret communication can be achieved

through digital image watermarking.

Watermarking attacksare, in fact, exploitations of image, whereby diffdren
processes can be implemented to images, which then cause geometric alterations, and

remove and change watermark objects from the ifihggrgen, 2005).

Watermark attackgan be classified into four types, which gmotocol attacks,

geometric attacksemoval attacks and cryptographic atta@Bsethaet al 2011).

Removal attackfry to remowe the watermark signal from the watermarked image by
not breaking the protection of the watermark algorithm. It is not concerned with the
encryption methods used bow embedding was performé8onget al, 2010. The
classificationsof removal attacks can beomprised of bluing sharpen attacks

noising,andhistogram equalizatiofGeetheet al,2011).
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Geometry attacks, on the other hand, differ from removal attackselhéhe goal

is to alter the watermark signal instead of damaging it. However, there is still the
probability of recovery of the original watermark by the detector if there is a way to
determine the geometry attack and apply coumterasure. This correomal
procedure is called synchronization, which can be extremely costly and time
consuming. Image rotation, scaling, and translation and skewing are classified under

watermark attacks.

Cryptographic attacks are aimed at breaking the procedure usecdoitysen any
watermarking schemes and finding reliable methods to eliminate inserted watermark
data or to embed confusing watermarks. The biariee method is one example,
which tries to break the defense of the watermark by applying a huge number of

ways to look for any meaningful secret dé&onget al 2010.

Another type of watermark attack is known as protocol attacks. Protocol attacks
make the attackerds own watermark signal
which causes the real ownership of the dathevague and doubtfulThis totally

differs from other attacks, which only destroy, distort or extract the watermark
signal. Protocol attacks go for the whole idea of applying watermark techniques as a

resolution to copyright protection.

Copy attack is yetnother form of protocol attack that takes an estimation of a
watermark from watermarked information and copies it to another data known as

target data. In order to satisfy its vagueness, the watermark estimation that is derived

44



is modified to the featuresf the target data. These classifications of watermark

attacks are summarized in Figurd gSonget al, 2010).
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Figure 2.4. Watermark attacks classificatioBdnget al 2010

There is always the posdity of a watermarked image being exposed to certain
deliberate and unintended exploitations, for exam@pREG compression, Speckle
noise, cropping, blurring, Rotation and Gaussian filter. The attacks of watermarking
refer to the exploitation of mimage whereby various processes are applied to
images. This leads to geometric deformation as well as elimination or change of the

watermarked objects from timage

Ample numbers of watermarking methods that can be subdivided into different
practical and ifficulty stages have been generated by studies in watermarking areas.

They all aim at lowering the weakness in numerous attack situations.



A variety of image watermarking techniques have been propmséztus on the
robustness to common attacks likergpressionnoise, cropping, and geomet(gao

et al 2010 Kumariet al 2009 Megalingam et al2010

This study has chosen five attacks, which apply to the watermarked image. The
attacks areJPEG compression, Speckle noise, blurring, Wiener and Gaussian filter,

respectively.

2.3.1Enhandng Image Robustness Using 8B

A study on a robust method for digital watermarking in spatial domain has been
discussedMegalingamet al 2010. The technigue manages an image in the spatial
domain which is watermarked at different intensity subsections. Morgaestided

is the evaluation of the projected spatial domain technique with the frequency
domain technigue. By deducting tbeginal image from the watermarked image, the
normal watermark can be removed from the conventional spatial domain
wat ermarked i mage. Only the expected use
can remove the watermark. This would avoid any eavesdrdpparremoving the

data embedded in the watermark, which makes the method suitable sacurity

aspect as well. The resilience of this watermarking method can also be authenticated
with pseudo random noise with the watermarkedge Hence, an intrudes not

able to remove the watermark if he does not have the appropriate key that is

multiplied by the image.
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Another study proposed an alternative watermarking technique based onlspatial
modification (Chen & Lu, 2012 It is robust against moderal®EG compression,
while keeping all the features of LSB. The study used quantization to JB&&
compression, and us&CT basedIND model to reduce image quality deterioration.
The embedded watermark is more robust against usual spbiBl based
watermarking techniques. However, it may still suffer from deliberate attacks and

color level manipulation.

In addition, aspatial domain atermarking scheme using simple error control coding
techniquehas beerproposedRohith & Bhat, 2012. The idea otthis scheme is to
embed an encoded watermark using (5, 1) repetition code inside the cover image
pixels byLSBembedding technique. The proposed algorithm is simple, more robust
againstsalt andpeppemoise tharLSBonly watermarking techniques this gudy, a
comparison is made between embedding different watermark encoding schemes such
as (7, 4) Hamming code, (3, 1) repetition code, (5, 1) repetition code, and without
encoding for different noise density of salt and pepper noise. The watermark
encodingscheme using (5, 1) repetition code provides better robustness towards
random error comparewith other said schemegwithout much degradation in the

cover image.

Another technique proposed by Maity and Kundu (2002) describes the robust and
blind digital image watermarking in spatial domain which is computationally
efficient. The embedded watermark is meaningful and recognizable rather than a

sequence of real numbers that are normally distributed or a PBEis® sequence.
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Also, this proposed techniquexh been tested over a large number of benchmark
iImages as suggested by the watermarking community, in which the results of
robustness to different signal processing operations are found to be satisfactory.
Currently, investigations are being carried outngert the same watermark symbol

in other region of the cover image. It is also to make the present scheme more

resilient to other types of external attacks.

Hajisamiet al, (2011 )proposed blind watermarking idea for copyright protection in
which the embedding is implemented in a cumulative form with different embedding
strengths, and the watermark extraction uses two watermark images and applies the
Independent Component AnalysiCA). Extracting the watermark in this method
requires no neds for the original image, because the watermark or the key and the
extraction are completely blind. Furthermore, t@& is appliedin the extraction
results in robustness of this method against a variety of attacks, including noise
addition, resizing,dw-pass filtering, multiple marks, grayscale reduction, rotation,

JPEGcompression and cropping parts of the image.

Darmstaedteret al (1998) designed an approach for embedding a code into an
image. The technique is based on the image spatial decorapasitblocks and the
classification of the pixels in homogeneous luminance zones. In detail, one bit is
embedded into one block of 64 pixels (8 x 8 pixels); in which the code is embedded
in the relationship order between the mean values inside the zafdisorally, the
influence of the different embedding parameters on the visibility and the resistance

of the code were also studied.
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Anotherstudy which introduced fast twelayer image watermarking was proposed
by Liu (2001). This twclayer watermarking means that two types of watermarking
techniques are simultaneously employed to hieesame watermarks in the spatial
domain, more specifically the first layer watermarking which resists-inggiuency
destruction, while the second layetich resists the lowrequency destruction.
Although the image was modified through the #ager watermarking, the

watermark was still invisible.

Pieprzyket al (2000)describedarobust spatial domain watermarking algorithms for

the image copyrightrptection. The method is robust against compression, filtering
and cropping. Agraag with the all published croproof algorithms, the proposed
method requires the original image for the mark recovery. In particular, the
robustness against compression fltering is obtained using th&PEGalgorithm to

decide on the marked location and magnitude (the method compresses the image
many times and maintains the embedded information every time); while the

robustness against cropping is achieved through atrepetode.

Lin and Tsai (2004)presented a robust watermarking method agalH¥EG
compression, which is difficult for collusion attack. The technique of byented

and modulaarithmeticbased watermark embedding and extraction wanad to be

robust enough against image processing such as lossy compression, filtering, and
cropping. Meanwhile, the random perturbation of the pixels within the marked block,
as well as the unique and fused watermark information, resulted in differeggsma

with irregularshape and unevdominance blobs, which greatly increased the
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difficulty of collusion attack. Although the method can embed the watermark within
good image quality, it is not able to survive in front of the lossy compression attack.
In addition to this, the system needs to use the original image during the extraction

process because the attacks change the contrast of the image.

2.3.2Enhancing Image Robustness UsingSB

A developed robust watermarking model using the spatial domain techniguat a

the same time maintaining important watermarking requirements of picture quality
and reasonable capacity is proposed(Bgki, 2009). This model was generated
based on the intermediate significant B8RB) to substitute the watermarked image
pixelswith new pixels. This can shield the watermarked information against attacks
while maintaining the new pixels vedjoseto the originals. The technique was done

in accordance with the testing of the value of the watermarked pixel based on the
range of edt bit-plane and positioning the watermarked pixel away from any of the
edges of the range. The best pixel value that lies from the middle to the edge of the
range that is also known as threshold value was developed to secure the watermarked
object from vaious types of attacks and maintain the minimum distortion of the

watermarked image.

The technique embedded one-fiiine of the watermaeklimage into each pixel of

the original image. After seleatg one bitplane for embedding, comeseating sets

of ranges for the selected bit plane.
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The length of range is calculated accordinggoation2.1:

L_range = 2¥71, (2.1)

wherek is the selected bit plane.

Therefore the number of ranges in each -plane can be foundéccording to

Equation2.2:

N_range = 256/L_range (2.2)

This is followed by dividing each rargnto two equal groupsThe length of each

group is calculated usirgguation2.3:

L group =L _range/2 (2.3)

The proposed technique above can be explained by dividing each rangeanto tw

equal groups, aseenn Figure2.5 below.
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The bit plane divided intaumber of range depending on theyKk), with a submission of i= 1 tq
n_rangei 1, n= number of range, and L = length of range

0 2k—1 _____ i _1*(2k) i*2 = n _1*( 2k) n*é’l_l
range number 1 range nun
Each range divided into two equal groups
group, group;
0 21201 | (@Y2) Wl 1

\4

Figure 2.5. The general ISB technique

This means thahere is a change of bietween 0 and 1 in each ran§er the first
bit plane, two is the only number of rangegher [0:127] or [128:255]This means
that the first range has a bit of @hereaghe second range has a bit of 1 with a
length of 128 for each range of the first-piane In contrastthere are 4 ranges for
the second biplane [0:63] [64:127] [128:191] [192:255]and the legth of the

ranges is 64, and so on, as shown in Tadle
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Table 2.1

Ranges of each BRlane with the length

Bit i Plane Length of the ranges Number of ranges Ranges

1 28 2 [0:127] [128:255]

2 64 4 [0:63] [64:127] [128:191] [192:2
3 32 8 [0:31][326% [ 192: 22
4 16

5 8

6 4

7 2

8 1

From the aboveable, it is obvious that the proposed technique used a new way to

make sure to reach the existingjinithe pixel of the embedded.

A robust blnd watermarking method based on correlation detector is proposed by
Gonget al (2011). A random binary watermark is generated by a secret key and bit
wisely embedded into one stiand of theDWT domain of the image. A correlation

based detector which does not need an original image is used to determine whether a
watermark exists or not in an image. The scheme is also secure with two secret keys.

Futureresearch is to improve the robustness against geometrical distortions

The efficiency of digital watermarking algorithm is, is demonstrated by the strength

of implanted watermarks against various attg¢ksmahlathaa & Chellppan, 2012
Improving the robustness of a watermark so as to withstand attacks has been one of
the main study objectivaa digital image watermarkinglhe two issues of existing

featurebased schemes that have to be addressel ar@voiding repeated selection
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of robust regions for watermarking to resist similar attaaks, ii) is the difficulty of
selecting the most robust anthallest feature region set to be watermarked. To
achieve resilience, an overall architecture for a fedtased robust digital image
watermarking system is planned. A simulated attacking procedure is performed using
predefined attacks to assess the sttenfjevery candidate feature region chosen. In
comparison with some welinown featurebased methods, the proposed method

demonstrates better performance in robust digital watermarking.

Recently, a digital watermarking method through bit replacementhdémlyy has
been proposed alet al (2012, which stores multiple copies of the same data that
is to be hidden in a scramblém in the cover image. In their study, the metid
described for recoverinthe data from the damaged copies of the data under attack
by applying a majority algorithm to find the closest twin of the embedded
information. A new type of nenblivious detection method is also proposed. The
improvement in the proposed algorithm fagithl watermarking aims at obtaining a
solution to the several problems of digital communication and also for data hiding. It
is seen that the proposed algorithm is robust against compression and salt and pepper
noise attacks where a private key is reegirfor the recovery of the hidden
information and which enhances security of the algorithm. Since digital
watermarking has many applications in the digital world today, it can be thought of
as a digital communication scheme where an auxiliary messagebisdded in

digital multimedia signals and is available wherever the latter signals.move
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2.4 Tradeoff between Image Quality and Robustness

The relationship between the two requiremeafitsnage quality is oppositén other
words the increaseof imagequality leads to decreasing the robustness of the image
against possible attacksor this reasopthere isthe need to make a balance between
the two requirements which is call&@deoff Recently many studiehavetried to

improveboth of imageguality and robstness by makingteadeoffbetween them.

A digital watermarkings proposed to makeadeoffbetweenquality and robustness
(Fazli and Khodaverdi, 2009)n their proposedlgorithm, significant bit planes of
the watermarked image, not lower -planesof the asset picture, are positioned
instead. The effect of image compression on the watermark is studiecanand
evaluation of the robustness amwdality which measues the distortion due to
watermarking using two quality metridstSE and * structural ginilarity (SSIV), is
made. Then, one that close to the human visual systafV§ is to be foundSSIM
measures the similarity between its two input images (asset and watermarked
images) and is in the range of [0, $SIMof 1 means perfect similaritydentical),
and lower than that means less similaritytréadeoffbetweenguality and robustness
has been done using th8Bwatermarking with fewbit-planes of the asset imagts |

robustness is very low.

A tradeoff algorithm between image quality amobustness has been proposed by
Zeki (2009). The study embedded only one bit of the watermaikage into the
original image. The relationship between quality and robustness is opgesitthis

reasonthere is a need toreate éalance between themhe middle and the edge of
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the rangeis where the greatest pixel value would be tdesd, so that it could
survivea range of attacks, whilst keeping image deformation to the lowest possible.
Positioning the watermarked pixel away from the edge of the satwgsthis. It is
supposed by the research thia bias valueX is the least distance from the location

of the watermarked pixé?" to the edge of the range, which is nearer to the original
pixel. In other words, in the case that tiiistance from the gel to the edge of the
range is greater than the bias value, the location of the pixel will mabddied On

the other hand, if the distance from thigel to the edge of the range is smaller than
the bias value, the position of the pixel will be maatifito be equal to the bias value
The study proves that thd 4it in the pixel hashe best robustness and at the same

time investigategood image quality.

Recently, a@radeoffbetweenquality and robustnessas beemproposedoy Emamiet

al, (2012). Tleir study proposes an approximation approachdertifi cationof the

legal owner of the property utilizing the remaining data of the attacked watermarks
regardless of the attack behavidiey coupled theBilSB (Duo-ISB-Bit-Plane)
watermarking algorithntogether with theHl (Histogram Intersection) technique in
order toiderify the ownership of the property. Their study tried to keep the quality
of the watermarked image @nat the same timadentify the ownership of the
property even though the attattitally corrupted the embedded watermarks. A
tradeoff has been done between the quality and robustness to find an acceptable
image quality with strong image against attadkse study used two watermarks for

embedding concretely by using only one bit etatte based oiSBtechnique.
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Another digital watermarking performancé&adeoff measurement technique by

Emami et al(2012) to evaluate image watermarkimgs been proposetihemethod

attempts at assessing ttnadeoffbalancedegree amonthese three; ipture quality,

resilience and capability. This has included three factasality e f f e c t O0bef c
attack and after watermarkingo, percept.i
after at t atbakused th@ bielaneswaterdhgrking algoriths under

several intensities of Reset Removal Attack revealed thatttit-lane algorithm

showed better coordination betweeatrength (resilience) picture quality, and

capability. Performance evaleatat least three major metriaguality, resiliene and

capability of which have been widely used by researchers to analyze the
performance of watermarking schemes; howethezy constariy conflict with each

other. A efficient system toassess thdradeoff balance degree among these
procedures using tee threshold conditions suggestedThese thresholds comprise

three factorsqualitye f f ect Obefore attack and aft el
ef fect after attack?o, and robustness 0
performancetradeoff of a watermarking scheme can be stated based on degrees.
Moreover,the studyproposedresetremoval aitack as a severe geometric attack.

Finally, the experimental investigation of the proposed technique using et
watermarking algorithms under ®al intensities ofesetremovalattack revealed

that the 3rd biplane algorithm behaved a better compromise anresgdience

picturequality, and capability.
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2.5 Evaluation

The most common way used in watermarking utilizes a spatial ddhetimvolves
the insertion of the watermark LtSB of the image. This allows a watermark to be
inserted into an image, without affecting the value of the image. On the other hand,

theLSBis not robusenoughagainst attacks.

A new developed technique callE8Btechngue has enhanced the image quality and
image robustness against atta¢kski, 2009. The techniqués based on &it plane
model by embedding one bit of each pixel in the waterathrkage into each pixel

of theoriginalimage.

This technique trieso lve the problems with theSB methodby enhancing the

wat ermar ked i mageds | mper dhejntagebdbestnedsi st or
against possible attacks. In additidhe new technique trie® find the best pixel

value by making a balance betwedme ttwo requiements;image quality and
robustnessiISB is a methodto substitute the watermarked image pixeith new

pixels to enhance image quality and robustness. This sedbeesvatermarked
imagesagainst attacksand at the same timkeepsthe newpixels very close to the

original pixels.

2.6 Summary

Digital watermarking is oneof the general informatichiding problems. Many

studies have trietb solvethis problem by using various techniques and methods.
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Spatial technique and frequency teciug are the most used among the other

techniques. The most common way used in watermarking utilizes a spatial domain

that involves the insertion of the watermark W&B of the image. This allows a
watermark to be inserted into an image, without affectiegvialue of the image. On
the other hand, theESBis not robust against attacksw@ important requirements
should be available in watermarking imagehich are quality,and robustness.
Therefore, this research tried to enhanced image quality and rolsusbyes

embedding two bits of watermark image into each pixeriginal image.

Furthermore]SB is amethodto substitute the watermarked image pixslth new
pixels to enhance image quality and robustness. This sed¢he=svatermarked

imagesagainst atcks and at the same timkeepsthe new pixels very close to the

original pixels.The relation between the two requirements are opposite all the time.

That is why, there isa need to makea balance between them to keep the
watermarked image quality andbust against possible attacks. Sif6B proved to
be more secure as compared WiB there isaneed to embed more information as
a secret image and ket quality and robustness for watermarked imag¢mwvever,
the existing methodSB uses one bit floembedding. In this research two bits of
watermark imageare used to embed into each pixel of thrginal image so that

more information othe secretimagecan be embedded into tleeginal image and

at the same timekeep the quality othe image andlesent he di st or t i

happensfter embeddinghe secreimage
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1 Introduction

This chapter presents tiphasesand methodology. Section 3.2 introduces the data
preparatiorthatareused inthis study. Section 3.3 demonsesthe enhanaaent of

ISB to improving image qualitySection 3.4 present®ig enhancement of ISB for
improving image robustness$ection 3.5presents theenhancementf ISB for
tradeoffbetween image quality and robustne&sction 36 presentthe evaluton of
tradeoft Section 37 presents thesummaryof this chapterFigure 3.1 shows the

phases of the research
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( )

Phase 1 Data Preparation
\ J

-
Phase 2 Enhancemetof ISB

L for improving image quality

l

Phase 3 Enhancement of ISB

for improving image robustness
J

\ 4

N
Phase 4 Enhancement of ISB

for tradeoff

Phase 5 Evaluation

Figure 3.1 Research phases

Basal on Figure 3.1, there afeve sequential phases. Each phasedast ofsteps.

The following sections explain the phases.

61



3.2Phase 1- Data Preparation

This studyusedtwelve original gray scalemageswith sizesof 256 x 256 pixels.
Theseoriginalimageswere downloaded frontwo websites,hefirst one isGrayscale
Standardmagesdata set

(http://www.dip.ee.uct.ac.za/imageproc/stdimages/grey3caledthe second one is

the Dataset of Standard 512x 512 Gray Scale Test Images

(http://decsai.ugr.es/cvg/CG/base.htnhe names of theseriginal images are

Bridge, ColumbiaBoats, LakePlane, Camera, Peppers, Bird, Milk drop, Baboon,
Dock, andWaterfall Many studies in the past used different datasets in terms of
number of images, size of images, and the type of images etc., Saxena (2008) used
four original gray and colotke digital images with the size of 256x256 pixels,
Peungpanich et al, (2010) used seven color images with the size of 256x256 pixels,
Honggqin and Fangliang (2010) used seven original grayscale images with the size of
512x512 pixels, Anwar et al, (2010) usteth standard images as cover images and

the secret imagek-igure 3.2 shows the twelve images used.

In this phase, the images were prepared as follows:

a. Convert theBMP imagewith size of 512x 512 pixels tamage size of 25&
256 pixels. This was donesing PhotshopC56 software

b. Convert theBMP image with size of 256x 256 pixels toTIFF, GIF, and
PNGformat. This was also done using PlebtopC56 software

c. Convert theBMP imagewith size of 256x 256 pixels taJPEGformat. This

was also done usinghBtashopC56 software
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Images inBMP, TIFF, GIF, andPNG areuncompressetbrmatandJPEGare in the

form of compressed.

In addition, the study used six watermark imagéh the sizeof 128 x 128 pixels
The watermark images were taken fromdifferent welsites, one of them is

http://uum.edu.my/index.php/er@nd Figure3.3 shows the six images.

For these images, the preparation were as follows:

a. Convert the BMP imageith thesize of 512x 512 pixels to imagevith the
size of 128x 128 pixels. This was done using PeitopC56 software

b. Convert the BMP imageith thesize of 128x 128 pixels toTIFF, GIF, and
PNGformat. This was also done using PtebtopC56 software

c. Convert the BMP imagwith thesize of 18 x 128 pixels toJPEG format.

This was also done using PhsiopC56 software
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Original 4 (Lake)

Original 6 (Camera)

Original 7 (Peppers) Original 8 (Bird)

Original 10 (Baboon) Original 11 (Dock) Original 12 (Waterfall)

Figure 32. The grayscale original images walze512 x 512 pixels
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Watermark 1 Watermark 2 Watermark 3

/3

Watermark 4 Watermark 5 Watermarkb

Figure 33. The grayscale watermark imagesh size512 x 512 pixels

The output for this phase aveginal imagesTIFF, GIF, PNGandJPEGwith size
256x 256 pixels. Besides watermark imadesF, GIF, PNGandJPEGwith size

128x 128 pixels.

3.3Phas 2- Enhancement of ISB forl mproving ImageQuality

In this phase,hte ISB algorithm was enhanced to improve image qualitye steps

involvedare
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Step 1: The six watermark images from Phase 1 were converted into binary.

An example of the images in lairy is shown below:

aemarnage Pl Emy ]

convertic 13 99 0 0 1 0 1 1
Bnary 79 010 0 1 1 1 1

1| 79
155 251 (155 I O T A A A
% 111 1 10 1 1

putin two arrayl

RG]
Array 2 (b2) [ foferle [a o fo [ ]fe]fe] e o e fa]fe]

Step2: Divide the host images (pixels) into a number of rangegire 3.4showsthe

flowchart
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\ 4

Select two bitplanes from 1 to 8y and key) where key>key;

A 4

Finding the length of rangehere L_range=$"2

\ 4

Finding the number of ranges whéte256/L_range

\ 4

Dividing each range into two equal periods where

L_ period= L_range/2

\ 4

Logically, dividing each period into number of spériod where

L_sub=period =2***

End

Figure 3.4. Thedivision process flowchart
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The specific steps are:

a) Select two bitplare from 1 to 8 Key andkey,) wherekey, > key.

b) The length of each range depends on the value ¢f &eythe length of the range

isL_ range =2%2,

c) Divide each range into two equagriodlandperiod2 Particularly,periodlis on
the left andperiod2is on the right, so the length of each period willlbeperiod

=L_ range/2

d) Arrange for a table of all the ranges for the two selectedplatse (and the

number of ranges\) is 256/L1).

e) Divide each period intsub-periodand ths subperioddepend on key: while the

length of eaclsubperiodis L_ group="®**.

So, the number aub-period in each period is determined by the length of period

divided by the length cdubperiod (N_ subperiod = L_ period / L_ suiperiod).

f) Input two embedded bitd, b,) into two original bits, wheré, is embedded in

ykey andb; is embedded igkey.
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g) If the two original bits are equal to the two embedded bits wiwere ykey and
b, = ykey), then the pixel will not be changetihe watermarked pixel is then equal

to the original pixelp'= p.

h) In casethe two original bits are different from the two embedded bits, then the

other 6 bits will be changed to closely assimilateathginal pixel, as follows:

In the eventthe two embedded bits aré; (I yik ang b = ykey), then the
watermarked pixel can be found by calculating the minimum distance between the

next or previousub-periodfrom the pixel.

If the two embedded bits arb;(=0), and b, | ykey), then the watermarked pixel
can be foundby calculating the minimum distance between the next or previous

periodfrom the pixel.

If the two embedded bits arb;(=1), and b, | ykey), then the watermarked pixel

can be found by calculating the minimum distance between the next or previous
period from the pixel, the watermarked pixel in this case will be in different period

based on the value &éy.

Figure 3.5 shows how the division has been done.
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The bit plane divided into number of rasgkepending on é&y,, with a submission df= 1 to number
of (rangei 1), j= 1 to number o$ubperiodi 1), n= number of range, and L = length of range

0 g1 | 2R i1%(2"9) - |n-1¢29 N+t

range numberL range number n
Each range divided into two equal periods
period period,

\4

0 (¢Y2y1 |(29Y2) 211

Each period is divided into number of sub periods
\ 4 Y
0 2kl-l '_1*(2key1) 1*2 (keyL1 n_l*(zkeyl)n*kl-l_l 2key2-1/2 2key2-1 j_l*zkeylj*z keyl -_l*zkeyl j* keyL1_ 1

Figure 3.5.The division proess

Step 3: Derivel0 mathematical equatiobsised olSB. The equationare shown in

Chapter 4,Section 4.3. These equations help to determine the best value for

embedding two bits and maintain the quality of the watermarked image.

Step4: ThelSBalgorithm was enhanced by embedding two bits of watermark image

into the existing pixels of the original images.

Step5: The enhanced algorithm froBtep 2 was tested on twelve original images.

Step6: TheLSBwas also tested using the twelve original ges
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Step7: The GA algorithm was enhanced by incorporating 1 equation. The enhanced
GA is known asQuality GA The equation and enhanc&lA are presented in

Chapter 4

The enhancement steps are as follows:

a) Selectingany two bitplanesii Abit-planeof digital images is a set of bits having
the same position in the respective pixels of the diginaesfrom 1 to 8 which are

called key, key) where key> key)o.

b) The two embedded bits apg andb,, in whichb, is embedded int&ey, andb; is
embedded intkeys. However ykeyr & ykey represents the binary value of the
original bits.Two bits that have been selected are used for the watermarked object to

be inserted.

C) In casethe two embedded bits are equal to the original bits, no ehaifbe

seen to the other remaining bits.

d) GAis then brought in to solve this problem in case the original value is not equal
to the embedded one. Thiest phase in this algorithm igenerating the population
(pop) with a size of 256T'he represeation of the chromosome is a one dimension
array, each chromosome contain 8 bits froi58, theneach chromosome into

binary (GA_chromosomgis converted in one dimension array.
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e) In thecase ofGA _chromosomékeyi) = b; andGA _chromosomekgy) = by, the
method will calculate fitness for chromosoniiesymbolizes the total value of the

pixel minus that of the chromosom@&his means that the procedure checks all
possibilities by taking the first two embedded values and considering these values as

thefitted values. This is also done for the second, third, and so forth.

f) After embedding all values, the method will calculate B8NRand MSE values

and the time valueGA is used to find the best value by embedding two bits of

watermarking datavithin each pixel of the original for all the hilanes, starting

from (key=1, key=2) to (key=7, key=8).

The PSNR MSEand the time are presented for each embedding. The method clearly

indicates the quality of the watermarked image®8NRvalue using th proposed

method showing graduaicrease for all biplanes.

Step 8: The algorithm was tested on twelve original images.

Step9: Results frontteps 4, 5 and6 were compared and recorded.

The output of this phase are 10 equationgrdrancedSB algariithm (Quality AGA

with two embedded bitgrocedureand an enhancedA (Quality GA.
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3.4Phase 3 Enhancement of ISB forlmproving ImageRobustness

In this phase, ra enhancedISB algorithm to improve image robustnessvas

constructedThe steps involved are:

Step 1. Based orlSB, 7 mathematical equations were incorporatéte 7
mathematical equations are shown in Chapt&edtion 44. These equations help to
determine the best value for embedding two bits and maintain the quality of the
watermarked imageThe procedure undertaken to produce the mathematical

equations are:

a) Selecting two bits of the watermark sequentiably, ;) and comparing them with

the original bits ykey, ykey) from pixel (), wherekey > key,

b) The length of each range des on the value dfey, so the length of the range

isL_range = 32

c) Divide each range into two equal periogsriodlandperiod2 Periodlis on the
left andperiod2is on the right, so the length of each period willlbeperiod =L __

range/2.

d) Arrange for a table of all the ranges for the two selecteephitse (in which the

number of rangesN) is 256L).

e) Divide each period intsub_ periodaind thesesub_ periodsire subjected tkey

hence the length of eactub_ periodwill be L sub_ period=2*. So the number of
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sub_ perioddn each period which is equal to the length of the period divided by

length of thesub_ periodN_sub_ period= L_ period / L sub_ periol

f) Input two embdded bits If;, I»,) into two original bits, wher®; is embedded in

key and b is embedded ikey,

g) In case the two original bits and the two embedded bits are equal, this means
blequalsykey andb, equals the corresponding valykey. The watermarke pixel
(p") can be found by calculating the maximum distance between the next or previous

subperiodfrom the pixel.

Hence the new pixel will be found by choosing the nearest pixel to the afjgin
which contaiis the two embedded bits, then by moving/éods the other edge of the
subperiodthat contais this pixel. This means that the best robustness can be found

on one of the superiod edges.

h) In the case of the embedded bitbeingnot equal to the corresponding original bit

ykey and the otheembedded bib, being equal to the corresponding original bit

Ykey, there aréwo possible ways to find'.

The first possibility is the pixak less than minimum distance between previous and

next pixel which are located in the same period.
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The seond possibility is the pixels greater than minimum distance between

previous and next pixel which are located in the same period.

I) Otherwise, in case the embeddedlhits equal to zero and the other bitis not
equal to the corresponding origingtey, therefore thiee aretwo possible waysot

find the new pixel, whiclare:

The first possibility is the pixak less than minimum distance between previous and

next pixel which are located in the different period.

The second possibility is the pixéd greater than minimum distance between

previous and next pixel which are located in the different period.

i) Another probability is that wheb is equal to one angkey [ ,,lihere arewo

ways to find the new pixel.hese two probabilitieareas slown below:

The first possibility is the pixat less than watermarked pixel and equal to minimum

distance between previous and next pixel which are located in the different period.

The second possibility is the pixel greater than watermarked pixeldaequal to
minimum distance between previous and next pixel which are located in the different

period.

Step2: Theenhancedalgorithm fromStep 1was tested on twelve original images.
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Step 3: The enhanced algorithm wagppied to five chosen attacksBlurring,
Gaussian filter, Wiener filter, Spide noise, andJPEG compression on the
watermarked imageThe proposed algorithm appligtie five chosen attackss
mention aboven the watermarked image after embedding two bits from each pixel
of the watermarkmage into each pixel of thariginal image. Thena calculation of

the NCC and BER value for all bit planes and comparison othe results with the

LSBembedding two bitswere done

In this section, the best robustness of theplaihes model is proged by
understanding the effects of the attacks on the im&genple watermark attacks
attempt to eliminate the watermark information by manipulativegy whole image
and its components, without changing the geometry of the imagesot making
any use othe prior information about the watermark. The attagtk@snge the value
of the pixel, using the formula of each attack. In most casegffénctiveness of the

attacks on the image is rather small.

Step 4: The watermark was extracted from the host imige invisible watermark
should be determined only through a watermark extraaiodetection algorithm.
Invisible watermarking, on the other hand, is a far more complex concept. It is most
often used tddertify copyrighted data, such as by the authastrithutor, and the
like. The extracting phase of the proposed method is a didcaction from the

chosen biplanewhich will give the watermark object

Step5: Next, theLSBwastested using the twelve original images.
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Step 6: Similarly, the watermawasextractedrom the hostmage.

Step7: Results fronteps 2,3, 4 and6 were compared and recorded.

The output from this phasare 7 mathematical equations, and an enlthihS8

algorithm.The algorithm is named &obust_ AGA

3.5Phase 4 Enhancementof ISB for Tradeoff

The purpose of this phase is to determine the best values for balancing image quality
and robustnessThe relationship betweethe quality of image and resilience
(robustnessis contrary. h other word, the enhanementof image quaty while
degradingimage robustneswill lead to a distortion of the watermarked imagda.

this phase, menhancediSB algorithmto perform tradeoff was constructéithe steps

involved are:

Step 1: 7mathematical equations were incorporated in I8 algorithm. The 7
mathematical equations are shown in Chapt&edtion 45. Theseequations help to
find outthe best values for image quality and robustn€ks. procedure undertaken

to produce the mathematical equations are:

a) Selecting two bits of the atermark sequentiallyo{, b,) and comparing them with

the original bits ykey, ykey) from the pixel ).
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b) Another probability is that when the embedded Ibitis not equal to the
corresponding original biykeyy and the other embedded W is equal to the

corresponding original bitkey

c) Otherwise, if the embedded I equals zero and the other bjtis not equal to

the corresponding origingkey.

d) Another probability is that whel is equal tcone andykey2i b2.

Step 2: The enhanced algorithm fr@ep 1was tested on twelve original images.

Step 3: From the results, tiRSNRvalue that isequal or greater than 30dtere
selected.

Step4: based on step 3, tMCCvalues arecalculatedand thebest value is chosen.

The output from this phasare 7 equations, and anhancedSB algorithm for

performing tradeoffThe algorithm is named asadeoff AGA

3.6 Phase 5 Evaluation

This phasehas two parts. The first padvaluates the enhanced ISBy@ithm
(tradeoff AGA in terms of image quality and robustneBse second part calculates
the computationatomplexity of the enhanced algorithm.

Figure 36 shows theevaluation process
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Figure 36. Evaluation process




The following paragraphs explain the parts respectively:

Part 1

For image quality, te metrics used ammean squared erroMSE), and Peak to
Signal Noise RatioHSNR. For robustness, the metrics used l[dogmalized Cross

Correlation NCC), andBit Error Rate BER.
MSEis used to find the average tebyterm squared difference between the input

signal (the original imagd?) and the output signal (the watermarked im#&gg, The

equationused is shown below (3:1)

MSE = BN (0 iz p)? (3.1)

PSNRis to measure thémage quality.Equation 3.2 shows the formula used. The

formula is base on Zeki (2009).

PSNR(db) =10 log 10-2— (3.2)

wherep represergthe pixel

NCCis to find the corresponding (correlated) pixel within a certain dispaaitge d
(d E [O0,é.,dmax] ) that minimizes the ass

TheNCCvalue can be calculategingEquation 3.3 (Zeki and Manaf, 2009).
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_ FXFYWIXYIW (XF)
NCC = EXTY[WI(X¥)]A2 (33

where W(x,y) is the original watermark image akdd ( x , y ) i s t he

watermark image.

BERIis the rate at which errors ocdoetween the extracted watermark and the

original one and is calculated basedkruation 3.4

BER = Number of errors (34)

Totel number of bits sent

Part 2

The steps to calculate complexity are:

Step 1 Embedding the bits of watermark image into the existing pixeéiedriginal
image.

Step 2 Calculating the timéhat needed fothe embeddingprocess which is called

time out(toc) in seconds

The outputfrom this phase is the enhand&B algorithm for performing tradeoff in
term of MSE, PSNR, NCGnd BCR Besideshat calculating the time needed for

theembedthg processiseshe Complexity algorithm

The results for this phase (Phase 5) are presented in Chapter 5.
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3.7 Summary

This chaptempresents the methodology of the study. The study involved 5 phases:
data preparation, enhancementi®B for improving image gality, enhancemeruf
ISB for improving image robustnesenhancement dSB for tradeff, and the last

oneis evaluation.
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CHAPTER FOUR
FINDINGS

4.1 Introduction

This chapter presents tifiedings for theproposedalgorithms.Section 4.2 presents
the data after pnegaration for all types of original images and watermark images.
Section 4.3 presents tle@hancedSB algorithm Quality AGA with two embedded
bits procedure, and an enhan€&8l (Quality GA. Section 4.4 presents teahanced
ISB algorithm Robustness_AQASection 4.5 presents the enhant®d algorithm

for performing tradeoff tfadeoff _AGA. Section 4.6 presents the enhand&&
algorithm for performing tradeofh term of MSE, PSNR, NCGind BCR andthe
time calculationneeded fothe embedding procasFinally, Section 47 presentghe

summary of this chapter.

4.2 Data After Preparation

The embedding procegonsists of choosing two bits from the watermar&ge and
embedded into the existing pixel of original image basedS@ Figure 4.1 shows
the first three BMP grayscaleoriginal image after converting tdhe size of 256 x

256 pixels. In additionkigure 4.2 shows the same imagéter converting tar'lFF,
GIF, andPNG format. Figure 43 shows thesame image after converting I®EG
format. While Fgure 4.4 shows thiirst grayscale watermark imagéter converting

to the size of 128 x 128 pixels Then, Figure 4.5 shows the same image after
converting toTIFF, GIF, and PNG format. Finally, Figure4.6 shows the same
watermark image after convertingiBEGformat.
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Original 2 (olumbia) Originl3 (oats)

Original 1 (Bridge)

Figure 4.1. Thefirst three BMPoriginal images with size 256¢< 256 pixels

Ht“T“

Original 2 IFF)

Original 1 PNQ) Original 3 PNG)

Figure4.2. TIFF, GIF and PNGriginal image with size 256< 256 pixels
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IR

Original 1 (Bridge) Original 2 (olumbia) Oriinal3 (Bats)

Figure 4.3. Thefirst three JPEG@riginal image with size 256< 256 pixels

®UUM

F  Wnlversitl Utars Malaysla

Figure 4.4. ThethreeBMP grayscale watermark imageslig8x 128 pixels
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Watermarkl (TIFF)

Watermarkl (GIF)

Watermark 1 (PNG)

Watermark2 (TIFF)

Watermark? (GIF)

Watermark 2 (PNG)

UUM

= Blmlwdrainl Unars Malayels

Watermark3 (TIFF)

®UUM

F Wnlversitl Unars Halaysls

Watermark3 (GIF)

®UUM

F  Wnlversitl Unsrs Malaysla

Watermark 3 (PNG)

Figure4.5. TIFF, GIF and PNG watermarkiages in size 128x 128 pixels
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Watermarkl Watermark 2 Watermark 3

Figure 4.6. Thefirst three JPEG watermankages in size 256 256 pixels

From the abovéiguresit can be noticed thatll the original images afteronverting

the format and the sizrevery similar to original imageseforeconverting

4.3 Enhanced ISB (Quality_AGA)

This section presen&resultsi(a) 10 mathematicaquations, (b)SB algorithm that
was enhanced by embedding two bits of watermark image, and (c) an en@anced

algorithm. Sections 4.3.1, 4.3.2, 4.3.3 show the respective results.

4.3.110 Mathematical Equations

This sectiorpresents the mathematical equations

The length of each rangean be found using the largest keieyd accordingto

Equation 41:

L range =&z (4.1)
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The length of each periochn be obtained by dividing the length of the range with

two, according tdEquation 42:

L _period= L _range /2 (4.2)

Then, by using thdequation 43, the number of ranges (N) can be obtained by

dividing 256 by the length of the range.

N=256/L_ range (4.3)

The two embedded bits abe andb,, in whichb; is embedded int&ey, while b, is

embedded int&ey, respectively.

From this step, all of the values kéy in the first period are 0 while the second

periodthatpresents all values are 1 k.

However, forkey at each periodthere is zero value and one value at afight
positions, which means it it enough for embedding two bits by using the standard
ISBtechnique. Therefore, the proposed technique implicitly decomposes each period

into logical regions by usinthe smallestkey (key) according to fuation 44.

L sub period 2keyz-1 (4.4)
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Hence that number of sub period can feeind by dividing the length gderiod over

the length of suiperiod according t&quation 45:

No_subperiod = L_period / L_subperiod (4.5)

The original pixel value is p, as defined bguation 4.6:

p=Y yi2? (4.6)

Wherey; is the value of each bilane in the binary form (0 or 1), and i represent the
ranges from 1 to 8, in particular i = 1 is th8Band i= 8 is theMSB Also, it is
assumd that the selected two bits for embeddingleeg andkeys.

In addition, it is assumd that the embedded two bits areandb,, hence, the new

watermarked pixelp” can be defined as follows:

If the two embedded bitdf, b,) are equal to the two original bitkeys, key), then

the watermarked pixel is then equal to the original pixel, as sho&guation 4.7.

p=p (4.7)

Another probability is that when the embedded bit is not equal to the
corresponding original biykey and the other embedded 2 is equal to the

corresponding original bitkey, p° is found using=quation 48:
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p'= MIN (p-(mod (p, (2011 -1)-1), p-mod (p, (2kev1-)) +2 (key-1)) (48)

wherep' is in the same period @f

Otherwise, if the embedded Mt is equal to zero and the other bjtis not equal to

the corresponding origingkeys, p* is found usig Equation 49:

P=MIN (min_ period (p)-2 *ev1-)-1, min_ period (p) +L_period) (4.9

wherep” >= 0 andp < = 255

The last probability is that wheykey is 1 andykey i b2, p* is found usingEquation

4.10:

p =MIN (min_ period(p)-1, min_perioqp) +(2 (kev2-1)/2)+2 (keyl-1)) (4.10)

where 0 =>p'< =255

The proposed image algorithitmas found the best image qualitpasedon the
mathematical equatiorteat coverall the probabilities after embedding the two bits
to avoid image distortionThe best quality of the watermadkimage can be found

by choosing the nearest pixel to the original piwdlich hasthe two embedded bits

4.3.2Enhanceal ISB (Quality  AGA)

Figures 4.7 and 48 show the flowchart and pseudo code far #mhanced algorithm

(Quality_AGA.
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Start

Watermark image Original image
Read watermark image ReadOriginalimage

A 4 \ 4

For each pixel in the watermark imag For each pixel in th®riginal

convert to binary image convert to binary

\ 4 A 4

Sequentially select input two bits(, Select two bits from each pixel
b2) (vkey, ykey)

Embedding process

Yes

b= Ykey

— _
Use Eq. 4 b= Ykey

Yes

Use Eq. 8

Use Eq. 4.9

| Use Eq. 4.10

A 4

Finding thePSNR&
MSEvalues

v

Figure4.7. The flowchart of Quality AGA
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The Proposed AlgorithmQuality AGA
Input : original image, watermark image, kekey
Output: watermarked imagéSNR MSE
Begin
Generatewatemark__array
for i= 1 to watermark imagesizedo
Select next pixel pix _ wat
Call converti binary (pix _ wat)
Add watermark_array
end
Initialize image_ watermarked
for i=1 to original _ image sizdo
Select next pixel pix _ original
Call convert _ binary (pix _ original)
Select pixel (key), pix (key) to hos, hos

Compare (hog wat), compare (hgswab)
if hog=wat; and hos=wat,
use Eq. (4.10)
end
if hosl w aand hos=wat
use Eq. (4.11)
end
if wat,=0 and hosd wa t
use Eq. (4.12)
end
if wat=1 and hod wa t
use Eq. (4.13)
end
end

CalculatePSNR MSE

End

Select next two bits from watermark _ array ywaiab sequentially

Figure 48. The pseudo code for Quality AGA
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4.3.3Enhancal GA

This section presesifa) the equation derived b) the pseudo code for the enhanced

GA

The explanation of the technique is done as follows:

Step 1l:selectingany two bitplanes ii Abit-plane of digital images is a set of bits
having the same position in the respective pixels of the digi@jesfrom 1 to & ,

which are calledkey, key) where keyp> key).

Step 2:the two embedded bits abg andb,, in whichb; is embedded int&ey;, and
b, is embedded int&ey. However ykey & ykey represents the binary value of the
original bits.Two bits that have been selected are usethtwatermarked object to

be inserted.

Step 3: in case the two embedded bits are equal to the original bits, no change will be

seen to the other remaining bits.

Step 4:GA is then brought in to solve this problem in case the original value is not
equal to the embedded one. Thiest phase in this algorithm igenerating the
population (pop) with a size of 256he representation of the chromosome is a one
dimension array each chromosome contain8 bits from 0255, then each

chromosome into binafGA chromosomgis converted in one dimension array.

93



Step 5: n the case ofGA_chromosomékey) = b; and GA_ chromosomekgy) =

b,, the method will calculat¢he fitness for chromosomdt symbolizes the total
value of the pixel minus that of the chrosome.This means that the procedure
checks all possibilities by taking the first two embedded values and considering these
values as the fitted values. This is also done for the second, third, and sdHterth.

fitness value has to be reached, accordirigngteation 4.1

EEOI AOO OAKRBDI T OPEBAI (4.11)

Step6: after embedding all values, the method will calculate REB&Rand MSE
values and thertie value GAis used to find the best value by embedding two bits of
watermarking datavithin each pixel of the original for all the kptanes, starting

from (key=1, key=2) to (key=7, key=8).

The PSNR MSEand the time are presented for each embeddihe method clearly
indicates the quality of the watermarked image®8NRvalue using the proposed
method showing graduaicrease for all biplanes. Figure 8.describes the proposed

method and highlights the schedule steps.
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GAProcess

Original image

v

Watermak
embedding 2 bits

|
v v

y (key)=h &y (key) =k y (kew) # by ory (key) #bz
No change Create population pop where pop size
=256

v

For each chromosome from 0:255

\

Convert each chromosome into binary|
GA_chromosome

v

If GA_chromosomekey:) =b; andGA_
chromosomekey,) =b,

v

Calculate fitness for chromosome

v

Select the chromosome with
minimum fitness value

¢

Watermarked image

v

Figure 4.9.The flowchart of proposed GA
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In addition,Figures 410 and 411 showthe pseudo code of the proposed technique

by using mathematicajuations

The Proposed AlgorithmQuality GA
Input: original image, watermark imagegy, key
Output: watermarked imagé&SNR MSE
Begin
Generatewatermark_array
for i= 1 to watermark imagesizedo
Select next pixepix _ wat
Call converti binary (pix _ wat)
Add watermark_array
end
Initialize image_ watermarked
for i=1 to original _ image sizdo
Select next pixel pix _ original
Call convert _ binary (pix _ original)
Select pixel kKey), pix (key) to hos, hos
Select next two bits from watermark _ array yatat sequentially
Compare (hos wat), compare (hgswat)
if hos=wat; and hos=wat
use Eq. (4.10)
end
if hosi wa®R hosl wat
Call GA_function
end
End

CalculatePSNR & MSE
Calculate timeT)
End

Figure 4.10. The pseud@ode of the proposed Quality GA

GA_ Function
Create population of individuals
for each individual
Evaluate the fitness of the individuals using Eq. 4.11
Replace the worst individual of the population with the best new individual
End

Figure4.11. The pseudo code of the proposed GA Function
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4.4 Enhanced| SB (Robust AGA)

This section preseng&results: (a) 7 mathematical equations, (b) an enhd&&:d

4.4.17 Mathematical Equations

This section discusses the mathematical analysis for the propmigedthm

according to the previous section.

In case the two embedded bits are egbald( h-0), and equal to the two original
bits where Yk-0, yk=0), then the watermarked pixel can be obtained using

Equation4.12.

p =MAX (p-(mod (p, (2 *kev1-D -1)), p-moad(p, (2 kevl-1)) +2 (keyl-1-7)) (4.12)

In the case of the embedded Ibitbeing not equal to the corresponding original bit
ykeyland the other embedded bit being equal tohte corresponding original bit

ykey, there are two possible ways to fipd The twoequations ee shown below:

If p < MIN (p-(mod (p, (Z*¥*¥) -1)-1), pmod (p, (Z*¥*V) +2 *¥*)) then the new

pixel can be found according to tegquation 4.3:

0= MIN (p-(mod (p,(2 *e/2-) -1)-1), p-mod (p,(2 kevi-)) +2 (keyi-1)) (4.13)
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If p > MIN (p-(mod (p, (Z***Y -1)-1), pmod (p, (Z**¥*Y) +2 «¥*y) then the new

pixel can be found according Equation 4.4:

p'= MIN(p~(mod (p,(2 tevi-) -1)-1),p-mod (p,(2 *kevi-D)+2 kevi-1)-1 (4.14)

wherep' is in the same period @f

In case of the embedded bitis equal to zero and the other bjtis not equal to the
corresponding originaykey, therefore the two possibigays to find the new pixel

are:

If (p<MIN (min_ period (p)L, min_period (p) + (2*®¥2Y /2) +2 *&¥¥)) then the

new pxel can be found according ta&ation 4.5:

P=MIN (min_ period (p)-2 *ev1-1)-1, min_ period (p) +_period) (4.15)

If (p>MIN (min_ period (p)L, min_period (p) + (Z**2V /2) +2 *&¥*D)) then the

new pxel can be found according Exuation 4.6:

P =MIN(min_ period(p)-2 *ev1-1-1,min_ period (p)}+_period) -2%¥1 (4.16)

wherep™> 0 andp <= 255.
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Another probability is that whelm is equal to one angkey | ,,lthere aréwo ways

to find the new pixel. ese two probabilitieareas shown below:

If (p<p’=MIN (min_ period (p)1, min_period (p) +2 &2V /2) +2 &&¥*y) 50 the

new pxel can be found according taj&ation 4.17:

p=MIN(min_ period (p)-1, min_period (p}+(2 kevz-D /2)+2 (keyi-1)) (4.17)

If (p>p =MIN (min_ period (p)1, min_perdd (p) + (2 *®¥2V /2) +2 &) 50 the

new pixel can be found according to Equation 4.18:

p =MIN (min_ period(p)-1, min_period (p}+(2 *kevz2-D/2)+2 (keyl-1) (4.18)

wherep' is in thesame period gpb.

Comparisons between the two embedded bits with the original bits have been done.
The proposed image algorithm tries to find the best image robudiassdon the
mathematical equatiortat coverall the probabilities after embedding ttveo bits

to get a strong watermarked image. Figufe #ighlights the proposed algorithm.
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Watermark image

Originabien

Read watermark image
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For each pixel in the watermark imag
convert to binary

\ 4

Sequentially select input two bitis
b2)

ReadOriginalimage

For each pixel in th®riginal
image convert to binary

Selet two bits from each pixel

(ykey, ykey)

Embedding process

B Use Eqg. 4.2

T Use Eq. 4.3

—| Use Eq. 4.4 |

- Use Eq. 4.15 —jﬁs_
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| uUseEq.4.17 Yes
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A 4
Finding the Finding theNCC&
PSNR& MSE o BERvalues

Figure 4.12. The flowchartfor robust AGA
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4.4.2Enhanced ISB (Robust_ AGA)

Figure 4.13 below clarify the pseudo code for the proposed algorith

The Proposed AlgorithmRobust AGA
Input : original image, watermark imagegy;, key
Output: watermarked imagé\CC, BCR, PSNR
Begin
Generatewatermark_array
for i= 1 to watermark imagesizedo
Select next pixel pix _ wat
Call converti binary (pix _ wat)
Add watermark_array
end
Initialize image_ watermarked
for i=1 to original _ image sizdo
Select next pixel pix _ original
Call convert _ binary (pi_ original)
Select pixel key), pix (key) to hos, hos

Compare (hos wat), compare (hgswab)
if hog=wat; and hog=wat,
use Eq. (4.12)
end
if hosl w aand hos=wat
use Eq. (4.13) or Eq.(4.14)
end
if wat=0 and hog wa t
use Eq. (4.15) or Eq. (4.16)

end
if wat=1and hosd wa t
use Eq. (4.27) or E4.18)
end
end

CalculateNCC, BER, MSE,and PSNR

End

Select next two bits from watermark _ array ywaiab sequentially

Figure 413. The pseudo code fdRobust_ AGA
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4 5 Enhancement oflSB for Tradeoff

This section present® results: (a) 7 mathematical equationsg(ihancedSB for

performing tradeoff.

4.5.17 Mathematical Equations
There are many probabigs for performing tradeoff between quality and robustness.

Probability 1:

If the two original bits and two embedded bits are edi, shows thab; equals
ykey and b, equalsykey. The watermarked pixep{) will be found according to

Equation 419:

0 =MIN(p -(mod (p,(2 *&/+-1-1)),p-mod (p,(2 kevt-1)+2 keyi-1-1)+DIST (4.19)

Probability 2:

When the embedded lit is not equal to the corresponding originalykiey and the
other embeddeditb, is equal to the corresponding original Yiey, there are two

probabilities to find the new pixgb':

If p< MIN (p-(mod (p, 2**¥*Y -1)-1), pmod (p, *¥¥*Y) +2 ¥ 50 the new

pixel p~ will be found according t&quation 4.D below:

p = MIN(p-(mod(p, (2 kev1-1-1)-1), p-mod(p, (2 kev1-1)+2 keyl-1)+DIST (4.20)
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If p> MIN (p-(mod (p, (2**V) -1)-1), pmod (p, (2*¥*V) +2 &)y 50 the new

pixel p° will be found according t&quation 4.2 below:

0 =MIN(p-(mod(p, (2 **1-1)-1), p-mod(p, (2kevi-1)+2 kev-1)-DIST (4.21)

wherep’ in the same period @f.

Probability 3:

If the embedded bib; equals zero and the other W is not equal to the

corresponding originatkey, there are two probabilities fmd the new pixep':

If (p<MIN (min_ period (p)1, min_period (p) +2 *¥2Y /2)+2 *&¥*)) 50 the new

pixel p* will be found according to Equation 2 Relow:

P=MIN (min_ period (p)-2*e¥1-1-1, min_ period (p) +_period) DIST (4.22)

If (p>MIN (min_ period (p)1, min_period (p) + (2*¥2V) /2) +2 *&¥*D)) 50 the new

pixel p~ will be found according t&quation 4.3 below:
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P=MIN (min_ period (p)-2*ev1-1-1, min_ period (p) +|_period) - DIST (4.23)

wherep™> 0 andp <= 255.

Probability 4:

Whenblis equal to one angkey2i b2, there are two probabilities to find the new

pixelp':

If (p<p’=MIN (min_ period (pj1, min_period (p) + (2“*?Y /2) +2 (&¥*)) 50 the

new pixelp” will be found according t&quation 4.2 below:

p =MIN(min_ period p-1, min_period pr(2 k&v2-1/2)+2 keyl-1)+ DIST (4.24)

If (p>p =MIN (min_ period (p)1, min_period (p) + (2*¥2V /2) +2 &&¥ED)) 50 the

new pixelp” will be found according t&quation 4.3 below:

p =MIN(min_ period p-1,min_period p+2key2-1/2)+2 keyI-1)-DIST (4.25)

wheep’ is in the same period pf

The pseudo code of the proposed algorithm clarified all the steps as shown in Figure

4.14 below:
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The Proposed Algorithm Tradeoff AGA
Input : original image, watermark imagegy;, key
Output: watermarked imageNCC, PSNRBER MSE.
Begin
Generatewatermark_array
for i= 1 to watermark imagesizedo
Select next pixel pix _ wat
Call converti binary (pix _ wat)
Add watermark_array
end
Initialize image_ watermarked
for i=1 to original _ image sizdo
Select next pixel pix _ original
Call convert _ binary (pix _ original)
Select pixel key), pix (key) to hos, hos

Compare (hos wat), compare (hgswab)
if hog=wat; and hog=wat,
use Eq. (4.19)
end
if hosl w aand hos=wat
use Eq. (4.20) or Eq. (4.21)
end
if hos=wat;=0 and hog wa t
use Eq. (4.22) or Eq.(4.23)
end
if hos=wat,=1and hos wa t
use Eq. (4.24) or Eq. (4.25)
end

end
CalculatePSNR& MSE (PSNR>=30)
CalculateNCC& BER

end

End

Select next two bits from wat@ark _ array wat wab sequentially

Figure 4.14. The pseudo codEradeoff AGA
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This research discussasmtermarkembeddng in all bit-planeswhich were carried

out with all the possible values of tl#ST value, and every embeddifigr PSNR
MSE, BER,and NCC were also calculated. The optimum value was found by
ignoring all the cases in which tHeSNRare less than 30 (arc@eptable image
quality for thePSNRis considered to be equal or greater than 30 db). Meanwhile, the
best value of th&lCCwas chosen as the best embedding status. Figus@redents

theflowchart.
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image convert to binary image convert to binary
Sequentially select input two bits Select two bits from each pixel
(b1, b2 (vkey, yley)
Embedding process

Use Eq. 419

Use Eq. 20

Use Eq. £1

Use Eq. 4.22

Use Eq. £3

Use Eq. 4.24

Use Eq. £5

A 4

Finding the Finding theNCC
PSNR& MSE » & BERvalues

Figure 4.15. Theflowchart ofTradeoff AGA
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4.6 Summary

This chapter presents the techniques that are used for embedding the watermarked
image into the original image in the spatial domain. The first technidu®&H8swhich

is considered as the most common techniquearsffatial domain presented briefly

by clarifying the substitution process that is used in this technique. Apart from that,
an example that clarifies the embedding process in this technique is also given. The
technique has limitations in terms of image @yalistortion and robustness against
attacks. The other techniquel®B, which enhances the image quality and robustness
as compared with theSB method of embedding only one bit of the watermarked
image that is focused with the mathematical equatiomsaddition, the Figure
including the technique process and the Table of the technique division are also
presented. The proposdadlSB technique is focused on the new Equations; the
Figures of the flowcharts, the pseudo dand embedding process are also
presented. Later, the first algorithm of image quality withetpgations andigures

are clarified. This is followed by the second algorithm of image robustness and
relatedequations withfigures, which were also presented. The last algorithm of the
tradeoff between image quality and robustness with the refagedes andequations

are also presentedhe evaluation for the proposddadeoff AGAalgorithm have

been doneFinally, the summary of the chapter is presdnt
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CHAPTER FIVE
EXPERIMENTAL RESULTS

5.1Introductio n

In this chapter the results amresented. Section 5.presents the data after
embedding two bits. Section 5.3 presetite experimental results of the image
quality by finding thePSNRand MSE values. The results of the robustness are
presentedn Secton 54 by calculating theNCC and BER values for all bit planes.
While Section % presents the results and analysis ti@deoff between image
quality and robustness by chaugthe PSNRvalues thatare equal or greater than
30db and choasg the bestNCC value. Then Section &.presentshe complexity

results. Finally, Section Bsummarize the findings and results.

5.2 Resuls for Enhancement ImageQuality Algorithm

In this section, the results are compared withli88andGA, thenthe analysis for
findingsis also givenThe PSNRand MSE were calculatedio assess the quality of

the watermarked images after embedding the watermark

5.2.1Comparison for Quality AGA, LSB and GA (Uncompressed Imagg

Table 5.1 shows thérst watermarked image after embedding two laits format
BMP for Quality AGAalgorithm, Table 5.2 shows the same watermarked image for

LSB and Table 5.3 shows the same watermarked imag&Aor
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Table 5.1

BMP watermarked images for all iptanes using Quality  AGA

Bit Bit
Watermarked image Watermarked image
plane plane

k1=1 k1=1
k2=2 k2=5
k1=1 k1=1
k2=3 k2=6
k1=1 k1=1
k2=4
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Bit
Bit plane Watermarked image Watermarked image
plane

k1=1 k1=2
k2=8 k2=5
k1=2 k1=2
k2=3 k2=6
k1=2 k1=2
k2=4 k2=7
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Bit Bit
Watermarked image Watermarked image
plane plane

k1=2

k2=8

k1=3

k2=4
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Bit Bit
Watermarked image Watermarked image
plane plane
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Bit Bit
Watermarked image Watermarked image
plane plane

k1=5 k1=6
k2=8 k2=8
k1=6 k1=7
k2=7 k2=8

From Table5.], it can beseenthat the watermarked image efembedding two bits
of watermark starts with two keys (keyl=1, key2=2) to (keyl=7, key2=8) enhancing
the image quality gradually which means the first embedded bits represents the worst

case and at the same time the last embedded bits represents.the best
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Table 52

BMP watermarked images for all iptanes using LSB

Bit plane Watermarked image Bit plane Watermarked image

keyl=1
key2=2
keyl=1 keyl=1
key2=3 key2=6
keyl=1 keyl=1
key2=4 key2=7
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Bit plane Watemarked image Bit plane Watermarked image
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Bit plane Watermarked image Bit plant Watermarked image
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Bit plane Watermarked image Bit plane Watermarked image
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Bit plane Watermarked image Bit plane Watermarked image

From theTable5.2, it can beseenthat the watermarked image after embedding two
bits of watermark starts with the tweys (keyl=1, &y2=2) to (keyl=7, key2=B

which causemore imageadistortionas compared witQuality AGA
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Table 53

BMP watermarked images for all kptanes using GA

Bit Bit
Watermarked image Watermarked image
plane plane

kl=1 k1=1
k2=2 k2=5
k1l=1 k1=1
k2=3 k2=6
k1=1 k1=1
k2=4
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Bit Bit
Watermarked image Watermarked image
plane plane

k1=1 k1=2
k2=8 k2=5
k1=2 k1=2
k2=3 k2=6
k1=2 k1=2
k2=4 k2=7
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Bit Bit
Watermarked image Watermarked image
plane plane

k1=2

k2=8

k1=3

k2=4
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Bit Bit
Watermarked image Watermarked image
plane plane
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Bit Bit
Watermarked image Watermarked image
plane plane

k1=5

k2=8

k1=6

k2=7

From Table 5.3, it can be seen that the watermarked image after éngpivaal bits
enhanceshe image qualitygradually.The algorithm tested with two measurements
criteria to assess image quality in termR8NRandMSE Tables 54, 55, 56, and
5.7 showthe results in term dPSNRandMSEvalues forthe firstoriginal imageon
format BMP, TIFF, GIF, and PNG sequentially after embedihg two bits of

watermark]besides the results faSB andGA
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Table 54

PSNR and MSE of the Quality_AGA, LSB and GA for originall (BMP)

Bit-plane Quality  AGA LSB GA
keyl key2 PSNR MSE PSNR MSE PSNR MSE

1 2 11.2002 9762362 8.3935 968.6643 11.2002 9762362
1 3 13.6643 945.0121  8.4372 943.8861 13.6643 945.0121
1 4 14.9819 9279753 8.6639 926.8032 14.9819 9279753
1 5 15.6461 912.7764 8.7372 911.6434 15.6461 912.7764
1 6 15.9750 8936355 8.7726  892.6210 15.9750 8936355
1 7 16.1379 8544600 8.7882 852.3136 16.1379 8544600
1 8 16.1379 786.2320 8.7965 783.6692 16.1379 786.2320
2 3 19.7150 715.5444 14.2759 7153762 19.7150 715.5444
2 4 22.0819 417.1750 14.8630 4155423 22.0819 417.17%
2 5 23.3990 310.4926 15.0798 3107698 23.3990 310.4926
2 6 24.0867 266.4470 15.1419 264.3905 24.0867 266.4470
2 7 24.4355 246.6397 15.1597 246.6397 24.4355 246.6397
2 8 24.6066 237.4762 15.1676 235.5606 24.6066 237.4762
3 4 25.8624 168.9703 19.8391 169.8095 25.8624 168.9703
3 5 28.1060 100.9333 20.6418 101.1127 28.1060 100.9333
3 6 29.3894 74.8414 20.8947 759086 29.3894 74.8414
3 7 30.1206 63.7321 20.9760 639086 30.1206 63.7321
3 8 30.4291 58.9069 21.0105 57.9026 30.4291 58.9069
4 5 31.8069 42.8930 25.8218 41.9856 31.8069 42.8930
4 6 33.9811 26.0001 26.6346 25.8986 33.9811 26.0001
4 7 35.2521 19.4029 26.8932 195408 35.2521 19.4029
4 8 35.8758 16.8074 26.9811 159097 35.8758 16.8074
5 6 37.4098 11.8060 31.8779 114463 37.4098 11.8060
5 7 39.4823 7.3258  32.6770  7.2985 39.4823  7.3258
5 8 40.5140 5.7767  32.9390 59411 40.5140  5.7767
6 7 42.5753 3.5938 37.9163  3.4548 425753  3.5938
6 8 44.0495 2.5593  38.7077 27873 44,0495  2.5593
7 8 46.3119 15202 43,9233 1.4563 46.3119 1.5202
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Table 55

PSNR and MSE of the Quality_ AGA, LSB and GA for originall (TIFF)

Bit-plane Quality  AGA LSB GA
keyl key2 PSNR MSE PSNR MSE PSNR MSE
1 2 11.2002 9762362 8.3935 968.6643 11.2002 9762362

13.6643 945.0121 8.4372  943.8861 13.6643 945.(121
14.9819 9279753 8.6639 926.8032 14.9819 9279753
15.6461 912.7764 8.7372 911.6434 15.6461 912.7764
15.9750 8936355  8.7726  892.6210 15.9750 8936355
16.1379 8544600 8.7882 852.3136 16.1379 8544600
161379 786.2320 8.7965 783.6692 16.1379 786.2320
19.7150 715.5444 14.2759 7153762 19.7150 715.5444
22.0819 417.1750 14.8630 4155423 22.0819 417.1750
23.3990 310.4926 15.0798 3107698 23.3990 310.4926
24.0867 266.4470 15.1419 264.3905 24.0867 266.4470
24.4355 246.6397 15.1597 246.6397 24.4355 246.6397
24.6066 237.4762 15.1676 235.5606 24.6066 237.4762
25.8624 168.9703 19.8391 160.8095 25.8624 168.9703
28.1060 100.9333 20.6418 101.1127 28.1060 100.9333
29.3894 748414  20.8947 759086 29.3894 74.8414
30.1206 63.7321 20.9760 639086 30.1206 63.7321
30.4291 58.9069 21.0105 57.9026 30.4291 58.9069
31.8069 42.8930 25.8218 419856 31.8069 42.8930
33.9811 26.0001 26.6346 25.8986 33.9811 26.0001
35.2521 19.4029 26.8932 195408 35.2521 19.4029
35.8758 16.8074 26.9811 159097 35.8758 16.8074
37.4098 11.8060 31.8779 114463 37.4098 11.8060

N o o o o o br~ MDA D W OW W W OWDNDDNDNDDNDDNDDNDPEPE P PP PP
0 00 N 00 N OO 0 N OO0 O 0o N O o 0N O O A W 0N O O W

39.4823 7.3258  32.6770  7.2985 39.4823  7.3258
40.5140 57767  32.9390 59411 40.5140 5.7/,7
42.5753 3.5938  37.9163  3.4548 42.5753  3.5938
44.0495 25593  38.7077  2.7873 44.0495  2.5593
46.3119 1.5202  43.9233 14563  46.3119 1.5202
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Table 56

PSNR and MSE of the Quality_AGA, LSB and GA for originall (GIF)

Bit-plane Quality_AGA LSB GA
keyl key2 PSNR MSE PSNR MSE PSNR MSE
1 2 11.2002 9762362 8.3935 968.6643 11.2002 9762362

13.6643 945.0121  8.4372 943.8861 13.6643 945.0121
14.9819 9279753 8.6639 926.8032 14.9819 9279753
156461 912.7764 8.7372 911.6434 15.6461 912.7764
15.9750 8936355  8.7726 892.6210 15.9750 8936355
16.1379 8544600 8.7882 852.3136 16.1379 8544600
16.1379 786.2320 8.7965 783.6692 16.1379 786.2320
19.7150 715.5444 14.2759 7153762 19.7550 715.5444
22.0819 417.1750 14.8630 4155423 22.0819 417.1750
23.3990 310.4926 15.0798 3107698 23.3990 310.4926
24.0867 266.4470 15.1419 264.3905 24.0867 266.4470
24.4355 246.6397 15.1597 246.6397 24.4355 246.6397
24.6066 237.47@ 15.1676 235.5606 24.6066 237.4762
25.8624 168.9703 19.8391 169.8095 25.8624 168.9703
28.1060 100.9333 20.6418 101.1127 28.1060 100.9333
29.3894 74.8414 20.8947 75.9086 29.3894 74.8414
30.1206 63.7321 20.9760 639086  30.1206 63.7321
30.4291 58.9069 21.0105 579026 30.4291 58.9069
31.8069 42.8930 25.8218 419856 31.8069 42.8930
33.9811 26.0001 26.6346 25.8986 33.9811 26.0001
35.2521 19.4029 26.8932 195408 35.2521 19.4029
35.8758 16.8074 26.9811 159097 35.8758 16.8074
37.4098 11.8060 31.8779 114463 37.4098 11.8060

N o oo o o o0 B DA D W W WW WDNDNDNDNDDNDDNDMNDNDPEPFPRP PP P P
0 00 N 00 N OO 0N OO 01 0o N OO o M 00O N O O A W W N O O A W

39.4823 7.3258  32.6770  7.2985 39.4823  7.3258
40.5140 57767  32.9390 59411 40.5140  5.7767
42.5753 3.5938  37.9163  3.4548 425753  3.5938
44.0495 2.5593  38.7077  2.7873 440495 2.5593
46.3119 15202 43.9233 1.4563  46.3119 1.5202
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Table 57

PSNR and MSE of the Quality_AGA, LSB and GA for originall (PNG)

Bit-plane Quality  AGA LSB GA
keyl key2 PSNR MSE PSNR MSE PSNR MSE
1 2 112002 9762362 8.3935 968.6643 11.2002 9762362

13.6643 945.0121 8.4372 943.8861 13.6643 945.(121
14.9819 9279753 8.6639 926.8032 14.9819 9279753
15.6461 912.7764 8.7372 911.6434 15.6461 912.7764
15.9750 8936355 8.7726 892.6210 15.97® 8936355
16.1379 8544600 8.7882 852.3136 16.1379 8544600
16.1379 786.2320 8.7965 783.6692 16.1379 786.2320
19.7150 715.5444 14.2759 7153762 19.7150 715.5444
22.0819 417.1750 14.8630 4155423 22.0819 417.1750
23.3990 310.4926 15.0798 3107698 23.3990 310.4926
24.0867 266.4470 15.1419 264.3905 24.0867 266.4470
24.4355 246.6397 15.1597 246.6397 24.4355 246.6397
24.6066 237.4762 15.1676 235.5606 24.6066 237.4762
25.8624 168.9703 19.8391 160.8095 25.8624 168.9703
28.1060 100.9333 20.6418 101.1127 28.1060 100.9333
29.3894 74.8414 20.8947 759086 29.3894 74.8414
30.1206 63.7321 20.9760 639086 30.1206 63.7321
30.4291 58.9069 21.0105 57.9026 30.4291 58.9069
31.8069 42.8930 25.8218 419856 318069 42.8930
33.9811 26.0001 26.6346 25.8986 33.9811 26.0001
35.2521 19.4029 26.8932 195408 35.2521 19.4029
35.8758 16.8074 26.9811 159097 35.8758 16.8074
37.4098 11.8060 31.8779 114463 37.4098 11.8060

N o o o o o~ MDA D W OW W W OWDNDNDNDNDDNDDNDNDNDNDPEPEPRP PP P P
00 00 N 00 N OO 60 N OO0 01 0o N O o 0N O O A W 0N O O W

39.4823 7.3258  32.6770  7.2985 39.4823  7.3258
40.5140 57767  32.9390 59411 40.5140  5.7767
42.5753 3.5938  37.9163  3.4548 42.5753  3.5938
44.0495 25593  38.7077  2.7873 44.0495  2.5593
46.3119 1.5202  43.9233 14563  46.3119 1.5202
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FromTables54, 5.5, 5.6, and 5, it can be seethatthe MSEvalue is the opposite

of PSNRvalue, thatis why PSNRincreags gradually from the first two embedded
bits to the last two whileMSE decreass The results from these¢ables after the
comparison betweeQuality AGA LSB and GA, show that the two algorithms
Quality_ AGAandGA investigated the better and same values for both measurements
PSNRand MSE while LSB investigatedthe worst values which means bad quality

for thewatermarked image.

5.2.2Comparison for Quality AGA, LSB and GA (Compressed Imagg
Tables 5.8 shows the result in terof PSNRand MSE values for the first original
image on formaflPEG after embedithg two bits of watermarkl, besides the results

for LSB andGA.
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Table 58

PSNR and MSE of the Quality AGAB.&d GA for originall (JPEG)

Bit-plane Quality  AGA LSB GA
keyl key2 PSNR MSE PSNR MSE PSNR MSE
1 2 15.7535 9762362 8.3935 968.6643 15.7535 9762362

18.1122 945.0121 8.4372 943.8861 18.1122 945.(121
193626 9279753 8.6639 926.8032 19.3626 9279753
19.9884 912.7764 8.7372 911.6434 19.9884 912.7764
20.2972 8936355 8.7726  892.6210 20.2972 8936355
20.4498 8544600 8.7882 852.3136 20.4498 8544600
20.5254 786.2320 8.7965 783.6692 20.52%  786.2320
24.3532 715.5444 14.2759 7153762 24.3532 715.5444
26.7048 417.1750 14.8630 4155423 26.7048 417.1750
28.0023 310.4926 15.0798 3107698 28.0023 310.4926
28.6757 266.4470 15.1419 264.3905 28.6757 266.4470
29.0164 246.6397 15.1597 246.6397 29.0164 246.6397
29.1832 237.4762 15.1676 235.5606 29.1832 237.4762
30.6177 168.9703 19.8391 160.8095 30.6177 168.9703
32.8548 100.9333 20.6418 101.1127 32.8548 100.9333
34.1605 74.8414 20.8947 759086 34.1605 74.8414
34.8618 63.7321 20.9760 639086 34.8618 63.7321
35.2058 58.9069 21.0105 57.9026  35.2058 58.9069
36.5842 42.8930 25.8218 419856  36.5842 42.8930
38.7539 26.0001 26.6346 25.8986 38.7539 26.0001
40.0266 19.4029 26.8932 195408 40.056  19.4029
40.6526 16.8074 26.9811 159097 40.6526 16.8074
42.1895 11.8060 31.8779 114463 42.1895 11.8060

N o o o o o~ MDA D W OW W W OWDNDNDNDNDDNDDNDNDNDNDPEPEPRP PP P P
00 00 N 00 N OO 60 N OO0 01 0o N O o 0N O O A W 0N O O W

44.2611 7.3258  32.6770  7.2985 44.2611 7.3258
45.2941 57767  32.9390 59411 45.2941  5.7767
47.3596 3.5938  37.9163  3.4548 47.396 3.5938
48.8137 25593  38.7077  2.7873 48.8137 2.5593
51.1105 15202  43.9233 1.4563  51.1105 1.5202
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From Table 5.8,it can be seen thahe MSE value is the opposite d#SNRvalue,

t h at OPSNRm&rgagsgradually from the first two embeddéds to the last two
while MSE decreass The resultdiffer from uncompressed images atitk image
quality is betterthan other types of uncompressed image. Besidas, thesetables
after the comparison betwe€uality AGA LSB andGA it is shown tha the two
algorithmsQuality AGAand GA investigated the better and same values for both
measurementBSNRandMSE while LSBinvestigatedheworst values which means

bad quality fothewatermarked image.

Furthermore by comparing the proposed algorithmth the LSB method it is also
noticed that the quality of watermarked images has been improved using the
proposed method. For exampilee image of bits (3, 7) isbserved to be better than
those ofbits (3, 7) and bits (4, Syhereashe other imagesan show similar quality
differencesWhile theMSEvalues for both methods decregsadually from the first

two embedded bits to the last two embedded bits.

Apart fromthat, Figure 8L shows the difference between the quality of watermarked
images by usig the proposed algorithm basedI8B and theLSBmethod thus the

proposed technique is greatly better than.tBBby embedding two bits.
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Figure5.1. The PSNR values of the proposed algorithm and of the LSB method for

the different bitplanes

From Figure 5.1, the difference betwe€uality AGAand LSB can be seenThe
proposed algorithm investigated bet$NRvalues tharLSB this is because the
LSB methodreplaced the new pixels with the original ones directly even if the
embedded bits were diffent, so the result wiklemonstratevorse quality and the
watermarked image will be mouistorted. he proposed algorithrrakes overthe

new pixelsclosesto the original onedencethe quality is better.

132



5.2.3Results of Quality AGA and Computation Complexy

ATi me complexity of an algorithm means t
run to completion. Time complexity is most commonly estimated by counting the
number of elementaryf uncti ons per f or meGbmpltationat h e al
complexity can beasily established by easuring the time for embeddiegtraction

or by comparing the asymptotic expressions for complexity of the algorithms as a
function of the image and message sizes (Fridrich and Goljan, 1999). stuithysa
comparison betweerQuality AGA algorithm and GA has been conducted by

calculating the time that needed for the two algorithms (second) for the embedding
process which is clarified in Tables95and 510, respectively. The compariso

between the two algorithms hasenconductedoy testing six ofthe twelve original

images.
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Table 59

The time (second) of the Quality AGA for all bit planes

Bit- plane  Bridge Boats Camera  Milk drop Plane Peppers
keyl key2
1 2 24.072956 24.158659 24.326478 24.182818 24.176420 26.359278
1 3 24.028363 24.552305 24.213913 24.784743 24.342618 24.516936
1 4 24.069077 24.117336 24.297099 24.310352 24.314863 24.152103
1 5 24.031508 24.102940 24.332057 24.276632 24.250761 24.206052
1 6 24.122660 24.184117 24.442975 24.172006 24.349632 24.198835
1 7 24.131506 24.229291 24.245418 24.319664 24.328931 24.256518
1 8 24.373659 24.239144 24.334196 24.326571 24.344043 24.347229
2 3 24.017318 24.067735 24.103959 24.131253 24.132135 24.433370
2 4 24.244416 24.105408 24.220477 24.181623 24.207536 24.378386
2 5 24.226584 24.052312 24.246799 24.358380 24.219573 24.183067
2 6 24.293197 24.116909 24.340268 24.296714 24.162078 24.338308
2 7 24.090591 24.205585 24.231257 24.465374 24.240438 24.390419
2 8 24.179250 24.272626 24.304263 24.270194 24.171545 24328321
3 4 24.023198 24.166605 24.357450 24.197657 24.214774 24.426009
3 5 24.099637 24.403260 24.250509 24.204865 24.140061 24.210264
3 6 24.065720 24.139410 24.301422 24.170181 24.372783 24.380663
3 7 24.155004 24.180062 24.343905 24.210993 24.414472 24.454599
3 8 24.253044 24.218694 24.236660 25.489612 24.244130 24.134379
4 5 24.353096 24.253922 24.425721 24.172493 24.141289 24.129428
4 6 24.254767 24.178023 24.420236 24.220038 24.383904 24.346539
4 7 24.133186 24.220247 24.301184 24.278162 24.251013 24.384200
4 8 24.198867 24.206845 24.220781 24.165735 24.207526 24.236719
5 6 24.319730 24.309608 24.367386 24.297263 24.142034 24.065566
5 7 24.231448 24.285174 24.294283 24.471295 24.258970 24.199370
5 8 24.159791 24.258373 24.154331 24.206877 24.175312 24.169725
6 7 24.146809 24.248790 24.125194 24.388843 24.153367 24.306317
6 8 24.814787 24.290160 24.198313 24.200084 24.221128 24.102909
7 8 24.106557 24.324736 24.265539 24.226687 24.258502 24.172980
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Table 510

The time (second) of the GA @l bit planes

Bit- Plane Bridge Boats Camera Milk drop Plane  Peppers
Keyl Key2
1 2 1964 1963 1975 1971 1970 1963
1 3 1968 1972 1971 1966 1965 1966
1 4 1969 1960 1967 1965 1959 1965
1 5 1974 1977 1965 1968 1962 1961
1 6 1977 1963 1966 1963 1960 1965
1 7 1963 1965 1970 1975 1972 1972
1 8 1966 1970 1973 1971 1974 1959
2 3 1971 1975 1963 1962 1964 1966
2 4 1960 1972 1977 1967 1964 1974
2 5 1966 1962 1969 1963 1966 197
2 6 1972 1963 1966 1967 1965 1961
2 7 1974 1978 1963 1973 1969 1966
2 8 1970 1972 1968 1963 1972 1961
3 4 1960 1966 1973 1967 1973 1978
3 5 1956 1965 1966 1963 1968 1977
3 6 1963 1968 1962 1971 1966 1961
3 7 1967 1966 1974 19% 1967 1976
3 8 1964 1972 1968 1969 1963 1971
4 5 1965 1967 1968 1967 1970 1976
4 6 1970 1969 1976 1966 1963 1960
4 7 1965 1967 1965 1963 1967 1972
4 8 1978 1967 1953 1961 1976 1962
5 6 1960 1963 1974 1966 1978 1966
5 7 1966 1963 1963 1960 1975 1967
5 8 1960 1961 1961 1967 1978 1971
6 7 1977 1973 1962 1966 1967 1960
6 8 1966 1970 1964 1971 1961 1960
7 8 1963 1962 1962 1966 1974 1961

135



Time Seconds

It is seenfrom the tables (8.& 5.10) that the time is greatly better when using the
Quality_AGAimage algorithm than the time when using A& The main reason
beingthe GAtakes dlthe probabilitiedor all bit-planes Hence,it takeslonger for the
appropriate pixel value to be reach@édile thequality image algorithm replacése
new pixels which are the nearest to the original ones, thetdikeais better. At the
same timethe quality of bothmethods exactlymatchesand the results show the

improvement for the two algorithms.

In addition, Figure 2 clarified the difference between the times of each algorithm
needed for the embedding process. It is clear that the proglgeethm is bettethan

GA, which needed a long time for embedding.
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Figure 5.2. The time values of the proposed quality image algorithm anG ghor

the different biplanes
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5.3 Resuls for Robustness_AGA Algorithm

In this section, the enhanced image robustness algorittampised based oDISB

technique by embedding two bits of the watermarked image.

One watermark image from th&x (as mentioned in the previous chapter) was
embedded withirtwelve original images using the proposed technique explained.
The results of onef these embedding are elaborated in detail ingbdion while

the other results are briefly presented.

The formulas and measurements of the robustness of image watermarking were
given in Chapter Three. TIMCC andBERwereused to assess the robussef the
watermarked images after embedding the watermarked objects. In this section, the
results compared to the&sSBmethodand the analyses for findings are also gividme
watermarking algorithm must embed the watermadkthat it will be robust agaist

the chosen processing operations (attacks) that can destroy or distort the
watermarked image. To consider the proposed algorithm under different image
attacks, the following attacks were applied to the watermarked image: Blurring,
Gaussian filter, Wierrfilter, Speckle noise, an#PEG compression. The algorithm
concentrates on the best robustness of the watermarked image, béSBdAilhthe
bit-planes were tested, starting from the 1sphine MSB) through the 8th biplane

(LSB. Table 511 showsthe PSNRwith NCC for each embeddingvhile Table 512

shows the PSNRwith BERfor each embedding.
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Table 511

PSNR and the NCC values of Robust AGA

Bit-plane _ _ _

keyl key? PSNR JPEG Blurring Gaussian  Wiener Speckle
1 2 6.3269 1 1 1 1 1

1 3 10.1828 0.9244 1 1 1 0.9235
1 4 12.7696 0.9197 0.9%72 0.9996 1 0.9192
1 5 14.2824 0.9047 0.9033 0.9844 0.9921 0.9087
1 6 15.0897 0.8536 0.8219 0.9361 0.9611 0.8779
1 7 15.5030 0.7856 0.7617 0.8524 0.8587 0.7816
1 8 15.7110 0.7392 0.7367 0.7750 0.6876 0.7332
2 3 13.9755 0.8169 0.9598 0.9910 0.9980 0.8233
2 4 18.1494 0.9001 0.9414 0.9895 0.9939 0.9085
2 5 21.1101 0.8864 0.8969 0.9726 0.9750 0.9015
2 6 22.9077 0.8546 0.8579 0.9368 0.9327 0.8651
2 7 23.8803 0.8194 0.8228 0.8850 0.8529 0.8362
2 8 24.3746 0.7935 0.8043 0.8373 0.7836 0.8003
3 4 20.1356 0.8071 0.8737 0.9819 0.9887 0.8223
3 5 24.3652 0.8590 0.8232 0.9718 0.9671 0.8856
3 6 27.4551 0.8252 0.7597 0.9212 0.8968 0.8560
3 7 29.3825 0.7721 0.7246 0.8364 0.7776 0.7964
3 8 30.4291 0.7382 0.6930 0.7531 0.7076 0.7549
4 5 26.3965 0.7412 0.7856 0.9537 0.9306 0.7795
4 6 30.7309 0.7750 0.7545 0.9311 0.8194 0.8227
4 7 33.9317 0.7285 0.7012 0.8466 0.7392 0.7746
4 8 35.8758 0.6936 0.6766 0.7623 0.6932 0.7297
5 6 32.7585 0.6623 0.6889 0.8963 0.7319 0.6916
5 7 37.2915 0.6652 0.6720 0.8481 0.6965 0.6949
5 8 40.5140 0.6498 0.6492 0.7685 0.6620 0.6671
6 7 39.4561 0.6043 0.6298 0.7830 0.6432 0.6108
6 8 44.0495 0.6092 0.6247 0.7420 0.6334 0.6140
7 8 46.3119 0.6007 0.6106 0.6802 0.6116 0.6154
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Table 512

PSNR andite BER values of Robust AGA

Bit-plane

PSNR JPEG Blurring Gaussian  Wiener Speckle

keyl key2

1 2 6.3269 04210 0.4185 0.3989 0.3890 0.4126
1 3 10.1828 0.4229 0.4329 0.4143 0.4068 0.4277
1 4 12.7696 0.4097 0.4372 0.4407 0.4322 0.4288
1 5 14.2824 0.4321 0.4392 0.4520 0.4541 0.4445
1 6 15.0897 0.4506 0.4528 0.4232 0.4377 0.4680
1 7 15.5030 0.46&% 0.4755 0.4665 0.4705 0.4113
1 8 15.7110 0.4008 0.4091 0.4210 0.4121 0.4248
2 3 13.9755 0.4443 0.4626 04418 0.4339 0.4597
2 4 18.1494 0.4290 0.4240 0.4306 0.4316 0.4399
2 5 21.1101 0.4323 0.4146 0.4760 0.4105 0.4204
2 6 22.9077 0.4188 0.4267 0.4131 0.4244 0.4195
2 7 23.8803 0.4276 0.4373 0.4802 0.4506 0.4333
2 8 24.3746 0.4099 0.4143 0.4504 0.4262 0.4096
3 4 20.1356 0.4375 0.5022 0.4991 0.4883 0.4887
3 5 24.3652 0.4230 0.4447 0.4387 0.4630 0.4406
3 6 27.4551 0.4455 0.4481 0.4299 0.4092 04339
3 7 29.3825 0.4376 0.4460 0.4033 0.4559 0.4668
3 8 30.4291 0.4601 0.4594 0.4430 0.4600 0.4467
4 5 26.3965 0.4211 0.4426 0.4671 0.4387 0.4482
4 6 30.7309 0.4848 0.4848 0.9311 0.4848 0.4848
4 7 33.9317 0.4548 0.4548 0.8466 0.4548 0.4548
4 8 35.8758 0.4628 0.4628 0.7623 0.4628 0.4628
5 6 32.7585 0.4457 0.4457 0.8963 0.4457 0.4457
5 7 37.2915 0.4840 0.4840 0.8481 0.4840 0.4840
5 8 40.5140 0.4770 0.4770 0.7685 0.4770 0.4770
6 7 39.4561 0.4981 0.4981 0.7830 0.4981 0.4981
6 8 44.0495 0.4846 0.4846 0.7420 0.4846 0.4846
7 8 46.3119 0.4992 0.4992 0.6802 0.4992 0.4992
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From Tables 5.11 and 5.12 can beseenthat by moving from the 8th bplane to

the 1st biplane the resiliencein both techniques are developed sinite attack
modifiesthe small value (last bjjlanes) much easier than the big value, such as in
the first bitplanes.And at the same time tHBERrepresents the error for the bits in
the existing ptels that happened after embedding watermark, also aftefragpphe
chosen attacks the error happened in the existing pixels and the measBERENt
shown for all bit planes.The difference betweebhSB and the proposed algorithm
can be shown clearlyiFigure 53, which clarifies the watermarked image for both
techniques after applying Gaussian filter and temactingthe watermarked image.

Figure 54 shows the difference iIRSNRvalues for both techniques.
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Figure 53. The NCC values of the proped algoritm and of the LSB using

Gaussian filter
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Figure 54. The PSNR values of the grosed algorithm and of the LSBing

Gaussian filter

After applying the chosen attackise textracted watermarks (logos) for the proposed
technique and theSBmehod in all the bHplanesare illustrated in Tables B3 and

5.14, respectively.
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Table 513

Extracted watermarkfter applying a Gaussian filter (ISB)

Bt \vatermarked B Watermarked B  Watermarked Dt  Watermarked
plane i plane - plane - plane image
image Image image

ki ko ki ke O ki kg T kik

12 5
13 6
1 4 7
15 8
16 5
17 6
1 8 7
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Table 514

Extracted watermdeafter applying a Gaussian filter (LSB)

Bit Watermarked Bit Watermarked Bit Watermarked Bit Watermarked
plane . plane . plane . plane .
K K, image K, K, image K, K, image k. k image
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From Tables 5.13 and 5.14he NCC of the extracted logo is better than th&B
method using the proposed method, particularly in the first bit plaheshwhave
bigger values of the range. This improvement is gradually decreased from the (1, 2)
to the (7, 8) biplanes.That is to say that this technique is more resilient against
image processing operations suchcaspressionfiltering, blurring and nise, that

changeghelevel of intensityof the pixels.

5.4 Resultsfor Trading -off between Robustness and Image Quality

In the previous sections, the position of the wateredpgixel was testedased on
the subperiod of each biplane. Thusthe value of te pixelwaspositionedon the
edge of the sulperiod,any kind of minor modificatiorby the attacks was found to
move the pixel frononerange to another and the watermark could natebsoved
as elaborated and shown in sséttion 5.2.1. On the otherrd if the watermarked

pixel is according 6 the length of the superiod (21

), any effect at the pixel of
attacks would then make it difficult to move the selected two bits to another range
and the bits could be extracted correctly. In this study, khknce between

robustness and quality of watermarked image wwabieved by moving the

watermarked pixel away from the edge of the-gqériod.

In addition, the threshold value considered as the value between the edges of the sub
period,wasfound to surwe against different types afttacks, and at the same time

kept the best image qualityt can be presumetthat the threshold valu®(ST) is the
smallest distance from thecationof the watermarked pixg" to the edge of the sub

period, which isneaer to the initial pixel.In other wordsjf the distance from the
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pixel to the edge of the sub period is larger than the threshold valbes pi xel 0
location will not alter. Howeveiif the distance from the pixel to the edge of the-sub
period is lessemian the threshold value, tpei x e | 0 swilllaltectaabie asdan as

the threshold value. THRSNRand theNCC for the proposed algorithm of threshold
values DIST) were calculated after applying the chosen attacks in whicR$NR
wasequal or greatethan 30 db, as shown in Tabled%through 526. The results of

the nexttables are for embeddinvgatermarklwithin originall. Notice that théSNR

had been calculated before applying any attack. Although some attacks were found to
improve the quality bthe image (such as filtering and compression), some others

were found to destroy the image (such as blurring and noise).

Table 515

PSNR and MSE of the Tradeoff AGA where keyl1=3, kky2=

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 30.8057 0.7220 0.6712 0.6974 0.6880 0.7424
1 30.0872 0.7487 0.7100 0.7840 0.7335 0.7733
Table 516

PSNR and MSE of the Tradeoff AGA where keyl=3, key2=8

DIST PSNR JPEG Blurring Gaussian Wiener Speckle

0 30.4291 0.7382 0.6930 0.7531 0.7076 0.7564
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Table 517

PSNRand MSE of the Tradeoff AGA where keyl=4, key2=5

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 32.8518 0.7107 0.6670 0.6863 0.6848 0.7444
1 31.8069 0.7371 0.6933 0.7651 0.7238 0.7787
2 30.8418 0.7600 0.7107 0.8424 0.7641 0.8096
3 29.9523 0.77@ 0.7301 0.9083 0.8041 0.8263
4 29.1314 0.7781 0.7569 0.9447 0.8487 0.8486
5 28.3719 0.7806 0.7662 0.9651 0.8928 0.8412
6 27.6665 0.7718 0.7739 0.9709 0.9224 0.8299
7 27.0092 0.7580 0.7817 0.9675 0.9351 0.8128

Table 518

PSNR and MSE of the Treaff AGA where keyl=4, key2=6

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 35.2633 0.6995 0.6729 0.7170 0.6905 0.7333
1 33.9811 0.7259 0.6995 0.7956 0.7305 0.7694
2 32.7970 0.7425 0.7194 0.8639 0.7666 0.7913
3 31.7160 0.7654 0.7388 0.9122 0.7%2 0.8071
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Table 519

PSNR and MSE of the Tradeoff AGA where keyl=4, key2=7

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 36.6660 0.6790 0.6576 0.7115 0.6746 0.7151
1 35.2521 0.7061 0.6815 0.7871 0.7115 0.7448

Table 520

PSNR and MSE of thigadeoff AGA where keyl=4, key2=8

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 35.8758 0.6936 0.6766 0.7623 0.6932 0.7352

Table 521

PSNR and MSE of the Tradeoff AGA where keyl=5, key2=6

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 39.5778 0.6443 0.6359 0.6845 0.6506 0.6619
1 37.4098 0.6606 0.6524 0.7778 0.6821 0.6849
2 35.6119 0.6700 0.6676 0.8630 0.7100 0.6910
3 34.0803 0.6704 0.6854 0.9008 0.7287 0.6926
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Table 522

PSNR and MSE of the Tradeoff AGA where keyl=5, key2=7

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 42.0862 0.6354 0.6339 0.6983 0.6467 0.6549
1 39.4823  0.6525 0.6518 0.7877 0.6772 0.6754

Table 523

PSNR and MSE of the Tradeoff AGA where keyl=5, key2=8

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 40.5140 0.6498 0.6492 0.7685 0.6620 0.6736

Table 524

PSNR and MSE of the Tradeoff AGA where keyl=6, key2=7

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 46.9316 0.6056 0.6110 0.6582 0.6147 0.6083
1 42.5753 0.6048 0.6241 0.7444 0.6384 0.6132
2 39.4561 0.6043 0.6298 0.7830 0.6432 0.6124
3 37.1114 0.6051 0.6333 0.7288 0.6320 0.6012
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Table 525

PSNR and MSE of the Tradeoff AGA where keyl1=6, key2=8

X PSNR JPEG Blurring Gaussian Wiener Speckle
0 44.0495 0.6092 0.6247 0.7420 0.6334 0.6104
Table 526

PSNR and MSE of the Tradeoff AGA where keyl=7, key2=8

X PSNR JPEG Blurring Gaussian Wiener Speckle

0 46.3119 0.6007 0.6106 0.6802 0.6116 0.6087

From Tables 5.15 to 5.26the results prove what was presented in the previous
Section 5.3, k. the top watermarked image quality (higfeSNR was found when

the DIST value was the minimumD(ST = 0, the nearest pixel in the original);
whereaghe worstwaswhen theDIST value was the greatesiowever the greatest
robustness (biggestCC) was achievedthe using theEquation ' so the best
values can be obtained where for BfeNRequal or greater than 30.dbo select the

best embedding status, an acceptable quality of the watermarked image is considered
to occur if thePSNRIis greater tharB0db, as stated bywu (2004), Bennour et al,

(2007) and Zeki (2009).

The user can select aMBSNRvaluesince a watermarked image depends on the kind

of original image;smooth or textural, and usually the deformation on the smooth
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images becomes more Mk by the human eyes as comgzhto the textured image
areas(Jain and Uludag, 2002jMacq and Quisquater, 1995Wu and Tsai, 2003),

therefore, the PSNR value may be more than 30db in these types of images.

By simply comparingeach embedding experinm¢ with PSNRvalue larger than
30db, the greateMCCis chosen as the best embedding status. From the tdines,
the besNCCwas found in the position (keyl= 4 and key2 = 6) when the DI8jieva

was 3, as given in Tablel® where the®SNRwas 31.716@lb.

In the position (keyl = 4 and key2 = 6) (which is considered as the bgé&artwet for
embedding), watermatkhas been embedded within atlginal images to prove the
above results (the threshold value for the best robustness with the acceptable imag
quality for different type of images).he PSNRandNCC for all attacks of the 4th
bit-plane with different bias values for the proposed method by embedding

watermark 1 indriginal 2-6) are shown in TablesZ/ to 531.

Table 527

PSNR and MSE of theradeoff AGA where keyl=4, key2=8 (original2)

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 35.3653 0.7267 0.6740 0.6863 0.7025 0.7502
1 34.0467 0.7692 0.7615 0.8556 0.7429 0.8264
2 32.8373 0.7950 0.8050 0.9212 0.7848 0.8847
3 31.7385 0.8116 0.8323 0.9434 0.8206 0.9030
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Table 528

PSNR and MSE of the Tradeoff AGA where keyl=4, key2=8 (original3)

DIST PSNR JPEG Blurring Gaussian Wiener Speckle

0 35.6448 0.7386 0.7078 0.7184 0.7186 0.7307

1 34.2976 0.7726 0.7708 0.8594 0.7595 0.7602

2 33.0626 0.7930 0.8061 0.9074 0.7974 0.7866

3 31.9421 0.8035 0.8244 0.9315 0.8194 0.8035
Table 529

PSNR and MSE of the Tradeoff AGA where keyl1=4, key2=8 (original4)

DIST PSNR JPEG Blurring Gaussian Wiener Speckle
0 35.7989 0.7528 0.7156 0.7444 0.75& 0.7345
1 34.4435 0.7789 0.7479 0.8321 0.7797 0.7700
2 33.1999 0.7926 0.7651 0.8827 0.8180 0.8097
3 32.0718 0.8008 0.7775 0.9114 0.8385 0.8191
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Table 530

PSNR and MSE of the Tradeoff AGA where keyl=4, key2=8 (original5)

DIST PSNR JPEG Blurr ing Gaussian Wiener Speckle

0 35.6438 0.7095 0.6773 0.6658 0.6951 0.6863

1 34.2932 0.7560 0.7785 0.8607 0.7651 0.7122

2 33.0563 0.7841 0.8150 0.9116 0.8121 0.7264

3 31.9349 0.7957 0.8344 0.9407 0.8419 0.7477
Table 531

PSNR and MSE of the Treoff AGA where keyl1=4, key2=8 (original6)

DIST PSNR JPEG Blurring Gaussian Wiener Speckle

0 35.3965 0.7285 0.6823 0.6913 0.6887 0.7107
1 34.0663 0.7690 0.7481 0.8400 0.7358 0.7604
2 32.8492 0.7955 0.7901 0.9100 0.7760 0.7948
3 31.7452 0.8086 0.8198 0.9383 0.8081 0.8107

The Table$.27 to 5.31prove that the first result of the best embedding status in the
position (keyl = 4, key2 = 6) at thi¥ST value = 3 and all theriginal images gave
similar results. The extracted logo (watermark 1) fromdifferent original images
(when embedding in the position (keyl = 4, key2 = 6) atDH&T value= 3) is
displayed in Table 80. Meanwhile, differenNCC values for all the attacks and all

the original images are illustrated ifable5.31. In addition, Table 5.32 shows the
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extracted watermark from different original images, while Figure 5.5 clarifies the

differencebetween attacks.

Table 532

Extractedwatermark 1 from the different original images where keyl=4, kéy2

Original Gaussian Original Gaussian Original Gaussian

NCC

Original Original Original

1 3 5

Original Original

2 6

09 1
——JPEG

09+ ——Bluring
= —\iener
—+— Speckle
= Gaussian

085 -

07
Host1 Host2 Host3 Hostd Hosts Hoste
Host Images

Figure 55. The NCC values for the extracted logo (watermark 1) from the different

original images when embedding within (keyl = 4, key2 = 6plaihes at DIST = 3
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The original images (watermarked images), after embedding the watermarkl in the
position (keyl = 4, key2 = 6) biilanes with the bias value (8T) = 3, are shown in

Figure 56. It is noticed that theSNRvaluesare greater than 30db.

Original 2

Original 4 Original 5 Original 6

Figure 5.6. Different watermarked images after embedding watermark 1 in the

(keyl=4, ley 2= 6) bitplanes at DIST = 3

To test other watermarked objects, two other images (Watermark 2 and Watermark
3) have been embedded in the choseginal images. These two watermarks were
embedded in all theriginalimages in the (keyl=4, key2= 6)planes aDIST= 3,

and the result for theSNRandNCC (after applying allttacks) are shown in Tables

5.33and 534, respectivelyand illustrated in Figres 57 and 58 respectively.
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Table 533
PSNR and NCC dafradeoff_ AGA wherkey1=4, key2= 6 watermark 2 in different

original images

Original  PSNR NCC NCC NCC NCC NCC

JPEG Blurring Gaussian Wiener Speckle
1 31.6828  0.7654 0.6775 0.8812 0.7419 0.7464
2 31.6613  0.8116 0.8049 0.9309 0.8054 0.8583
3 32.0140 0.8035 0.7794 0.9106 0.7940 0.7483
4 32.1994  0.8008 0.7349 0.8934 0.7845 0.7599
5 31.9970  0.7957 0.7836 0.9195 0.7899 0.6919
6 315992  0.8086 0.7840 0.9196 0.7736 0.7570

NCC

095+ —

——JPEG il
—Bluring

—— (Gaussian
—Wiener |
—Speckle

0.65 | | | 1

Host1 Host2 Host3 Hostd Hosts HostB
Host Images

Figure 57. TheNCC values of the extracted logo (watermark 2) from different

original images at the embedding in (keyl=4, key2= 6plaihes with DIST = 3
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Table 534
PSNR and NCC dafradeoff_ AGA wherkey1=4, key2= 6 watermark 3 in different

original images

NCC

Original PSNR NCC NCC NCC NCC NCC
JPEG Blurring Gaussian Wiener Speckle
1 31.6895 0.7019 0.6894 0.8848 0.7501 0.7643
2 31.6873 0.7884 0.8216 0.9424 0.8215 0.8740
3 31.8573 0.7531 0.7933 0.9183 0.8065 0.7640
4 32.1723 0.7546 0.7384 0.8941 0.8000 0.7711
5 32.1328 0.7481 0.8011 0.9261 0.8144 0.6970
6 31.7454 0.7673 0.7852 0.9206 0.7779 0.7562
f [
095 -
0ar ——PEG | ]
——Bluring
= (aussian

==—Wiener
——Speckle

065
Host! Host2 Host3 Hostd Hosts Hosth
Host Images

Figure 58. The NCC values of the extracted logo (watermark 3) from different

original images at the embedding in (keyl=4, keg2bit-planes with DIST= 3
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From the above results, embedding different waterathdbjects within different
original images, in the (keyl=4, key2=6) {pitanes withDIST value = 3, gave the

best embedding status with minimum distortion and acceptable image quality.

5.5 Summary

In this chapter, the quality of watermarked image has been found to improve by
moving the pixel tdhe location on the edge of spkriod towards the original pixel,

but at this location, the robustndsssbeen found to decrease because when the pixel
valueis located on the edges of sub period, any small change by the attacks will
move the pixel frononerange to another, and the watermark cannot be extracted.
The comparison between image quality algorithm BS& methodhas been done

and the results analydeclarified all possillities with each embedding twloit
position. The evaluation usingGA guaranted the image quality results and
compard the time for each technique. Improving the robustness is achieved by
moving every pixel used for embedding accogdito the Equation 2(**Y).
Therefore, any modification by attacks on the pixel will affect the selected bit
modestly. In this chapter, thimdeoffbetween image quality and robustnbasbeen
done and all possible positions of pixel between the efigleecsub period and the

value of Equation Z®¥**

) of the range were tested to find the best pixel value
(threshold value), which was found to be in the positiqr4kk=6) bit-planes with
a DIST value = 3 (theDIST value is the distance from the pdamit of the

watermarked pixel to the edge of the range).
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This chapter proposesinew algorithm for the best image quality by embedding two
bits from each pixel of the watermarked image intoahginal image. The proposed
algorithm derived new gquationsbased on the existing technigi®B to reach the

best image quality. In addition, the chapter clarified the embedding process and the
flowchart of the proposed algorithm detail. The PSNRvalue was calculated and

put in tables with thdigures of the imges after the embeddintn addition MSE
values for the watermarked images was calculated to measure the image quality.
MeanwhileNCC andBERwere used to measure the robustness after embedding two
bits of watermark and study the effect of applyseyera kinds of image attacks.

The comparison between the proposed algorithm Le&8Blwas also discussednd
clarified by figures andtables. Finally, GA did the evaluation of the proposed

algorithm and the time compared with the proposed algorithm.
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CHAPTER SIX
CONCLUSION AND FUTUR E WORK

6.1 Summary

This dhapter is dedicated to summarthe thesié achievements as well as to outline
future guidelines inthe ISB research field.The study is perforned to solve the
problems that have been found imSB Section 3.3 pesents the developing
algorithms thatenhanceQuality AGA based on théSB by addng another bitand
handle image distortigrwhich isthencompaedwith two existing methodsSBand
GA. Section 3.4 presentthe second enhanced algorithior improving image
robustness against attackeghich is namedRobust AGA Section 3.5 present$e
developedalgorithm to make abalancebetweenquality and robustnesswvhich is

namedTradeoff AGA

Section 4.3presents the results for tl@hancingQuality AGAIn terns of two
measurementBSNRandMSEwhen compeedwith the existing-SBandGA. This is

done by finding he best quality of the watermarked imageough choosing the
nearest pixel to the original pixel that has the two embedded Tiits.proposed
algorithmenhancedimage qualitybasedon the mathematical equations, which cover
all the probabilities after embedding the two bits to avoid image distortion. Another
algorithmused in this studys GA, which evaluats the image quality and compare
the resuk with the proposed algorithmThe algorithmcalculatedthe PSNRvalue

and MSE for the watermarked image and the time that was needed to do the

embedding process. It has been found from the results of both algorithms that the
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results of all embedded bits fully mhéd guaranteeing the achievements of this
study. Apart from that, the time results and the comparison with the time of
Quality_AGAalgorithm, showed that the proposed algorithm does the embedding
process faster than tl@&@A The other proposed algorithiRobust AGA algorithm, is
based on using theISB technique to enhance the robustness of embedding two bits

for watermarked image.

Section 4.4 presenthe results oRobust_AGAhatshows enhancing in term of two
measurementdNCC and BCR when comparing wh the existingLSB One
watermark image from th&ix (as mentioned in the previous chapter) was embedded
within twelve original images using the proposed technique explaiii&@. results
show enhancement of the watermarked images after applying five aypesmge
attacks.The NCC and BER were used to assess the robustness of the watermarked
images after embedding the watermarked objestsl the resultswere compared

with theexistingLSBmethodwhich were better than other metisod

Section 4.5 presenthe results ofTradeoff AGAthat shows theperformance of
balancing between quality and robustnelse study used mathematical equations
that were applied to test all probabilities and choose the image dqe@MiRthat was

equal or greater than 30 db. fkte same time, thBICC value was also calculated

after applyinghechosen attacks on the watermarked imdgadeoffbetween image
quality and robustness was done and all possible positions of pixel between the edge

key}l)

of the sub period and the value of &tan @ of the range were tested to find

the best pixel value (threshold value), which was found to be in the positigr4key
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key,=6) bit-planes with aDIST value = 3 (theDIST value is the distance from the

position of the watermarked pixel toet edge of the range).

6.2 Contributions

This studymadefive contributiors:

I. Enhanced the image quality of the watermarked image in accordance Wi8Bthe
method by embedding two bits of the watermarked image intortgmal image and
compare the resus with existingmethods]. SBandGA, through usingertaintypes

of image formatjn whichthe results show that the proposed algorithm is better than
LSBand GA throughinvestigaing good PSNRvalues and short time for embedding

process

ii. Enhanced th image robustness dfa watermarked image based|8& technique
by embedding two bits of the watermarked image intoattginal image besides
applying five types of image attacks on the watermarked image and comparing with
LSBmethod. The results shawat the proposed algorithm is better th&Bthrough
investigaing good NCC and lesenedthe error that happened aftire embedding

process by calculatingERvalues

lii. Enhancedradeoffbetween image quality and robustnbased onlSBtechnique
by embedding two bits of the watermarked image intodhginal image besides
applying five types of image attacks on the watermarked image. The results show
that the proposed algorithm investigated gd(IC values afteignoring thePSNR

values for watanarked imagewhich were less than 30 db.

161



Iv. The new derivativeequations used in the algorithmsere based orthe existing

ISBtechnique to enhance the image quality and robustness.

v. The proposed technique enhanced the time in terms of image quaky w

compared wittexistingGA

6.3 Significance of the Research

The work in this research seasew direction fodSB by enhancing it tdISB for
embedding two bits that can handle many limitations by embedding two fifie in
LSB method This new directionis used to enhance the image quality using
derivative mathematical equatigngvhich study the effect of all bits in the
embedding processApart from that, the study trieg obtain better robustness
against attacks by using new sets of derivative equatB®esauseof the opposite
relationship between image quality and robustness, the study makeseaff
between image quality and robustness usiredISBtechnique to get an acceptable
quality of watermarked image and robust image against attacks. Toenoel of this
research is a ne@ISBtechnique that enhances the image quality and finds the best

robustness against watermarking attacks by embedding two bits.

6.4 Future Work

This section concentrates on the future research recommendations based on this

res@arch. These recommendations can be outlined below:
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I. In this researchthe Dual Intermediate Significant Bit®(SB) technique is used to
enhance the image quality and robustness by embedding two bits of wagstmark
image into theoriginal image. The ma algorithms were used in teswof image

quality and robustness. The image robustness algorithm needs to be enhanced by
applying other types of attacks, i.e. geometric attacks (rotation and scaling) to make

sure that the proposed technique is effecti\areg various types of attacks.

ii. Other methods can be used to enhance the image quality and robustness i.e. by
repeating the embedding bits many times because the attacks try to move the pixel

into another position and destrthe watermarked image.

iii. Though grayscaleriginal images were used to cover the watermarked objects in

the current study, this technique could also be applied to colored inR@&s (

iv. The proposed technique could also be extended for multimedia objects. For this

purpo®, the same theory could be appliedifferent environments.

v. Tradeoffbetween the two requirementsmage quality and robustnesfiasbeen

done depending on tHESNRvalue andNCCvalue, to make sure that it cahe more

accuratdy choosing the bésalues through new methods for measurements.
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Appendix A

Sampleof Data

This is an example on the proposed method, how to find the ranges, paniddsib

periods.

DISB Technique

Assume that: Ykey1=4, Ykey2=6, L range= 2" key2=2"6=64, L period=L range2=32.L subperiod=2"kl-1=2"4-
1=8, No range=256/L range=256/64=4, No of sub perod=L period' L sub period= 32/8= 4, bl&b2 are the two
embedded bits of watermark.

Range
Period 1 (Ykey2=0) Period 2 (Ykey2=1)

Sub period

Ykeyl=0 Ykeyl=l  Ykeyl=0 Ykeyl=1 Ykeyl=0 Ykeyl=1 Ykeyl=l Ykevl=1

5 M 3l 2 39 40 47 |48

64 71 72 79 80 &7 88 35 96 103 104 111 112 113 120 127

128 135 136 143 144 151 152 158 160 167 168 175 176 183 184 181

192 193 200 207 208 215 216 223 224 23l 232 238 240 247 248 255
|

The first proposed algorithm is Quality  AGA.

183



Quality AGA Algorithm

Host nage Wik
% | 171 | 32 | 125 convert™c' 13 p 0 0 0 (1 0 1 1
I I I 11 g Binary 7 01 0 0 1 1 1 1
SR I =1 = ¥ 155 10 0 1 1 o 1 1
S 3 23 251 11 1 1 1 @ 1 1

put i fwo atray l

Arvay 1 (01| G G N0 0 I o
S SR S S A S T R T T B R

embed the two bits into host image

Quality AGA Algorithm

Range

Period 1 (Ykey2=0) Period 2 (Ykey2=1)

Sub period
| | | . .
Yheyl=0 ' Yhkeyl=l ' 'Ykeyl=0  Ykeyl=l  Ykeyl=0  Ykeyl=l  VYkeyl=0  Ykeyl=l

15|16 4 3l AL 47 |48 35|56 63

i N

B4 7172 7779 80 84 &7 88 90 3 9% 99 103 104 11112 119 120 125 17

L)

128 129 135 136 143 144 151 132 159 160 167 188 171 175 176 183 14 181

13 193 200 207 208 211 215 216 a3 ‘224 a5 31 3l 139 240 47 248 235

Then results and compare with LSB method.
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Quality AGA Algorithm

S s | awmom |

a0 122
171 163
32 0
125 85
4 46
11 43
129 129
225 201
7 45
99 99
212 204
21 33

104
167
23
128
36
40
129
223
B3
95
216
24

The second proposed algorithm is Robust AGA.

Robustness AGA Algorithm

Range
Period 1 (Ykev2=0)
Sub period
Ykey1=0 Ykeyl=l Ykeyl=0 Ykeyl=l  Ykeyl=0
0 7|8 15 | 16 24 31 39
&4 n 7 7779 80 B4 BY 83 90 95 9 9% 103
128 129 135 136 143 144 151 152 159 160 167

132 195 200 207 208 212 215 216 223 | 224 235 231

185

Period 2 (Ykey2=1)

Ykeyl=1

40 47 148

104 111 112
168 171 175 176

232 239 240

Ykeyl=0

Yheyl=1

55 | 56 63
119 120 135 127
183 184 151

247 248 255



Finally, the tlrd algorithm isTradeoff AGA.

Trade-off AGA Algorithm
| Pixel | Quality | Robustness | Dist-0 | Dist-1 | Dist=2 | Dist=3 | Dist=4 | Dist=5 | Dist=6 | Dist-7 |
50 104 111 104 105 106 107 108 108 110

111
171 167 160 167 166 165 164 163 162 161 160
32 23 16 23 22 21 20 19 18 17 16
125 128 135 128 128 130 131 132 133 134 135
54 56 63 56 57 58 39 60 B1 62 63
11 40 a7 40 41 42 43 a4 45 45 a7
128 129 135 128 129 130 131 132 133 134 135
225 223 216 223 222 221 220 213 218 217 216
) 63 56 63 62 61 &0 =8 S8 57 36
99 99 103 86 a7 98 99 100 101 102 103
212 216 223 218 217 218 218 220 221 222 223
21 24 il 24 25 26 27 28 29 30 il
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Appendix B

Codes executed + output

First code usedot find best image quality based on existing ISB technique by

embedding two bits of watermark into each pixeDoiginalimage.

function [ output_args ] = Untitled3( input_args )
%UNTITLED3 Summary of this function goes here

% Detailed explanation goes h ere
c=0;

tic

imag=imread( 'bridge.gif' );

wat=imread( ‘wl.gif );
imag_before=imag;
indx=1;
for i=1:128

for j=1:128

w=de2bi(wat(i,j),8);

k=1;

while k<=8
b1(indx)=w(K);
b2(indx)=w(k+1);
k=k+2;
indx=indx+1;

end

end
end

tm=Kk1;
k1=k2;
k2=tm;
k1=9 - k1;
k2=9 - k2;

start=0;
|_period=2"(k2 -1);
no_period=256/(2"k2);

for i=1:no_period

min_period(1,i )=start;
max_period(1,i)=min_period(1,i)+|_period -1,
min_period(2,i)=start+|_period;
max_period(2,i)=min_period(2,i)+l_period -1;

start=start+|_period*2;
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end

indx=0;
for pl=1:256
for p2=1:256
indx=indx+1;
pix=imag(p1,p2);
flag=true;
flagl=true;
i=1;
=1
while flag==true && i<=no_period
if  pix<=max_period(1,i)
in_per=1,
period=i;
flag=false;
elseif pix<=max_period(2,i)
in_per=2;
period=i;
flag=false;
else
i=i+1;
end
end;
y=de2bi(pix,8);
yl=y(k1);
y2=y(k2);
if  yl==bl(indx) && y2==b2(indx)
p=pix;
imag(p1,p2)=p;
end
90%%%%%%0%% %% % %% %% %% % %% %% % %% %% %% % %% %
if yl~=b1(indx) && y2==b2(indx)
if yl==0
pll=pix - mod(pix,(2"(k1 -1))) -1,
pl12=pix - mod(pix,(2”(k1 -)H+2Mk1l - 1);
if pll< min_period(in_per,period) || pix< 2”(k1
pIx;
p=p12;
elseif pl2> max_period(in_per,period)
p=pll;
elseif pix - pll<pl2 - pix
p=pll;
else
p=p12;
end
else
if  yl==1
pll=pix - mod(pix,(2"(k1 -1)) -1;
pl2=pix - mod(pix,(2"(k1 -)))+2Mk1 - 1);
if pll< min_period(in_per,period)
pix;
p=p12;
elseif pl2> max_period(in_per,period) || pix>255 - (2™(Kk1
p=p11;
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elseif pix - pll<pl2 - pix
p=pll;
else
p=p12;
end

end
end
imag(p1,p2)=p;
end
%%%%%%%% %% %% % % %% %% %% %% %% %% %% % % %% %%
if y1==b1(indx) && y2~=b2(indx)
if yl==0
pll= min_period(in_per,period) -2Mk1 -1) -1,
p12= min_period(in_per,period)+2"(k2 - 1);
if in_per==1 && period==1 %pix<2™(kl - 1)
pix ;
p=p12;

elseif in_per==2 && period==no_period
pix ;
p=pll;

elseif pix - pll<pl2 - pix
p=pll;

else
p=p12;

else
if  yl==1
pl1= min_period(in_per,period) -1
p12=min_per iod(in_per,period)+2~(k2 -D+2MKk1 - 1);
if in_per==1 && period==1
%pix<(2* (2"(k1 - 1))
pix;
p=p12;
elseif in_per==2 && period==no_period
pix;
p=pll;
elseif pix - pll<pl2 - pix
p=p1l;
else
p=p12;
end
end
end
imag(p1,p2)=p;
end

%6%6%%%%%%% %% %% % % %% %% %% %% %% %% % % % % %% %
if y1~=b1(indx) && y2~=b2(indx)

if yl==1
pll= min_period(in_per,period) -27Mk1 -1) -1,
pl12= min_period(in_per,period)+2"(k2 -1);

if in_per==2 && period==no_period
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p=pl1;
elseif in_per==1 && period==1

p=p12;
elseif pix - pll<pl2 - pix
p=p1l;
else
p=p12;
end
imag(p1,p2)=p;

else
if yl==0
p11= min_period(in_per,period) -1
p12= min_period(in_per,period)+2"(k2
if in_per==1 && period==1

1)+2/Mk1l - 1);

p=p12;
elseif in_per==2 && period==no_period

p=pll;

imag(p1,p2)=p;
end

end
end
end
for pl=1:256
for p2=1:256
if imag(pl,p2)~=imag_before(pl,p2)
pl;
pZ;

imag(p1,p2);
imag_before(pl,p2);
end
end
end
%imwrite(imag,'d: \result \quality \gbaboon23.bmp";
imshow(imag)
toc
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vv=imag;
[row col] = size(vv);

original=double(imag_before);
target=double(vv);

mse = 0;
for i=1l:row
for j=1:col

di=(target(i,j));
d2=(original(i,j));
mse=mse+(d1 - d2)"2;
end
end
mse=mse/(row*col)
mse;
psnr=10*log10((255 "2)Imse)

end
The output of this codare:
1- Watermarked image.
2- Calculating PSNR value.
3- Calculating MSE value.
The example below show the result of this algorithm.

PSNR Value plane jpg

20.7259
16.9635

1,8
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19.8351

28.3945
14 2,4
20.3170 30.0137
1,5 2,5
20.5527 30.8384
1,6 26
20.6688 31.2468
1,7 2,7
31.4429 39.0017
2,8 4.6
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30.4653 40.3723

3,4 4,7

322598 e . " 41.0485

4,8

33.3966 L& .. ™ 424133 . ——

5,6

34.0565 & . ™ 444826 e e —

5,7

343938 [ ™= 454986 e —

5,8

o~

36.6797 LT 474116 e e ——

6,7
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488715 Lo . ™ 1511431

The code for second algorithm Robust_AGA and the output forltosithm as below:
1- Watermarked image.
2- CalculatingNCC values.

3- Calculating BER values.

c=0;
tic

imag=imread( ‘'bridge.omp' );
imag_before=imag;
%imag=imread('e:  \rbr45.jpg’);
wat=imread( ‘wl.bmp' );

indx=1;
for i=1:128
for j=1:128

w=de2bi(wat(i,j),8);

k=1;

while k<=8
b1(indx)=w(k);
b2(indx)=w(k+1);
k=k+2;
indx=indx+1;

end

end
end
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k2=tm;
k1=9 - k1
k2=9 - k2

start=0;
|_period=2Mk2  -1);
no_period=256/(2"k2);
x=|_period/2;
for i=1:no_period
min_period(1,i)=start;

max_period(1,i)=min_period(1,i)+|_period -1,
min_period(2,i)=start+|_period,;
max_period(2,i) =min_period(2,i)+l_period -1;
start=start+|_period*2;
end
% note
% robustness x=2"(k1 -1)

%ox=27(K1 - 1)/2

%x=2"\(k1 - 1)
x=0
indx=0;
for pl=1:256
for p2=1:256

indx=indx+1;

pi x=imag(p1,p2);

flag=true;

flagl=true;

i=1;

=1

while  flag==true && i<=no_period
if  pix<=max_period(1,i)
in_per=1,;
period=i;
flag=false;
elseif pix<=max_period(2,i)
in_per=2;
period=i;
flag=false;

else
i=i+1;
end
end;

y=de2bi(pix,8);

yl=y(k1);

y2=y(k2);

if  yl==bl(indx) && y2==Db2(indx)

if MKkl -1)>1)
if pix_ - mod(pix, (27 (k1 -1))>2Nk1 - 1))/2
pix;
p = pix - mod(pix,(2”(k1 -1);
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else
pix;
p=pix - mod(pix,(2"(k1 -D)+x -1,

end
else
p=pix;
% p=pix;
imag(p1,p2)=p;
end
end
%%%%%%% %% %% %% % %% %% %% %% %% %% %% % % %% %%
if  yl~=bl(indx) && y2==b2(indx)
if yl==0
pll=pi x- mod(pix,(2"(k1 -1))) -1;
pl2=pix - mod(pix,(2"(k1 -)))+2Mk1 - 1);
if pll< min_period(in_per,period) || pix< 27(k1 -1)

if 27kl -1)>1
p=pl2+x - 1;
else
p=p12;
end

elseif p12> max_period(in_per,period)

if 2Mk1l -1)>1
p=pl1- x+1;
else
p=pll;
end

elseif pix - pll< pl2 - pix
if 27Nkl -1)>1
p=pl1- x+1;
else
p=pll;
end

else

if 2Mk1l -1)>1
p=pl2+x - 1;
else
p=p12;
end

end
else
if yl==1
pll=pix - mod(pix,(2"(k1 -1)) -1,
pl2=pix - mod(pix,(2"(k1 -1))+2Mk1 - 1);
if pll< min_period(in_per,period)
pix;

it 271l - 1)>1
196



p=pl2+x - 1;
else
p=p12;
end

elseif p12> max_period(in_per,period)
|| pix>255 - 27kl -1))
if 27kl -1)>1
p=pl1- x+1;
else
p=p11;
end

elseif pix - pll<pl2 - pix
if 27Nkl -1)>1
p=pl1- x+1;
else
p=pll;
end

else

it 27K1 - 1)>1

p=pl2+x - 1;
else
p=p12;
end
end
end
end
imag(p1,p2)=p;
end
%0%%%% %% %% %% %% %% %% 984648%6%98%6%6%8
if y1==b1(indx) && y2~=b2(indx)
if  yl1==0
pl1= min_period(in_per,period) -2™Mk1 -1)-1;
p12= min_period(in_per,period)+2"(k2 - 1);
if in_per==1 && period==1 Y%pix<2™(k 1-1)
pix ;
if 27kl -1)>1
p=pl2+x - 1;
else
p=p12;
end
p;
elseif  in_per==2 && period==no_period
pix ;
if 27kl -1)>1
p=p1l1l- x+1,
else
p=p1l;
end;
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else

elseif

it 28Kkl - 1)>1

p=pl1- x+1;

else

p=p1l;

end

else

if

27kl - 1)>1

p=pl2+x - 1,

else

p=pl2;

end

end

if

if

if

yl==1
pl1= min_period(in_per,period)
p12= min_period(in_per,period)+2"(k2

in_per==1 && period==1
%pix<(2* (2"k1 - 1))
pix;

2MKk1 -1)>1
p=pl2+x - 1;

else

p=p12;

end

elseif

pix;
if 27kl -1)>1
p=pl1- x+1;

else

p=pll;

end

elseif

if 27kl -1)>1
p=pl1- x+1;

else

p=pl1;
end

else

if

27kl -1)>1
p=pl2+x - 1,

else

p=p12;

end

end

end
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end

imag(p1,p2)=p;
end

%%%%%%%%%%6%6%0%0 %% % % %% %% %% %% %% %% %%
if y1~=b1(indx) && y2~=b2(indx)

if yl==1
pll= min_period(in_per,period) -2Mk1 -1) -1,
pl2= min_period(in_per,period)+2~(k2 -1);

if in_per==2  && period==no_period

if 27kl -1)>1
p=p1l- x+1;

else
p=p11;
end

elseif in_per== 1 && period==1

if 27kl -1)>1
p=pl2+x - 1;

else
p=p12;
end

elseif pix - pll<pl2 - pix
if 27kl -1)>1
p=pl1 - x+1;

else
p=p11;
end

else

if 27Nkl -1)>1
p=pl2+x - 1;

else
p=p12;
end

end
imag(p1,p2)=p;
else
if yl1==0
pll= min_period(in_per,period) -1;
p12= min_period(in_per,period)+2"(k2 -1)+27Mk1l - 1),
if in_per==1 && period==1
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if 27kl -1)>1
p=pl2+x - 1;

else
p=p12;
end

elseif in_per==2 && period==no_period

if 27kl -1)>1
p=pl1- x+1;

else
p=p1l;
end

else
if pix - pll< pl2 - pix
if 27kl -1)>1
p=pl1- x+1;

else
p=p11;
end

else

if 27Nkl -1)>1
p=pl2+x - 1;

else
p=p12;
end

end
end
end
imag(p1,p2)=p;
end

end
end
end
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for p1=1:256

for p2=1:256
if imag(pl,p2)~=imag_before(pl,p2)
pl;
p2;
imag(p1,p2);

imag_before(pl1,p2);
end
end
end
imwrite(imag, 'd: \robust \bridge \rob78.bmp' );
imshow(imag)
toc
vv=imag;

[row col] = size(wv);

original=double(imag_before);
target=double(vv);

mse = 0;
for i=1l:row
for j=1:col

dl=(target(i,)));
d2=(original(i,)));
mse=mse+(d1l - d2)"2;
end
end
mse=mse/(row*col);
mse;
psnr=10*log10((255”*2)/mse)
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The result of this algorithm can be show as in the example below:

Bit- plane Original 1 Original 2 Original 3

Keyl Key2 Penbers Boats Milkdron
1 2 1 0.9878 1
1 3 0.982 0.9685 0.9874
1 4 0.9323 0.9446 0.9509
1 5 0.8630 0.9137 0.9029

1 6 0.7883 0.8841 0.8383
1 7 0.733 0.8560 0.7800
1 8 0.703%6 0.840%6 0.74%
2 3 0.937™ 0.8913 0.9351
2 4 0.9110 0.8197 0.905%6
2 5 08727 0.8032 0.8701
2 6 0.8360 0.7700 0.8350
2 7 0.8030 0.6616 0.7766
2 8 0.7866 0.6212 0.7410
3 4 0.85(@ 0.88 0.8791
3 5 0.8039 0.8618 0.8659
3 6 0.7478 0.8180 0.8246
3 7 0.71%9 0.76% 0.78%8
3 8 0.6872 0.7030 0.7466
4 5 0.7813 0.8741 0.85(4
4 6 0.7488 0.8513 0.8264
4 7 0.7029 0.82%8 0.7807
4 8 0.680 0.7975 0.75%4
5 6 0.68% 0.8066 0.774
5 7 0.6758 0.7798 0.7323
5 8 0.6561 0.7376 0.6921
6 7 0.6380 0.733%4 0.6823
6 8 0.6371 0.7041 0.670®
7 8 0.6272 0.68 0.6329

The code of thdast proposed algorithfradeoff AGA and theoutputas shown below
1- Watermarked image after applying five chosen attacks.

2- Calculating PSNR values and choosing the values equal or greater than 30 db.
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3- Calculating NCC values.

imag=imread( ‘'e: \tradoff \attacks \ x=0rbridge78.jpg' );
wat=imread( ‘w.bmp' );
k1=7;
k2=8;
tm=k1,;
k1=k2;
k2=tm;
k1=9 - k1;
k2=9 - k2;

index1=0;
for i=1:256
for j=1:256
index1=index1+1;
pix=de2bi(imag(i,j),8);
bl_n(index1)=pix(k1);
b2_n(index1)=pix(k2);
end
end

index1=0;
for i=1:128
for j=1:128
k=1;
while k<=8
indexl=index1+1;
y(k)=b1_n(index1);
k=k+1;
y(k)=b2_n(index1);
k=k+1;
end
w_ext(i,j)= bi2de(y ) ;
end
end
%imwrite(w_ext,'e: \ qualityisb  \ ext37.bmp");

imag_w=w_ext;

a=double(imag_w);

V = uint8(a);

imshow(v);
imwrite(imag_w, ‘e; \tradoff \ attacks \ extractx=0rbridge78.jpg'
imshow(imag_w)

sum=0;
for i=1:128
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for j=1:128
sum=sum-+ double(v(i,j)) * double(wat(i,j)) ;
end
end
sum_seq=0;
for i=1:128
for j=1:128
sum_seq=sum_seq+ double(wat(i,j)) 2;
end
end
res=sum/sum_seq
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Appendix C

Sample of all types of images

Jpeg Image format
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GIF Image format
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TIFF Image format
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