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ABSTRACT

The rapid increase in fraud nowadays has affected the economies of both developed and
developing countries. Fraud has led to big losses, thus affecting many banks in the
world including those in Saudi Arabia. Hence, this study investigates the moderating
effect of capability fraud element on fraud prevention and industry factors in the Saudi
Arabian banking sector. The framework of this study was developed from Fraud
Diamond Theory and the knowledge management model. In this study, customers
knowledge, internal control, insider involvement, information sharing, legal and
regulation (independent variable) with the capability element of fraud are the factors
used to explain or that affect the prevention of fraud. Proportional sampling technique
was used to select the respondents for the study and questionnaires were distributed to
the bank employees of 12 Saudi banks, resulting in 328 completed questionnaires,
making up 77.3% response rate. Meanwhile, hypotheses tests were done by PLE-SEM
3.2.7 version. The result have confirms a significant positive relationship between fraud
prevention and customers’ knowledge, information sharing, insider’s involvement,
internal control, and legal & regulation. However, customer knowledge, information
sharing, and insider’s involvement have no significant relationship to strengthen
capability element of fraud as moderator to fraud prevention. The findings also confirm
that capability element of fraud plays a significant role in moderating the relationship
between the two factors namely, internal control, and legal & regulation and fraud
prevention, while other variables were found to be insignificant to explain fraud
prevention. Besides, there is important insights to managers, CEOs, policy makers,
banking regulatory authorities, financial institutions, and researchers to consider the use
of fraud prevention in improving the banking sector in Saudi Arabia.

Keywords: fraud prevention, capability elements of fraud, industry factors, retail
banking, Saudi Arabia.



ABSTRAK

Peningkatan pesat dalam jenayah penipuan hari ini telah memberi kesan kepada
ekonomi negara maju dan negara membangun. Jenayah penipuan telah membawa
kepada kerugian yang besar sehingga memberi kesan kepada bank-bank di dunia
termasuk di Arab Saudi. Oleh demikian, kajian ini menyiasat kesan penyederhanaan
keupayaan unsur dalam peniuan terhadap pencegahan penipuan dan faktor industri
dalam sektor perbankan Arab Saudi. Kerangka kerja kajian ini dibangunkan daripada
Teori Penipuan Berlian dan model pengurusan pengetahuan. Pengetahuan pelanggan,
kawalan dalaman, penglibatan orang dalam, perkongsian maklumat, perundangan dan
peraturan (pemboleh ubah bebas) dengan keupayaan unsur penipuan merupakan faktor
yang digunakan untuk menerangkan atau memberi kesan kepada pencegahan penipuan
dalam kajian ini. Teknik persampelan berkadar digunakan untuk memilih responden
kajian dan borang soal selidik diedarkan kepada pekerja di 12 buah bank di Arab Saudi.
Hasilnya, 328 borang soal seldik dilengkapkan, memberikan kadar maklum balas
sebanyak 77.3%. Sementara itu, ujian hipotesis dilakukan dengan PLE-SEM versi 3.2.7.
Hasilnya mengesahkan hubungan positif yang signifikan antara pencegahan penipuan
dan pengetahuan pelanggan, perkongsian maklumat,penglibatan orang dalam, kawalan
dalaman serta perundangan dan peraturan. Namun, pengetahuan pelangan, perkongsian
maklumat dan penglibatan orang dalam tidak mempunyai hubungan yang signifikan
untuk mengukuhkan keupayaan unsur-unsur penipuan sebagai penyederhana kepada
pencegahan penipuan. Dapatan kajian juga mengesahkan keupayaan unsur-unsur
penipuan memainkan peranan penting dalam menyederhanakan hubungan antara dua
faktor, iaitu kawalan dalaman, perundangan dan peraturan serta pencegahan penipuan,
sementara pemboleh ubah yang lain didapati tidak signifikan untuk menjelaskan
pencegahan penipuan. Selain itu, terdapat pandangan yang penting kepada pengurus,
ketua pegawai eksekutif, penggubal dasar, pihak berkuasa perbankan, institusi
kewangan, dan penyelidik untuk mempertimbangkan penggunaan pencegahan penipuan
dalam meningkatkan sektor perbankan Arab Saudi.

Kata kunci: pencegahan penipuan, unsur keupayaan penipuan, faktor industri,
perbankan runcit, Arab Saudi.
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CHAPTER ONE

INTRODUCTION

1.1 Introduction

This chapter discusses the general idea of this study and highlights the problems and
issues in this study and previous studies on fraud prevention. In addition, under the
background of the study, it addresses what has been done, what is known and what
needs to be understood about fraud prevention in the banking sector in Saudi Arabia.
Moreover, the problem statement discusses the issues and obstacles facing the banking
sector in Saudi Arabia, which leads to the research questions and research objectives.
Furthermore, it discusses the significance and scope of the study, which is fraud

prevention among bank staff in the banking sector in Saudi Arabia.

1.2 Background of Study

The rapid increase in fraud has affected the economies of both developed and
developing countries around the globe (Agrawal, Catalini & Goldfarb, 2014). Hence,
fraud has become a high-profile topic that requires scholars and researchers to
investigate further in terms of its impact on the economies of countries as well as on
companies, businesses and financial institutions (Agrawal et al., 2014; Teulon,
2014). Additionally, studies have indicated that most countries have experienced
numerous fraud cases that have led to the loss of millions of dollars (Bhasin, 2015; West

& Bhattacharya, 2016). Therefore, steps for the prevention of fraud are imperative to
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ACADEMIC RESEARCH QUESTIONNAIRE

COB

COLLEGE OF

INFORMATION

The questionnaire consist of two parts, part one comprises the demographic information
while part two (section A-E) consists of questions on Fraud Prevention, Information
Sharing, Internal Control, Insider Involvement, Legal, and Regulations, Customers

Knowledge, Capability element of fraud in The Saudi Arabian Banking sector.
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PART 1: DEMOGRAPHIC INFORMATION

1. What is the name of your Organisation?
D National Commercial Bank
D Saudi Investment Bank
D Alinma Bank
D Banque Saudi Fransi
__| Al Bilad Bank
D Arab National Bank
D Samba Financial Group
D Saudi British Bank
D AlJazeera Bank
[ ] AlRajhi Bank
D Saudi Hollandi Bank
D Riyad Bank
2. What is your position or title in your Organisation?
D Entry Level
D Mid-Senior Level
D Director

D Management

3. What is your Gender
D Male

D Female
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4. What is your Highest Education?
D High School
D Diploma
D Bachelor
D Postgraduate Diploma

D Master

| php

5. Did you deal with any fraud cases in your Organisation?
D Yes
D NO

6. Does your Organisation involves in any Fraud Cases?
D Yes
D NO
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PART 2: THIS PART CONSIST OF SECTIONS A-G

INSTRUCTIONS: In section A below rate your level of agreement with the following

statements; all questions have the same options:

Section A: Fraud Prevention

Statement

Strongly
Disagree

Disagree

Sometimes

Agree

Strongly
Agree

Creating a Culture of

Honesty and High Ethics:

Setting the Tone at the top

N

N | —

of Conduct

Establishing Corporate Code

3 | Taking Consistent Actions
in response to an Alleged

Fraud

4 | Fraud Training

Employees and Management

5 | Conducting Background
Investigations on Individuals

being considered
Employment

6 | Creating a Positive

Workplace Environment

Processes and Controls:

Evaluating Antifraud

7 | Identifying and Measuring

Fraud Risks

8 | Implementing and
monitoring appropriate

preventive and
detective internal controls

9 | Making changes to

processes to reduce
eliminate fraud risk

entity’s activities and

Developing

Appropriate Oversight

Process:

10 | Effective Audit Committee

B

11 | Management Effectiveness

in Overseeing activities

12 | External Audit

\S)

B

13 | Internal Audit
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14

Certified Fraud Examiners
in internal audit team or in
an external
audit team

INSTRUCTIONS: In section B below rate your level of agreement with the following

statements; all questions have the same options:

Section B: Information Sharing

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree
1 | Task Interdependence 1 2 3 4 5
2 | Data at Right Level of Detail 1 2 3 4 5
3 | Ease of use and Ease of 1 2 3 4 5
Information Access
4 | Data Comprehensiveness — 1 2 3 4 5
re. Information From other
departments or agencies
5 | Data Compatibility | 2 3 4 5
6 | System Reliability 1 2 3 4 5
7 | Performance  Impact — 1 2 3 4 5
system
8 | Information Richness — re. 1 2 3 4 5
Information from other law
enforcement agencies
9 | Performance Impact — re. 1 2 3 4 5

Information from other law
enforcement agencies
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INSTRUCTIONS: In Section C below rate your level of agreement with the following
statements; all questions have the same options:

Section C: Insider Involvement

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree

1 | Commission of Fraud can 1 2 3 4 5
involve the Directors

2 | Commission of Fraud can 1 2 3 4 5
involve the Management

3 | Commission of Fraud can 1 2 3 4 5
involve the other Employees

4 | Commission of Fraud can 1 2 3 4 5
involve the Internal Auditors

5 | Commission of Fraud can 1 2 3 4 5
involve the External Auditors

6 | Commission of Fraud can 1 2 3 4 5
involve the Customer

INSTRUCTIONS: In section D below rate your level of agreement with the following
statements; all questions have the same options:

Section D: Internal Control

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree
1 | Internal control is mainly 1 2 3 4 5

concerned with the amount
of authority a supervisor

exercises over a
subordinate.
2 | A highly automated 1 2 3 4 5

computerized system of
accounting eliminates the
need for internal control.

3 | A business’s assets need to 1 2 3 4 5
be safeguarded from
employee theft and
unauthorized use.

4 | Management handles 1 2 3 4 5
establishing a system of
internal control.

5 Internal control is most 1 2 3 4 5
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effective when only one
person handles a given task.

The  responsibility  for
keeping the records for an
asset should be separate
from the physical custody of
that asset.

Requiring employees to take
vacations is a weakness in
the system of internal
controls because it does not
promote operational
efficiency.

Segregation of duties means
that employees  should
duplicate efforts so that one
employee can evaluate the
work of the other.

Segregation  of  duties
ensures accountability for
assets.

10

Only big business need to
be concerned with a system
of internal control

INSTRUCTIONS: In Section E below rate your level of agreement with the following

statements; all questions have the same options:

Section E: Customers Knowledge

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree
1 | The customers know of the 1 2 3 4 5
possibility of fraud incidents.
2 | The customers are informed 1 2 3 4 5
of any fraud case.
3 | The customers are informed 1 2 3 4 5
of fraud prevention methods.
4 | The customers are provided 1 2 3 4 5
fraud alerts media.
5 | The customers are informed 1 2 3 4 5

of the provided fraud alerts
media
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INSTRUCTIONS: In Section F below rate your level of agreement with the following
statements; all questions have the same options:

Section F: Capability element of fraud

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree
1 | The person's position or 1 2 3 4 5
function within the

organization may fumish
the ability to create or
exploit an opportunity for
fraud not available to
others.

2 | The right person for fraud 1 2 3 4 5
is smart enough to
understand and exploit
internal control
weaknesses and to use
position,  function, or
authorized access to the
greatest advantage.

3 | The right person has a 1 2 3 4 5
strong ego, and great
confidence that he will not
be detected, or the person
believes that he could
easily talk himself out of
trouble if caught

4 | A successful fraudster can 1 2 3 4 5
coerce others to commit or
conceal fraud

5 | A successful fraudster lies 1 2 3 4 5
efficiently and consistently
6 | A successful fraudster 1 2 3 4 5

deals very well with stress
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INSTRUCTIONS: In Section G below rate your level of agreement with the following
statements; all questions have the same options:

Section G: Legal and Regulations

Statement Strongly | Disagree | Sometimes | Agree | Strongly
Disagree Agree

1 | There are penalties for 1 2 3 4 5
committing fraud.

2 | The offenders are stiffly 1 2 3 4 5
treated.

3 | Fraud offenders are often 1 2 3 4 5
charged to courts.

4 | Fraud offenders are often 1 2 3 4 5
sentenced.

Please indicate below; any comments you may have with respect to any areas of this
questionnaire:

Once again, thank you for your participation in answering this questionnaire.
Please, feel free to contact me on any issue(s) regarding this questionnaire.
Email:raybaz00@gmail.com
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Appendix B: Letter of Recommendation for Data Collection
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